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The information in this USER’S MANUAL has been carefully reviewed and is believed to be accurate. The vendor 
assumes no responsibility for any inaccuracies that may be contained in this document, makes no commitment to 
update or to keep current the information in this manual, or to notify any person organization of the updates. 
Please Note: For the most up-to-date version of this manual, please see our web site at www.supermicro.com. 
 
Super Micro Computer, Inc. (“Supermicro”) reserves the right to make changes to the product described in this 
manual at any time and without notice. This product, including software, if any, and documentation may not, in 
whole or in part, be copied, photocopied, reproduced, translated or reduced to any medium or machine without 
prior written consent. 
 
IN NO EVENT WILL SUPERMICRO BE LIABLE FOR DIRECT, INDIRECT, SPECIAL, INCIDENTAL, SPECULATIVE OR 
CONSEQUENTIAL DAMAGES ARISING FROM THE USE OR INABILITY TO USETHIS PRODUCT OR DOCUMENTATION, 
EVEN IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGES. IN PARTICULAR, SUPERMICRO SHALL NOT HAVE 
LIABILITY FOR ANY HARDWARE,SOFTWARE, OR DATA STORED OR USED WITH THE PRODUCT, INCLUDING THE 
COSTS OFREPAIRING, REPLACING, INTEGRATING, INSTALLING OR RECOVERING SUCH HARDWARE,SOFTWARE, OR 
DATA. 

 
Any disputes arising between manufacturer and customer shall be governed by the laws of Santa Clara County in 
the State of California, USA. The State of California, County of Santa Clara shall be the exclusive venue for the 
resolution of any such disputes. Super Micro's total liability for all claims will not exceed the price paid for the 
hardware product. 
 
FCC Statement: This equipment has been tested and found to comply with the limits for a Class A digital device 
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful 
interference when the equipment is operated in a commercial environment. This equipment generates, uses, and 
can radiate radio frequency energy and, if not installed and used in accordance with the manufacturer’s instruction 
manual, may cause harmful interference with radio communications. Operation of this equipment in a residential 
area is likely to cause harmful interference, in which case you will be required to correct the interference at your 
own expense. 
 
California Best Management Practices Regulations for Perchlorate Materials: This Perchlorate warning applies only 
to products containing CR (Manganese Dioxide) Lithium coin cells. Perchlorate Material-special handling may apply. 
See http://www.dtsc.ca.gov/hazardouswaste/perchlorate/ for further details. 
 
Manual Revision 1.0 
 
Release Date: May 29, 2015 
 
Unless you request and receive written permission from Super Micro Computer, Inc., you may not copy any part of 
this document. 
 
Information in this document is subject to change without notice. Other products and companies referred to 
herein are trademarks or registered trademarks of their respective companies or mark holders. 
 
Copyright ©  2015 by Super Micro Computer, Inc. 
All rights reserved. 
Printed in the United States of America 
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1 Introduction 
 

In this guide, we will show you the four methods of using System Center 2012 R2 Operations Manager 

(SCOM 2012 R2) to check the health status of a system monitored by SuperDoctor 5® . You can use 

SCOM 2012 to monitor SD5 by checking event logs, SNMP GET or SNMP trap, allowing you to choose the 

method that suits your needs. 

2 Prerequisites  
 

2.1   Managed Systems - SD5 
To install SuperDoctor 5®, please refer to “Chapter 2 Setting Up SD5” in SuperDoctor 5 User's Guide for 

details. To quickly install SD5 to multiple systems, see “2.1.4 Tips for Deploying a Large Number of SD5s” 

in SuperDoctor 5 User's Guide. 

2.2   Management Server - SCOM 2012 R2 
To install SCOM 2012 R2, refer to Microsoft’s website at https://technet.microsoft.com/en-

us/library/hh205987.aspx for more information. 

https://technet.microsoft.com/en-us/library/hh205987.aspx
https://technet.microsoft.com/en-us/library/hh205987.aspx
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3 Creating an NT Event Rule to Monitor 

SD5 
 

The example below illustrates the use of SCOM 2012 to check a managed system’s event log that was 

written by SD5 when a monitored item was triggered or recovered. In this example, two conditions must 

be met,  

o The SD5 event log function must be enabled.  You have to configure the SD5 notification methods in 

advance. See 4.5.1 Alert Configuration in SuperDoctor 5 User's Guide for more information. 

o The Windows computer with SD5 must be discovered/managed by SCOM 2012. 

If the above conditions are met, follow these steps: 

Step 1: In the Operations Console, click the Authoring Tab. 
 

Step 2: Go to Management Pack Objects > Rules. Right-click Rules and select Create a new rule. 

 

Step 3: In the Rule Type section, select NT Event Log (Alert) and click New to create a custom SD5 

management pack. 
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Step 4: Type the name, version and description. Click Next to continue. 

 

Step 5: Click Create to start creating the management pack and return to the Create Rule Wizard. 
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Step 6: In the General section, input the rule name and click Select to set up the Rule target. 

 

Step 7: Find “Windows Server 2012 Operating System” and click OK. Note that if you cannot find the 

target, go to the Microsoft Download Center https://www.microsoft.com/en-us/download/ to find 

“System Center Management Pack for Windows Server Operating System”, then import it into your 

SCOM 2012. 

https://www.microsoft.com/en-us/download/
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Step 8: Select the type of event log. Application is selected by default and click Next. 

 

Step 9: In the Value fields, type 4096 for Event ID and SD5 for Event Source. Click Next to continue. 
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Step 10: Click Create  to start creating a rule for SD5. The dialog box will close. 

 

Step 11: In the Operations Console, click the Monitoring Tab and go to Monitoring > Active Alerts. In 

the figure below, you can see that a hard disk error (\\.\PHYSICALDRIVE 0 is Unavailable) occurred on 

the managed system (Slave.TEST.SSM). 
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4 Creating an SNMP Probe Monitor for 

SD5 
 

The example below illustrates the use of SCOM 2012 to probe a managed system’s SNMP OID value.  

The value changes when a health-monitored item is triggered or recovered. In this example, two 

conditions must be met: 

o SD5 must be set up with the SD5 SNMP extensions configured in advance. See 5 SNMP Extension in 

SuperDoctor 5 User's Guide for more information. 

o SNMP device SD5 must be discovered/managed by SCOM 2012. 

If the conditions above are met, follow these steps: 

Step 1: In the Operations Console, click the Authoring Tab. 
 
Step 2: Go to Management Pack Objects > Monitors. Right-click Monitors and select Create a Monitor 
> Unit Monitor. 
 

 
 

Step 3: The Create a unit monitor wizard shows up. Go to SNMP > Probe Based Detection > Simple 
Event Detection > SNMP Probe Monitor and select All SNMP Events Collection as destination 
management pack. Note that “All SNMP Events Collection” is predefined. Alternatively, you can click  
New to create a custom management pack. 
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Step 4:  In the General section, click Select.  

 

Step 5:  A Select Items to Target dialog box pops up. 
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Step 6: Look for the Node Type, select to View all targets and click OK  to continue. 
 

 

Step 7: Enter the Name of the monitor you are creating and click Next to continue. 
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Step 8: In the First SnmpProbe section, enter .1.3.6.1.4.1.10876.2.21 for the Object Identifier and click 
Next to continue. 
 

 
 

Step 9: In the Build First Expression section of the Create a unit monitor wizard, 

1) Click the Insert button to add a new row. 

2) Enter SnmpVarBinds/SnmpVarBind[OID=".1.3.6.1.4.1.10876.2.2"]/Value to the Parameter 
Name field. 

3) Click Does not equal in the Operator field. 
4) Enter 0 to the Value field. 
5) Click Next to continue. 
 

 

                                                           
1
 This specifies the all-in-one health status of built-in sensors monitored by SD5. 
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Step 10: In the Second SnmpProbe section, enter .1.3.6.1.4.1.10876.2.2 for the Object Identifier and 
click Next to continue.  
 

 

Step 11: In the Build Second Expression section , 

1) Click Insert to add a new row. 
2) Enter SnmpVarBinds/SnmpVarBind[OID=".1.3.6.1.4.1.10876.2.2"]/Value in the Parameter 

Name field. 
3) Click Equals in the Operator field. 
4) Enter 0 in the Value field. 
5) Click Next to continue. 

 

Step 12: In the Configure Health section, change the Operational State and Health State (see the figure 

below) and click Next to continue. 

 

Step 13: In the Configure Alerts section,  

1) Select Generate alerts for this monitor. 
2) Use the drop-down list to select The monitor is in a critical health state. 
3) Click Create to continue. 
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Step 14: In the Operations Console, click the Monitoring Tab and go to Network Monitoring > Active 

Alerts. In the figure below, you can see that the managed system (10.134.14.32) is in a critical state. 

 

Step 15: Go to Network Monitoring > Hosts. In the figure below, you can see the managed systems 

(10.134.14.32, 10.134.12.13, and 10.134.14.36) are healthy. 
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Step 16: Double-click one of the selected hosts and a Health Explorer dialog box pops up. Click Close to 

show all monitors. 

 

Step 17: Go to Entity Health > Availability > SD5 - Built-in Sensor Health in the left pane. All state 
change events for SD5 - Built-in Sensor Health are shown on the State Change Events tab in the right 
pane. 
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5 Creating an SNMP Trap Monitor for SD5 
 

The example below illustrates the use of SCOM 2012 to probe a managed system’s SNMP trap that has 

changed when a health-monitored item is triggered or recovered. In this example, three conditions must 

be met,  

o SD5 SNMP trap function must be enabled.  You have to configure SD5 notification methods in 

advance. See 4.5.1 Alert Configuration in SuperDoctor 5 User's Guide for more information. 

o SD5 must be set up with SD5 SNMP extensions configured in advance. See 5 SNMP Extension in 

SuperDoctor 5 User's Guide for more information. Note that this condition is for SD5 to be 

discovered as an SNMP device. 

o SNMP device SD5 must be discovered/managed by SCOM 2012. 

If the above conditions are met, follow these steps: 

Step 1: In the Operations Console, click the Authoring Tab. 
 
Step 2: Go to Management Pack Objects > Monitors. Right-click Monitors and select Create a Monitor 
> Unit Monitor. 
 

 
 

Step 3: The Create a unit monitor wizard is shown below. Go to SNMP > Trap Based Detection > Simple 
Trap Detection > SNMP Trap Monitor and select SD5 SNMP Trap Collection as the destination 
management pack. Note that “SD5 SNMP Trap Collection” is predefined. Alternatively you can create a 
custom management pack by clicking New. 
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Step 4:  In the General section, click Select. The Select Items to Target dialog box pops up. 

 

Step 5: In the Look for field, type “Node”, select to View all targets and click OK to continue. 
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Step 6: Enter the Name of the monitor you are creating and click Next to continue. 
 

 

Step 7: In the First SnmpTrapProvider step, enter .1.3.6.1.4.1.10876.100.3.0.1032 for the Object 
Identifier and click Next to continue. 
 

                                                           
2
 This means that the fan is critical. 
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Step 8: In the Build First Expression section, 

1) Click Insert to add a new row. 

2) Enter SnmpVarBinds/SnmpVarBind[OID=".1.3.6.1.4.1.10876.100.3.0.103"]/Value in the 
Parameter Name field. 

3) Click Contains in the Operator field. 
4) Enter CRITICAL in the Value field. 
5) Click Next to continue. 
 

 

Step 9: In the Second SnmpTrapProvider section, enter .1.3.6.1.4.1.10876.100.3.0.1013 as the Object 
Identifier and click Next to continue.  
 

 

Step 10: In the Build Second Expression section, 

                                                           
3
 This means the fan is OK. 
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1) Click Insert to add a new row. 
2) Enter SnmpVarBinds/SnmpVarBind[OID=".1.3.6.1.4.1.10876. 100.3.0.101"]/Value in the 

Parameter Name field. 
3) Click Contains in the Operator field. 
4) Enter OK in the Value field. 
5) Click Next to continue. 

 

 

Step 11: In the Configure Health section , change the Operational State and Health State as shown 

below and click Next to continue. 

 

Step 12: In the Configure Alerts section,  

1) Select Generate alerts for this monitor. 
2) Use the drop-down list to select The monitor is in a critical health state. 
3) Click Create to continue. 
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Step 13: In the Operations Console, click the Monitoring tab and go to Network Monitoring > Active 

Alerts. In the figure below, you can see the managed system (10.134.14.32) is in a critical condition. 

 

Step 14: Go to Network Monitoring > Hosts. In the figure below, you can see that the managed systems 

(10.134.14.32, 10.134.12.13, and 10.134.14.36) are healthy. 
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Step 15: Double-click one of the selected hosts and a Health Explorer dialog box pops up. Click Close to 

show all monitors. 

 

Step 16: Go to Entity Health > Availability > SD5 - Fan Health on the left pane. On the right pane are 
shown all state change events for SD5 with Fan Health are shown on the State Change Events. 
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6 Creating a Rule for an SNMP Trap to 

Check SD5 Status 
 

The example below illustrates the use of SCOM 2012 to receive a managed system’s SNMP trap that is 

sent when a health-monitored item is triggered or recovered. In this example, three conditions must be 

met,  

o The SD5 SNMP trap function must be enabled with SD5 notification methods configured in advance. 

See 4.5.1 Alert Configuration in SuperDoctor 5 User's Guide for more information. 

o SD5 must be set up with SD5 SNMP extensions configured in advance. See 5 SNMP Extension in 

SuperDoctor 5 User's Guide for more information. Note that this condition is for SD5 to be 

discovered as an SNMP device. 

o SNMP device SD5 must be discovered/managed by SCOM 2012. 

If the above conditions are met, follow these steps: 

Step 1: In the Operations Console, click the Authoring Tab. 
 
Step 2: Go to Management Pack Objects > Rules. Right-click Rules and select Create a new rule. 
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Step 3: In the Rule Type section, select SNMP Trap (Event) and click New to create a custom SD5 
management pack. 

 

Step 4: Type the name, version and description. Click Next to continue. 

 

Step 5: Click Create to start creating the management pack and return to the Create Rule Wizard. 
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Step 6: In the General section, input the rule name and click Select to set up the Rule target. 

 

Step 7: In the Look for field, type “Node”, select View all targets and click OK. 
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Step 8: In the SNMP Trap Provider step, input .1.3.6.1.4.1.108764 as the Object Identifier and click 

Create to start creating a rule for SD5. 

 

Step 9: In the Operations Console, click the Monitoring tab and go to Monitoring > Network 
Monitoring > Network Devices.  

                                                           
4
 For more information regarding the Supermicro MIB tree (.1.3.6.1.4.1.10876 OID tree), refer to 5.3  

Supermicro MIB in the SuperDoctor 5 User's Guide. 
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Step 10: Select the SNMP device (Name: 10.134.14.32) and click Event View on the Navigation panel.  

 

Step 11: In the figure below, the managed system has sent a recovery trap which denotes that the FAN 5 

changes from a non-OK state to an OK state. 
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Contacting Supermicro   
 

Headquarters 

Address:  Super Micro Computer, Inc. 
980 Rock Ave. 
San Jose, CA 95131 U.S.A. 

Tel:   +1 (408) 503-8000 
Fax:   +1 (408) 503-8008 
Email:   marketing@supermicro.com (General Information) 

support@supermicro.com (Technical Support) 
Website:  www.supermicro.com 
 
Europe 
Address:  Super Micro Computer B.V. 

Het Sterrenbeeld 28, 5215 ML 
's-Hertogenbosch, The Netherlands 

Tel:   +31 (0) 73-6400390 
Fax:   +31 (0) 73-6416525 
Email:   sales@supermicro.nl (General Information) 

support@supermicro.nl (Technical Support) 
rma@supermicro.nl (Customer Support) 

Website:  www.supermicro.nl 
 
 
Asia-Pacific 
Address:  Super Micro Computer, Inc. 

3F, No. 150, Jian 1st Rd. 
Zhonghe Dist., New Taipei City 235 
Taiwan (R.O.C) 

Tel:   +886-(2) 8226-3990 
Fax:   +886-(2) 8226-3992 
Email:   support@supermicro.com.tw 
Website:  www.supermicro.com.tw 
 


