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Copyright Notices

Copyright © 2002-2012 KEMP Technologies, Inc.. All rights reserved.. KEMP Technologies and the KEMP Technologies
logo are registered trademarks of KEMP Technologies, Inc..

KEMP Technologies, Inc. reserves all ownership rights for the LoadMaster product line including software and
documentation. The use of the LoadMaster Exchange appliance is subject to the license agreement. Information in this
guide may be modified at any time without prior notice.

Microsoft Windows is a registered trademarks of Microsoft Corporation in the United States and other countries. All
other trademarks and service marks are the property of their respective owners.

Limitations: This document and all of its contents are provided as-is. KEMP Technologies has made efforts to ensure
that the information presented herein are correct, but makes no warranty, express or implied, about the accuracy of
this information. If any material errors or inaccuracies should occur in this document, KEMP Technologies will, if
feasible, furnish appropriate correctional notices which Users will accept as the sole and exclusive remedy at law or in
equity. Users of the information in this document acknowledge that KEMP Technologies cannot be held liable for any
loss, injury or damage of any kind, present or prospective, including without limitation any direct, special, incidental or
consequential damages (including without limitation lost profits and loss of damage to goodwill) whether suffered by
recipient or third party or from any action or inaction whether or not negligent, in the compiling or in delivering or
communicating or publishing this document.

Any Internet Protocol (IP) addresses, phone numbers or other data that may resemble actual contact information used
in this document are not intended to be actual addresses, phone numbers or contact information. Any examples,
command display output, network topology diagrams, and other figures included in this document are shown for
illustrative purposes only. Any use of actual addressing or contact information in illustrative content is unintentional
and coincidental.

Portions of this software are; copyright (c) 2004-2006 Frank Denis. All rights reserved; copyright (c) 2002 Michael
Shalayeff. All rights reserved; copyright (c) 2003 Ryan McBride. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE ABOVE COPYRIGHT HOLDERS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE ABOVE COPYRIGHT HOLDERS OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The views and conclusions contained in the software and documentation are those of the authors and should not be
interpreted as representing official policies, either expressed or implied, of the above copyright holders..

Portions of the LoadMaster software are copyright (C) 1989, 1991 Free Software Foundation, Inc. -51 Franklin Street,
Fifth Floor, Boston, MA 02110-1301, USA- and KEMP Technologies Inc. is in full compliance of the GNU license
requirements, Version 2, June 1991. Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

Links to the source files are located on the Product Matrix page and the Support page of the KEMP website.
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Portions of this software are Copyright (C) 1988, Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that the above copyright notice and this
paragraph are duplicated in all such forms and that any documentation, advertising materials, and other materials
related to such distribution and use acknowledge that the software was developed by the University of California,
Berkeley. The name of the University may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED “AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Portions of this software are Copyright (C) 1998, Massachusetts Institute of Technology

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT
OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Portions of this software are Copyright (C) 1995-2004, Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no event will the authors be held liable
for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial applications, and to alter
it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the original software. If
you use this software in a product, an acknowledgment in the product documentation would be appreciated but is not
required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the original
software.

3. This notice may not be removed or altered from any source distribution.

Portions of this software are Copyright (C) 2003, Internet Systems Consortium

Permission to use, copy, modify, and/or distribute this software for any purpose with or without fee is hereby granted,
provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE
OF THIS SOFTWARE.
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LoadMaster Application

Preface

Thank you for purchasing a KEMP Technologies LoadMaster! We know you will find this product meets all
your Application Delivery needs. We wish you much success with your KEMP LoadMaster and remember,
help is just a phone call away thanks to the first year maintenance included with your LoadMaster product.

The LoadMaster Documentation
The KEMP Technologies LoadMaster documentation library comprises:

e LoadMaster Installation & Configuration Guide — (this document) which describes the main features
of the LoadMaster Load Balancer, the setup of the LoadMaster hardware (if applicable) and the Web
User Interface (browser driven).

e LoadMaster Quick Start Guide — as the name suggests, it offers a quick way to have the LoadMaster
up and running for those Users who are familiar with load balancing.

e LoadMaster SSL Quick Start Guide —a quick way to configure the LoadMaster for SSL support.

o Load Balancing Microsoft Terminal Services Guide — shows how to set up a Virtual Service to
balance Microsoft Terminal Servers.

e LoadMaster Deployment Guide for MS Exchange 2010 —detailed configuration for the LoadMaster
Exchange product.

The above documents, and more, are located at: http://www.kemptechnologies.com/us/loadmaster-
documentation.html.

Typographical Conventions

Screenshots and photographs may be design models and may not correspond exactly to currently shipping
components, and, they may not include all available options.

Applicable Products

This software releases is applicable to the following LoadMaster products; 2000, 2200, 2500, 2600, 3500,
3600 and 5500 hardware appliances, plus the VLM-100, VLM-1000, VLM-Exchange and VLM-DR virtual
products.
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1. Introduction to KEMP Technologies and the LoadMaster Products
1.1 KEMP Technologies

KEMP Technologies leads the industry in driving the price/performance value proposition for application
delivery and load balancing to levels that our customers can afford. Our products’ versatile and powerful
architecture provide the highest value, while enabling our customers to optimize their businesses that rely on
Internet-based infrastructure to conduct business with their customers, employees and partners.

Most load balancing/SSL accelerator vendors have abandoned the entry-level market in favor of high-priced
appliances and switches. This has left a large void in the load balancing and content switching market. First-
time buyers are not able to find adequate, high-value products that met their needs, and that are priced within
their financial means.

That has all changed with KEMP Technologies’ introduction of the LoadMaster. The LoadMaster integrates
powerful, stable, fully-featured load balancers with layer-7 content switching, SSL acceleration and security.
KEMP Technologies has created an ideal family of products for customers looking for the best value
proposition application delivery.

KEMP Technologies’ market focus includes small-to-medium sized businesses, Fortune 1000 enterprises,
remote enterprise branch offices and managed service providers, who view end-user satisfaction and IT web
and application infrastructure reliability and optimization as mission-critical to their long-term success.

These companies are burdened with the risk of networked applications not meeting end-user expectations - a
detriment to their brand equity, revenue, and market share.

KEMP Technologies delivers website integrity by providing end-user customers and subscribers with access
to applications and content — with availability all the time. KEMP products enable network administrators to
gain the control and predictability of their IT infrastructure to insure the highest levels of web and application
integrity.

KEMP Technologies products optimize web and application infrastructure as defined by high-availability,
high-performance, flexible scalability, security and ease of management. They maximize the total cost-of-
ownership for web infrastructure, while enabling flexible and comprehensive deployment options.

1.2 The LoadMaster Products

KEMP Technologies’ LoadMaster family of affordable, yet feature rich application delivery controllers and
server load balancer appliances automatically and intelligently manage user traffic and applications, to
deliver website integrity for small-to-medium sized businesses (SMB) and managed service providers.

KEMP products optimize web infrastructure as defined by high-availability, high-performance, flexible
scalability, ease of management and secure operations - while streamlining IT costs. LoadMaster simplifies
the management of networked resources, and optimizes and accelerates user access to diverse servers,
content and transaction-based systems.

For SMB organizations, KEMP streamlines user access to websites to improve customer satisfaction.
Managed service providers use KEMP’s purpose-built products to enable fast time-to-market and cost-
effective operations for new and existing managed services.

If your website or intranet is critical to you organization, an accessible, secure and continuously operating
site is the key to your success. With a powerful ADC or load balancer from KEMP Technologies, you’ll be
providing your business with a high-value, reliable infrastructure appliance that will significantly improve
your web server performance, reduce costs and increase your customer’s web experience.
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1.3 LoadMaster Load Balancer Features
The LoadMaster load balancer provides the following features with the Balancer Operating Software and the
Web User Interface:

The LoadMaster load balancer provides the following features with the LoadMaster Operating Software and
the Web User Interface:

e Balancing Methods

e Persistence

e Application Front End

e SSL Acceleration/Offloading
¢ Rule Based Content Switching
e Health Checking

e SNMP Support

e User Management

e |Pv6 Support

¢ Bonding and VLAN

These features are described in more detail in the following chapters.
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2 LoadMaster Network Topologies

2.1 One-Armed Balancer

If a one-armed configuration is selected then the following is true:
e Only the ethO Ethernet interface will be used (for both in and outbound traffic)

o Real Servers and Virtual Services will be part of the same logical network — sometimes called flat-
based - this implies that both have public IP addresses if used for services within the Internet.

e S-NAT does not make sense for one-armed configurations.
e Does not automatically imply the use of Direct Server Return (DSR) methods on the Real Servers

e |P Address transparency will function properly if clients are located on the same logical network as the
LoadMaster in a DSR configuration. IP Address transparency is NOT supported when clients are
located on the same logical network as the LoadMaster in a NAT configuration.

The one armed solution may be set-up in both a Single and HA configuration.
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Figure 2-1 LoadMaster single, 1-arm configuration
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2.2 Two-Armed Balancer

An example of a two-armed LoadMaster site may look as follows.

o
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Figure 2-2: LoadMaster single, 2-arm configuration

The system has been configured as follows:

A Virtual Service (VS) has been created on the LoadMaster with an IP address 66.220.13.66 for an
HTTP service.

The VS has been configured to balance the incoming traffic across the Real Servers (RS) (server 1, 2
and 3).

A web User requests the URL “http://www.kemptechnologies.com”.
The URL will be resolved by the DNS into IP address 66.220.13.66.

The request will be routed to the LoadMaster, which offers this IP address as an IP-alias of its network
interface ethO.

The LoadMaster is connected to the server farm subnet 10.0.0.0 via its network interface eth1l.

The LoadMaster knows that in this subnet are three Real Servers are assigned to the requested address
66.220.13.66 and able to deliver the required content.
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The LoadMaster uses the load balancing method you configured, e.g. weighted round robin, to send the
request onto one of the three Real Servers.

Other items to note regarding the two-armed configuration are:

e Both ethO (net side) and ethl (farm side) interfaces are used. Additional ports go to the farm side for
Multi-Armed configurations

e Implies that the LoadMaster (eth0) and server farm(s) are on separate logical networks, sometimes
referred to as a NAT based topology.

e The server farm(s) may make use of non-routable (RFC1918) IP addresses
e S-NAT may be useful in such a configuration

e |P Address transparency will function properly if clients are located on the same logical network as the
LoadMaster in both NAT (common) and DSR (uncommon) configurations.

o Virtual Services may be created on any of the Ethernet interfaces.

o Real Servers may exist on either the ethO or up to the ethX network. However, placing Real Server on
eth0 in a two-armed configuration is not recommended.

Leveraging one port and configuring the “Additional Subnet” feature qualifies as two-armed.
2.3 High Availability (HA) Configuration

The High Availability feature of the LoadMaster guarantees the availability of your server farm. HA is
achieved by a hot-standby, failover mechanism. Two identical LoadMaster units are integrated into the
network as a cluster. One machine serves as the active LoadMaster and the second one remains in a standby,
idle state, always prepared to take over the activities from the active server. This cluster appears as a single
logical unit to the Internet side and to the server farm side connections.

/Y With an HA cluster, each network interface has an individual IP address and one shared IP address —
shared with the partner unit. The shared IP address is identical for both LoadMaster appliances, though it is
associated with only the active LoadMaster at any given time.

/Y If the LoadMaster is to be used as the Default Gateway in the server interface, it must be set to the
shared IP address since this would be available.

During normal operation each node periodically sends health check messages over the eth0 and eth2
connections to verify the availability of the peer appliance. In the event the active LoadMaster should fail,
the standby appliance will become active and take over the task of balancing.

The topology for HA single arm looks like this:

Copyright © 2002 - 2012 KEMP Technologies, Inc. All Rights Reserved. Page 14/ 155



KEMP Technologies LoadMaster Installation & Configuration Guide — Release 6.0-28a

E =
U
c
-
U
har}
=

Figure 2-3 : LoadMaster HA, 1-arm configuration

LoadMasters, HAL and HA2, use eth0Q to connect to the network (firewall) and to the servers, and, have one
shared IP address between the two ports. Whereas eth1 on each unit is directly connected via a patch cable -
the port is auto-sensing so it makes no difference if the cable is straight or reversed- and is used exclusively
for additional HA health checking.

The topology for HA dual arm looks like this:
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Figure 2-4 : LoadMaster HA, 2-arm configuration

Both HAL and HA2 use eth0 to connect to the network (firewall) and eth2 for connection to the servers. The
two eth0 ports have one shared IP address and the two eth2 ports have a different shared IP address. Health
checking between the two LoadMasters occurs between both eth ports. Optionally, ethl on each unit may be
directly connected via a patch cable for added HA health checking though it is quite unnecessary since there
is already 2 health check routes between the HA pair.

[y Both HAL and HA2 must be on the same subnet with the same default gateway and be located within the
same physical site. They must not be separated by an intra-site link and must use the same gateway to return
traffic.

Running HA spanned across multiple subnets will not provide hardware redundancy in the event of a failure
of the link between them. If traffic balancing between multiple sites is required, either the LoadMaster DR or
the GEO LoadMaster, KEMP's DNS-based appliances that employ health checking to avoid site outages,
would be the correct solution.
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2.4 Direct Server Return — DSR Configuration Example
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Figure 2-5 : LoadMaster DSR, single, 1-arm configuration

1 — Incoming request intercepted by LoadMaster

2 — Routed to Server 1

3 — Response from Server 1

4 — Response goes directly to Client without LoadMaster

This feature should be implemented only if the Real Servers need to respond to the clients directly,
without going through the LoadMaster. In this configuration the Real Servers must have a path to the
clients without going through the LoadMaster (e.g., an additional router in parallel with the LoadMaster).

i The only persistence option supported in a DSR configuration is Source IP. NO Layer
7/Application features can be used with DSR. Also, DSR may be used only in a 1-ARM configuration
due to routing issues caused on the RS with the loopback interface in a 2-ARM solution.

DSR uses a combination of MAT (MAC address translation) and a modified RS configuration. The RS is
configured with an IP address as normal but it is also given the IP address of the VIP. Normally you

cannot have two machines on a network with the same IP address. To get around this, the VIP address on
a Real Servers must be configured so that the server does not respond to arp requests on the VIP address.

For further information on how to configure Real Servers (both Linux and Windows) please refer to
Appendix F. Configuring Real Servers for the DSR Configuration
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3 Scheduling Methods

There are several load balancing methods provided by the LoadMaster, which are known as "Scheduling
Methods" or “algorithms”:

3.1 Round Robin

With this method incoming requests are distributed sequentially across the server farm (cluster), i.e. the
available servers.

If this method is selected, all the servers assigned to a Virtual Service should have the similar resource
capacity and host identical applications. Choose round robin if all servers have the same or similar
performance and are running the same load. Subject to this precondition, the round robin system is a
simple and effective method of distribution.

However, if the servers have different capacities, the use of the round robin system can mean that a less
powerful server receives the next inquiry even though it has not yet been able to process the current one.
This could cause a weaker server to become overloaded.

3.2 Weighted Round Robin

This method balances out the weakness of the simple round robin: Incoming requests are distributed
across the cluster in a sequential manner, while taking account of a static “weighting” that can be pre-
assigned per server.

The administrator simply defines the capacities of the servers available by weighting the servers. The
most efficient server A, for example, is given the weighting 100, whilst a much less powerful server B is
weighted at 50. This means that Server A would always receive two consecutive requests before Server
B receives its first one, and so on.

3.3 Least Connection

Both round robin methods do not take into account that the system does not recognize how many
connections are maintained over a given time. It could therefore happen that Server B is overloaded,
although it receives fewer connections than Server A, because the users of this server maintain their
connections longer. This means that the connections, and thus the load for the server, accumulate.

This potential problem can be avoided with the "least connections” method: Requests are distributed on
the basis of the connections that every server is currently maintaining. The server in the cluster with the
least number of active connections automatically receives the next request. Basically, the same principle
applies here as for the simple round robin: The servers related to a Virtual Service should ideally have
the similar resource capacities.

3.4 Weighted Least Connection

If the servers have different resource capacities the “weighted least connection” method is more
applicable: The number of active connections combined with the various weights defined by the
administrator generally provides a very balanced utilization of the servers, as it employs the advantages
of both worlds.

This is, in general, a very fair distribution method, as it uses the ratio of the number of connections and
the weight of a server. The server in the cluster with the lowest ratio automatically receives the next
request.
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3.5 Agent Based Adaptive Balancing

In addition to the methods above the LoadMaster contains an adaptive logic, which checks the state of
the servers at regular intervals and independently of the configured weighting.

For the extremely powerful “agent based adaptive balancing” method the LoadMaster periodically
checks the system load on all the servers in the farm: Each server machine should provide a file that
contains a numeric value in the range between 0 and 99 representing the actual load on this server (0 =
idle, 99 = overload,101=failed,102=administratively disabled). The LoadMaster retrieves this file by an
HTTP GET operation. It is the server’s job to provide the actual load in the ASCII file. There are no
prerequisites, though, how the servers evaluate this information.

Two different strategies are applied, depending on the overall load of the server farm:

During normal operation the scheduling algorithm calculates a weighting ratio out of the collected load
values and distributes the connections according to it. So if excessive overloading of a server occurs, the
weighting is readjusted transparently by the system. As with the weighted round robin, incorrect
distribution can then be countered by assigning different weights to the servers available.

During a period of very low traffic, however, the load values as reported by the servers will not build a
representative sample. A load distribution based on these values would result in uncontrolled, oscillating
directives. Therefore in such a situation it is more reasonable, to calculate the load distribution based on
the static weight ratio. The LoadMaster switches to the weighted round robin method automatically when
the load on all servers falls below a limit defined by the administrator. If the load rises above the limit
the LoadMaster switches back to the adaptive method.

For further information regarding Adaptive Balancing, please refer to Appendix G: Headers Added by
LoadMaster When “Client Certificates and Add Headers’ Option is Selected

When the Client Certificates and add Headers option is selected in the Client Certificates drop-down while
enabling SSL Acceleration, a number of headers are added. The following list describes the headers that are
added to the https request by LoadMaster.

SSL_CLIENT_A_KEY="rsaEncryption"
SSL_CLIENT_A_SIG="md5WithRSAEncryption"

SSL_CLIENT I _DN="/C=US/ST=Administrator/L=Limerick, Ireland/O=Kemp
Technologies/OU=Mary Rosse House/CN=MMC CA"
SSL_CLIENT_I_DN_C="US"

SSL_CLIENT_I_DN_CN="MMC CA"

SSL_CLIENT_I_DN_L=" Limerick, Ireland "

SSL_CLIENT_I_DN_O=" Kemp Technologies "

SSL_CLIENT_I DN_OU=" Mary Rosse House "
SSL_CLIENT_I_DN_ST="Administrator"

SSL_CLIENT_M_SERIAL="05"

SSL_CLIENT_M_VERSION="3"

SSL_CLIENT_S _DN="/C=US/O= Kemp Technologies /OU= Mary Rosse House
/ST=Administrator/L= Limerick, Ireland /0.9.2342.19200300.100.1.1=jar/CN=Kemp
Sales/Email=sales@kemptechnologies.com"

SSL_CLIENT_S DN_C="US"

SSL_CLIENT_S_DN_CN="Kemp Sales"
SSL_CLIENT_S_DN_Email="sales@kemptechnologies.com"

SSL_CLIENT_S DN_L="Limerick, Ireland "

SSL_CLIENT_S DN_0O="Kemp Technologies "

SSL_CLIENT_S DN_OU="Mary Rosse House "
SSL_CLIENT_S_DN_ST="Administrator"
SSL_CLIENT_VERIFY="SUCCESS"
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SSL_CLIENT_V_END="Jan 16 14:30:35 2005 GMT"
SSL_CLIENT_V_START="Jan 18 14:30:35 2000 GMT"

SSL_SERVER_A_KEY="rsaEncryption"
SSL_SERVER_A_SIG="md5WithRSAEncryption"
SSL_SERVER_I_DN="/C=US/ST=Administrator/L=Limerick, Ireland/O=Kemp
Technologies/OU=Mary Rosse House/CN=MMC CA"
SSL_SERVER_I_DN_C="US"

SSL_SERVER_I_DN_CN="MMC CA"

SSL_SERVER_I DN _L=" Limerick, Ireland "

SSL_SERVER_I_DN_O=" Kemp Technologies "

SSL_SERVER_I DN_OU=" Mary Rosse House "
SSL_SERVER_I_DN_ST="Administrator"

SSL_SERVER_M_SERIAL="05"

SSL_SERVER_M_VERSION="3"

SSL_SERVER_S DN="/C=US/O= Kemp Technologies /OU= Mary Rosse House
/ST=Administrator/L= Limerick, Ireland /0.9.2342.19200300.100.1.1=jar/CN=Kemp
Sales/Email=sales@kemptechnologies.com”

SSL_SERVER_S _DN_C="US"

SSL_SERVER_S DN_CN="Kemp Sales"

SSL_SERVER_S DN_Email="sales@kemptechnologies.com"
SSL_SERVER_S_DN_L="Limerick, Ireland "

SSL_SERVER_S DN_0O="Kemp Technologies "
SSL_SERVER_S_DN_OU="Mary Rosse House "

SSL_SERVER_S DN_ST="Administrator"
SSL_SERVER_VERIFY="SUCCESS"

SSL_SERVER_V_END="Jan 16 14:30:35 2005 GMT"
SSL_SERVER_V_START="Jan 18 14:30:35 2000 GMT"

Appendix H: API for Agent Based Adaptive Balancing.
3.6 Fixed Weighted

The highest weight Real Server is only used when other Real Server(s) are given lower weight values.
However, if highest weight server falls, the Real Server with the next highest priority number will be
available to serve clients. The weight for each Real Server should be assigned based on the priority
among Real Server(s).

3.7 Source IP Hash

A hash of the source IP is generated and used to find the correct real server. This means that the real
server is always the same from the same host.

You don't need any source IP persistence.

/Y This MAY cause real server imbalance.
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4 Persistence

4.1 Introduction to Persistence

Persistence — which can also be referred to as “affinity”, “server affinity”, or “server sticky” -- is the
property that enables all requests from an individual client to be sent to the same server in a server farm.
Persistence is not turned on by default, but it is an option configurable for each Virtual Service.

Without persistence, the LoadMaster will direct traffic according to the load balancing algorithm, such as
round-robin, weighted round-robin, etc. (Figure 1).
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Figure 4-1 : Load Balancing without persistence

With persistence, the LoadMaster will direct new connections according to the load balancing algorithm,
but returning connections will go to the same server (Figure 2).
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Figure 4-2 : Load balancing with persistence

4.2 How Do | Know If I Need Persistence?

If the site you're running is an interactive site, then chances are you'll need persistence. This is
especially true for sites that require some type of login. If the site you're running is static, serving only
static text and images, then you may not need persistence. In most cases, persistence can't hurt even if
you don't need it.

The session handling mechanism for many website programming languages (ASP, PHP, etc.) are known
as “stateful”, there is a unique session established for the user, and that “state” is kept on the same server.
This stateful information, which can include everything from login credentials to the content of a
shopping cart, is typically not shared among servers, so when using multiple servers it is important to
keep an individual user tied to a specific web server for the duration of the interaction, and that is where
persistence comes in.

4.3 Timeout
For each persistence method, there is a configurable timeout value that determines how long the

persistence for each user is honored, selectable from 1 minute to 7 days.

This timeout clock is started from the most recent active connection, and not the initial connection. If a
client made requests to the Virtual Server repeatedly within the timeout period, the persistence would be
honored indefinitely.

Copyright © 2002 - 2012 KEMP Technologies, Inc. All Rights Reserved. Page 22 / 155



KEMP Technologies LoadMaster Installation & Configuration Guide — Release 6.0-28a

For instance, if a Virtual Service has a timeout value set to 10 minutes, and a user comes in and made
several requests in the course of 20 minutes, but the time between connections is always less than 1
minute. If the user goes idle for 20 minutes, then the next connection will be counted as a new session,
and may be sent to a different server. If this is not long enough, then the timeout value should be set for
a higher amount. In general matching this value to your server timeout value is recommended.

4.4 Layer 7 Persistence Methods

These are methods that look beyond the IP address and port, and provide a range of options to achieve
layer 7 persistence.

4.4.1 Server Cookie Persistence

The Server Cookie option is a Layer 7 feature that uses existing cookies generated from the server to
determine which server to send users to. This method is sometimes referred to as “passive cookie”, as
the LoadMaster does not generate or manage the cookie, it only observes the cookie in the HTTP stream.

With Server Cookie persistence, you’ll need to configure the Cookie Name option so the LoadMaster
knows which cookie to refer to. For Server Cookie persistence to work best, the cookie generated by the
server should have a unique value for each individual user.

4.4.2 Active Cookie Persistence
The Active Cookie method is a Layer 7 feature that uses cookies like the pervious method, but with
Active Cookie the cookies are generated by the LoadMaster, not the server.

When a connection comes into a LoadMaster Virtual Service configured with Active Cookie, the
LoadMaster looks for a specific cookie. If that cookie is not there, the LoadMaster inserts it into the
HTTP stream with a Set-Cookie directive. EXisting cookies are not affected.

As with the Server Cookie persistence method, the value for the LoadMaster-generated cookie is unique
to each user, allowing the LoadMaster to differentiate between users.

A benefit of this method is that no cookies need to be managed or generated by the servers, relieving the
burden of server configuration. To gain better dispersion per client connection you can enable the “Add
Port to Active Cookie” feature in the L7 configuration.

4.4.3 Server Cookie or Source IP Persistence

The Server Cookie or Source IP setting is identical to the Server Cookie setting, but with the additional
fall-back method of source IP address. If, for any reason, the expected cookies aren't present (this can
happen when a client browser is configured to refuse cookies), then the source IP address will be used to
determine persistence.

4.4.4 Active Cookie or Source IP Persistence
The Active Cookie or Source IP setting is identical to the Active Cookie Persistence. If, for any reason,
the expected cookies aren't present, then the source IP address will be used to determine persistence.

All things being equal, if you're going to use Layer 7 persistence, this is the recommended method. It
requires no configuration on the servers, the LoadMaster manages all persistence-related cookies, and it
falls back onto source IP address in cases where cookies are rejected by the client.

4.4.5 Hash All Cookies Persistence

The Hash All Cookies method creates a hash of the values of all cookies in the HTTP stream. Cookies
with the same value will be sent to the same server for each request. If the values change, then the
connection will be treated as a new connection. The client will then be allocated to a server according to
the load balancing algorithm.
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4.4.6 Hash All Cookies or Source IP Persistence
Hash All Cookies or Source IP is identical to Hash All Cookies, with the additional feature that it will
fall back to Source IP persistence in the event no cookies are in the HTTP string.

4.4.7 Source IP Address Persistence

Source IP Address persistence uses the source IP address of the incoming request to differentiate
between users. This is the simplest method of persistence, and works for all TCP protocols, including
those that aren't HTTP related.

Source IP Address persistence is the only persistence option that can be used in conjunction with Content
Switching or Direct Server Return deployments.

4.4.7.1 Weakness of Source IP Address

There are situations where Source IP persistence may be undesirable or even ineffective in properly
keeping persistence. These situations include:

e When many (or all) users appear to come from a single IP address
e When a user switches IP addresses

The first case is often encountered when a significant number of user requests traverse a single proxy,
and thus appear to come from a single IP. With Source IP persistence, this would mean that all of those
users would appear as a single user. Another way this might occur is when all of the client requests
come over the Internet from a single office. Office routers typically NAT all office systems to one IP
address, so again, all users and all requests would appear to be a single user. This can result in uneven
load balancing, since new user sessions arriving would all be directed to the same Real Server, without
being balanced.

The second case is a largely historical concern, having to do with proxy servers at some of the mega-
ISPs (e.g., AOL, Earthlink). In some cases, proxy configuration, or any number of networking issues,
might switch IP addresses from time to time. When the IP address changes, the user appears as a
different user to SRC persistence.

In each of these cases, Layer 7 persistence would solve the issue, regardless of what IP they came from.
However, this only works for the HTTP protocol (and HTTPS/SSL when the session is terminated at the
LoadMaster).

4.4.8 Super HTTP

Super HTTP is the recommended method for achieving persistence for HTTP and HTTPS services with
the LoadMaster. It functions by creating a unique fingerprint of the client browser and uses that
fingerprint to preserve connectivity to the correct Real Server. The fingerprint is based on the combined
values of the User-Agent field and, if present, the Authorization header. Connections with the same
header combination will be sent back to the same Real Server.

4.4.9 URL Hash
With URL Hash persistence, the LoadMaster will send requests with the same URL to the same server.

4.4.10 HTTP Host Header
With HTTP Host Header persistence, the LoadMaster will send all requests that contain the same value
in the HTTP Host: header to the same server.

4.4.11 Hash of HTTP Query Item
This method operates that the named item being inspected is a Query Item in the Query String of the
URL. All queries with the same Query Item value will be sent to the same server.
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4.4.12 Selected Header
With Selected Header persistence, the LoadMaster will send all requests that contain the same value in
the specified header to the same server

45 Persistence and HTTPS/SSL

With HTTPS/SSL, there are a few things to consider. If you're not terminating the SSL session at the
LoadMaster, then your only options are Source IP Address persistence or SSL Session ID Persistence.
Since the stream is encrypted in a non-terminated session, the LoadMaster cannot look at the HTTP
headers or other Layer 7 information.

If you are terminating the HTTPS/SSL session at the LoadMaster, then any of the LoadMaster
persistence options can be used. Since the HTTPS/SSL session is terminated, the LoadMaster sees all of
the unencrypted traffic, and is able to look at the HTTP stream. This is true even when you're
terminating the HTTPS/SSL session at the LoadMaster, and then re-establishing an SSL session with the
Real Servers.

4.6 Port Following

When using “shopping cart” like services where a user selects items and adds them to a list, any of the
previous types of persistency can be used. When the user then decides to pay for the items, this is
normally performed using a secure SSL (https) service. When port following is turned on, the Real
Server where the “shopping cart” connection is active will be selected for the SSL session. This selection
will only occur when a connection is still open from the same client (as determined by the source IP
address), and if the SSL service has the same IP address as the “shopping cart” service.

For example, if a connection is made to the HTTP service of www.somewebsite.com, and then a new
SSL connection is made to the same address, then the SSL session will be directed to the same Real
Server as the original HTTP service.
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5 Application Front End

Application Front End is a group of features that revolve around web application delivery and network
optimization. The introduction of the LoadMaster Application Front-End Services (AFE) solves very
core requirements by providing better bandwidth and server utilization while allowing LoadMaster to
remain a transparent load-balancing appliance that is easy to deploy and manage. LoadMaster AFE
Services include:

e Intrusion Prevention System (IPS)

e Caching

e Data Compression
Each feature can be deployed per web Virtual Service.
Note: AFE features are license based if you do not have these features please contact your KEMP Sales
Representative.

5.1 Intrusion Prevention System

HTTP Hack Request -
Security Risk
HTTP Hack Response
Real Server
Hack Request Terminated
SNORT
Databas
HTTP Hack Request HTTP Hack Request alabase
T
Message or RST Message or RST s " .;.—(:#
—_—
Real Server
Client
ecurity Alerts
Administrator

Figure 5-1 Intrusion Prevention

LoadMaster is an established hardened Internet appliance with HTTP intrusion prevention. In addition
to Secure Socket Layer (SSL), Denial of Service support offered by LoadMaster the Intrusion Prevention
System (IPS) service will provide in-line protection of Real Server(s) by providing real-time mitigation
of attacks and isolation of Real Server(s). Intrusion prevention is based on the industry standard SNORT
database and provides real-time intrusion alerting.

I+ The LoadMaster supports SNORT rules version 2.8 and below.
IPS can be enabled per HTTP and off loaded HTTPS Virtual Services.
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5.1.1 Intrusion Handling

There are two options for handling of requests that match a SNORT rule. Drop Connection or Send
Reject. Both options prevent the request from reaching the Real Server(s); this option configures the
response returned to the client sending the malicious request.

Drop Connection Intrusion Handling

A rule match will generate no HTTP response. The TCP connection will terminate, no HTML content
will be delivered to the client.

Send Reject Intrusion Handling

Once a rule is matched the response to the client will be set to HTTP 400 “Invalid Request” and the
corresponding exploit note will be delivered to the client in a HTML document.

Sample Request: http://<VIP>/modules/articles/index.php?cat_id=SQL

Sample Response: <html><head><title>400 Invalid Request</title></head><body>Invalid
Request: COMMUNITY WEB-PHP Xoops module Articles SQL Injection Exploit</body>

5.1.2 Detection level
The aggressiveness of rule matching can be configured globally for the appliance as per SNORT priority
level, details available at http://www.snort.org/docs/snort_manual/node220.html

e Low = Only logging with no rejection
o Default = Priority 1 (high) rules are block all else is logged
e High = Priority 1 (high) and 2 (medium) rules are block all else is logged

e Paranoid = All priority levels are blocked and logged

5.1.3 Warnings

The IPS system will throw out any malicious connections, but there are some requests that aren't exactly
dangerous, but an indication that something may be wrong. These are not blocked and by default, these
are not logged, turning on the WARNING option will allow the logging of these requests.

Examples for non-dangerous operations are requests that are specified as misc-activity in the snort rule
file:

Uri: "/OvCgi/OpenView5.exe?Context=Snmp&Action=Snmp&Host=&0id="
which is described as "WEB-MISC HP OpenView Manager DOS" and is only suspicious.

5.1.4 Intrusion Alerts

All intrusion alerts are recorded in the system and warning logs. Alert notification can also be obtained
by syslog facility, the minimum level is Notice Host, and email alert facility, the minimum level is
Notice Recipient. It is recommended that critical system messages like intrusion alerts be recorded by a
syslog facility for records retention.

5.1.5 SNORT Configuration

Rules can be downloaded from www.snort.org Once a new rule set has been obtained or created you can
load the rule set by using the WUI and navigating to System Configuration -> Miscellaneous Options ->
L7 Configuration. Using the “Browse” button locate the downloaded rules file. The rules files should be
encoded in a Tar and Gzip file end with the tar.gz extension and containing a directory named “rules”,
LoadMaster will uncompress this file and reload the new rule files. (tar.gz is the standard format for rules
download from www.snort.org) Installing a new rules file will replace the current rules. LoadMaster
ships with the Community Rules under GPL by default.
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5.2 Caching

The LoadMaster advanced caching engine saves valuable Real Server processing power and bandwidth,
which can be dedicated to performing critical core business application logic. Significant server
performance gains can be achieved when implementing caching. Chatty protocols such as HTTP require
frequent creating and closing of connections for fetching of static resources, creating unnecessary
resource utilization on Real Server(s) and the network. By enabling LoadMaster caching you can re-
purpose connection related resources for more relevant business logic. Deploying LoadMaster caching
your organization can also greatly reduce web traffic to Real Server(s) saving on bandwidth in-front of

your Real Server(s).

=4
8
A
Request
All Static and Dynamic
Content Requests Reach
Server
Response
Real Server
c
8
Request Caching >
" Only Dynamic Content .
KM e Requests Reach Server o
Response e .".* =
Real Server
Client

Figure 5-2 : Caching

Caching can be enabled per HTTP and off loaded HTTPS Virtual Services.

Note: HTTP/HTTPS requests with no-cache headers will bypass the cache, following RFC 2616. Cache
is filled in a delayed manner please allow up to a few seconds for static content to be cached.

Note: In accordance with RFC 2616, URLs which contain query strings (those containing a “?” in the
rel_path part) will not be cached

5.2.1 Flushing Cache
LoadMaster will not monitor file changes on the Real Server and auto-reload the cache maintained

within the Virtual Service. You can force reload the cache by deselecting and selecting the “Enable
Caching” checkbox. You can also reload a cached object sending a non-cache request, most browser
support this by holding the left-shift key and clicking reload (or pressing F5).

5.2.2 Maximum Cache Size
The amount of global memory available for caching can be configured; values have a linear relation to
actual memory. Navigate to Virtual Services -> View/Modify -> Modify -> Advanced Properties
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5.3 Data Compression

The LoadMaster data compression feature reduces the amount of data to be transferred for HTTP objects
by utilizing gzip compression available in all modern web browsers. Leveraging Lempel-Ziv (LZ)
compression and HTTP/1.1 GNU zip (gzip) content encoding reduces bandwidth utilization for high
compression files such as text files (HTML, CSS, and JavaScript). Data compression allows LoadMaster
to compress the application payload per request, reducing network bandwidth consumption without
degrading content quality and response time resulting in an improvement for the end-users' overall
experience. Data compression is supported on all files. Compression ratios vary by file type.

Uncompressed Request

Q

Uncompressed Response 10 k Bandwidth

Real Server

Uncompressed Request Compression Uncompressed Request
Compressed Response C R ’_i; Uncompressed Response
R T T
Real Server
Client _@ _@
3 k Bandwidth 10 k Bandwidth

Figure 5-3 : Data Compression

Note: The compression feature should be deployed simultaneously with the caching feature to reduce
the real-time inline compression requirements. Using only compression can potential bottleneck Virtual
Service throughput depending on hardware platform.

Compression can be enabled per HTTP and off loaded HTTPS Virtual Services.

Compression depends on clients having gzip support. You can verify that a compressed connection to
the Virtual Service exists by tracing the client HTTP traffic. If you can locate the following header your
client communication to LoadMaster is compressed.
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6 SSL Acceleration/Offloading

The LoadMaster series offers SSL termination/acceleration for Virtual Services. With SSL acceleration,
the SSL session is terminated at the LoadMaster.

There are two primary benefits to SSL acceleration:

e The LoadMaster offloads the SSL workload off the Real Servers (very useful when hardware
acceleration is done)

e The LoadMaster can perform Layer 7 processing: persistence or content switching

Without terminating the SSL session at the LoadMaster, the headers and content cannot be read, so
persistence cannot be done. The only consistently reliable persistence method available when the SSL
session is not terminated at the LoadMaster is Source IP. SSL session ID is rarely a viable persistence
method because of the behavior of many browsers (the SSL session IDs are renegotiated every 2
minutes).

With SSL acceleration, the LoadMaster uses a specialized processor to perform the SSL functions. With
this SSL acceleration hardware, the LoadMaster can handle SSL connections as easily as it handles non-
SSL connections.

All LoadMasters have the ability to perform SSL termination. There are two types of SSL termination
capabilities:

e Hardware SSL

e Software SSL

Functionally, hardware and software SSL are the same. The difference is in what part of the LoadMaster
handles the actual cryptographic functions associated with SSL operations.

With software SSL, the LoadMaster's general processor handles encryption/decryption tasks. These
tasks are shared with other tasks that the LoadMaster performs, such as load balancing, health checking,
and other administrative tasks. Because SSL operations are CPU-intensive, software SSL is sufficient
for low levels of SSL traffic but insufficient for higher levels of SSL traffic. Higher connection rates of
SSL on a software SSL LoadMaster may degrade overall performance of the LoadMaster.

With hardware SSL, the LoadMaster has a separate specialized processor which handles all SSL
functions. No matter the level of SSL connections, the LoadMaster's general processor is not burdened.
This specialized hardware is purpose-built for SSL, and can handle extremely high connection rates
(TPS) of SSL traffic.

6.1 Self-Signed versus CA Signed Certificates

An SSL certificate is required for all SSL transactions, and as such is required for all SSL-enabled
Virtual Services. With the LoadMaster, there are two types of SSL certificates: self-signed certificates
generated by the LoadMaster itself and certificates that are signed by a CA (Certificate Authority) such
as Verisign or Thawte.

When an SSL-enabled Virtual Service is configured on the LoadMaster, a self-signed certificate is
installed automatically.

Generally, self-signed certificates should not be used for public-facing production websites.
They may be acceptable for use in some other scenarios, such as:
e Intranet sites

o QA sites, where web sites are tested but not presented to the general public
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6.2 Certificate Basics

Both self-signed and CA signed certificates provide encryption for data in motion. A CA-signed
certificate also provides authentication -- a level of assurance that the site is what it reports to be, and not
an impostor website.

6.3 Operational Differences

The primary operational difference between a self-signed certificate and a CA certificate is that with a
self-signed, a browser will generally give some type of error, warning that the certificate is not issued by
a CA. With Internet Explorer 7.0, the self-signed certificate error is shown in Figure 1.

fj Certificate Error: Navigation Blocked - Windows Internet Explorer -0l =l
SIS | X https://192. 168.1.10/ Bl 1 ive searcn e
* ﬁ'ﬁ? ’R’ Certificate Error: Navigation Blocked | | 1;-} - Q ™ m - l-_;:"Eage - _i‘,.- Tools - »

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

Figure 6-1 : Self-Signed Certificate Error

This is the same warning message you receive when connecting to the WUI, as the WUI uses a self-
signed certificate. Generally, this warning should occur only once per browsing session.

Copyright © 2002 - 2012 KEMP Technologies, Inc. All Rights Reserved. Page 31 /155



KEMP Technologies LoadMaster Installation & Configuration Guide — Release 6.0-28a

7 Rule Based Content Switching

The LoadMaster series of load balancers support content switching, which is sometimes referred to a
URL switching. This allows the LoadMaster to direct specific requests to specific Real Servers based on
the contents of the requested URL.

U

Client
-
LoadMaster
Everything but hitp2#/url.com/images/> http://url com/images/*
Server 1 Server 2 Server 3 Server 4
Content Servers Image Servers

Figure 7-1 Rule-based content switching

For instance, if you have two groups of servers, one group to serve images and the other to serve up all
other content, you can create content rules to separate these two classes of request (Fig. 1).

Any URL that includes /images in it, such as “http://url.com/images/party.jpg” or
“http://url.com/images/dogs.jpg” would be directed to server 3 and 4, while anything else would be
directed to server 1 and 2.

This can be very useful if you have servers that perform different functions (application servers, static
content servers, mapping servers, specialized content generation servers, etc.) that must all be served
from the same general hostname (e.g., www.websitename.com).

7.1 Terminology

Note: The term content switching does not refer to the process involved with Layer 2 switching.
Instead, content switching refers to switching traffic between different servers, depending upon the
content requested.
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7.2 Limitations to Content Switching

With content switching enabled on a given Virtual Service, you cannot utilize other Layer 7
functionality, such as persistence. You can have one Virtual Service utilizing Layer 7 persistence, and
another Virtual Service performing content switching, you just cannot have them running on the same
Virtual Service.

7.3 Using Content Switching

There are two parts to configuring content switching: The content rules, and the Virtual Service
configuration. The content rules are configured globally on the LoadMaster, and various rules are
applied to specific Real Servers operating under a Virtual Service..
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8 Health Checking

8.1 Overview

The LoadMaster utilizes health checks to monitor the availability of the Real Servers and the Virtual
Services. In case that one of the servers does not respond to a health check within a defined time interval
for a defined number of times, the weighting of this server will be reduced to zero. This zero weighting
has the effect of removing the Real Server from the Virtual Service configuration until it can be
determined that this Real Server is back online.

The LoadMaster uses health checks that can be specified using the Web user interface. As a default the
highest possible health check is associated with a Virtual Service. The LoadMaster performs Layer7
health checks for the following ports:

Service Port Protocol
FTP 21 TCP
TELNET 23 TCP
SMTP 25 TCP
HTTP 80 TCP
HTTPS 443 TCP
POP3 110 TCP
NNTP 119 TCP
IMAP 143 TCP
DNS 53 UDP

/Y When creating a Virtual Service and using a service type other than Generic, additional health
checking protocols are available. Ex) The service type Remote Terminal will permit checking with
Remote Terminal Protocol.

For other ports the LoadMaster uses Layer4 health checks for TCP services and Layer3 health checks for
UDP services. The settings for the health checks can be changed from the default settings using the
Virtual Service wizard to accommodate non-standard settings. For example, one could run an http
service on port 8080 instead of 80, and change the health check to HTTP instead of the default Layer4
check.

Y These global settings hold for all servers in the farm, i.e. you cannot assign different timeouts for
different servers.

It is mandatory that one of the service checking options be used when defining a Virtual Service on the
LoadMaster.
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8.2 Service and Non-Service Based Health Checking

Layer3 health checks utilize ICMP based echo requests (pings) to test whether a Real Server can be
reached over the network. A Layer3 check is not Virtual Service specific, e.g. when it fails, the
corresponding Real Server will be removed from all Virtual Services that use it.

In contrast to the Layer3 health checks, service based health checking for both the Layer 4 and Layer 7
health checks are Virtual Service based. When a Real Server fails such a check, it will be removed only
from the corresponding Virtual Service — all other Virtual Services that use this Real Server are
unaffected.

Type Description

ICMP The LoadMaster sends ICMP echo requests (pings) to the Real Servers. A
Real Server fails this check when it doesn’t respond with an ICMP echo
response in the configured response time for the configured number of
retries.

TCP The LoadMaster attempts to open TCP-connection to the Real Server on
the configured service port: It sends a TCP SYN packet to the server on
the service port. The server passes the check if it responds with a TCP
SYN ACK in the response time interval. In this case the LoadMaster
closes the connection by sending a TCP RESET. If the server fails to
respond within the configured response time for the configured number of
times, it is assumed dead.

FTP The LoadMaster opens a TCP connection to the Real Server on the
Service port (port 21).1f the server responds with a greeting message with
status code 220, the LoadMaster sends a QUIT command to the server,
closes the connection and marks it as active. If the server fails to respond
within the configured response time for the configured number of times
or if it responds with a different status code, it is assumed dead.

TELNET The LoadMaster opens a TCP connection to the Real Server on the
Service port (port 23). If the server responds with a command string
beginning with the char ‘Oxff’, the LoadMaster closes the connection and
marks the server as active. If the server fails to respond within the
configured response time for the configured number of times or if it
responds with a different command string, it is assumed dead.

SMTP The LoadMaster opens a TCP connection to the Real Server on the
Service port (port 25). If the server responds with a greeting message with
status code 220, the LoadMaster sends a QUIT command to the server,
closes the connection and marks it as active. If the server fails to respond
within the configured response time for the configured number of times
or if it responds with a different status code, it is assumed dead.
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Type Description

HTTP The LoadMaster opens a TCP connection to the Real Server on the
Service port (port 80). The LoadMaster sends a HTTP/1.0 HEAD request
the server, requesting the page “/”. If the server sends a HTTP response
with a status code of 2 (200-299, 301, 302, 401) the LoadMaster closes
the connection and marks the server as active. If the server fails to
respond within the configured response time for the configured number of
times or if it responds with a different status code, it is assumed dead.
HTTP 1.0 and 1.1 support available, using HTTP 1.1 allows you to check
host header enabled web servers.

HTTPS The LoadMaster opens a SSL connection to the Real Server on the
Service port (port 443). The LoadMaster sends a HTTP/1.0 HEAD
request the server, requesting the page “/”. If the server sends a HTTP
response with a status code of 2 (200-299, 301, 302, 401) the LoadMaster
closes the connection and marks the server as active. If the server fails to
respond within the configured response time for the configured number of
times or if it responds with a different status code, it is assumed dead.
HTTP 1.0 and 1.1 support available, using HTTP 1.1 allows you to check
host header enabled web servers.

POP3 The LoadMaster opens a TCP connection to the Real Server on the
Service port (port 110). If the server responds with a greeting message
that starts with +OK, the LoadMaster sends a QUIT command to the
server, closes the connection and marks it as active. If the server fails to
respond within the configured response time for the configured number of
times or if it responds with a different status code, it is assumed dead.

NNTP The LoadMaster opens a TCP connection to the Real Server on the
Service port (port 119). If the server responds with a greeting message
with status code 200 or 201, the LoadMaster sends a QUIT command to
the server, closes the connection and marks it as active. If the server fails
to respond within the configured response time for the configured number
of times or if it responds with a different status code, it is assumed dead.

IMAP The LoadMaster opens a TCP connection to the Real Server on the
Service port (port 143). If the server respond with a greeting message
that start with “+ OK” or “* OK”, the LoadMaster sends a LOGOUT
command to the server, closes the connection and marks it as active. If
the server fails to respond within the configured response time for the
configured number of times or if it responds with a different status code,
it is assumed dead.

DNS The LoadMaster sends Source-of-Authority (SOA) request to the Real
Server on the service port (port 53 UDP). If the server successfully
responds to the SOA request, the LoadMaster marks it as active. If the
server fails to respond within the configured response time for the
configured number of times or if it responds unsuccessfully to the SOA
request, it is assumed dead.
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Type Description

RDP The LoadMaster opens a TCP connection to the Real Server on the
Service port (port 3389). The LoadMaster sends a1110 Code (Connection
Request) to the server. If the server sends a1101 Code (Connection
Confirm) then LoadMaster closes the connection and marks the server as
active. If the server fails to respond within the configured response time
for the configured number of times or if it responds with a different status
code, it is assumed dead.

None No health checking is performed
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9 SNMP Support

Simple Network Management Protocol (SNMP) is a protocol that allows one to manage many network
devices over the network from a remote management station (SNMP manager).

The manager station can request data from the managed stations (SNMP agents) or it can change the
value of data on the agents.

The managed stations (SNMP agents) can also be set up to alert the manager when some predefined
events occur, e.g. such as a unit failover. The alerting mechanism uses so-called event traps.

The current version is SNMPV3, the two previous revisions in use are SNMPv1 and SNMPv2c
(community-based SNMPv2).

The SNMP support of the LoadMaster is based on SNMPv3, and is backward compatible such that all 3
of the above versions can be used. However, since SNMPv1 does not support 64bit-values (as used in the
LoadMaster MIB), it is recommended to use SNMPv2c or SNMPv3. MsgSecurity is supported only with
SNMP v1 and v2c.

Note: When monitoring LoadMaster in HA please monitor individual appliances by the appropriate
Ethernet address.

The information regarding all LoadMaster-specific data objects is stored in three enterprise-specific
MIBs (Management Information Base).

ONE4NET-MIB.txt enterprise id

IPVS-MIB.txt Virtual Server stats

B-100-MIB.txt LoadMaster configuration
data

These MIBs (which are located on the LoadMaster CD and also available for download from
www.kemptechnologies.com ) need to be installed on the SNMP manager machine in order to be able to
request the performance-/config-data of the LoadMaster via SNMP. A file describing the MIBs
(onednet.mib.desc) can be found online.

The SNMP support is disabled by default.
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10 LoadMaster Software Upgrades
10.1 Online Upgrades

The LoadMaster provides the ability to perform online software updates and upgrades. Patches will be
made available by KEMP Technologies, these patches should be installed on a machine which supports
an FTP, aHTTP or an SSH daemon.

Patches are checksummed (with MD5) and encrypted to protect against data corruption or tampering.

Using the configuration menu (utilities->software upgrade), it is possible to download the patch from the
server machine (the protocol used can be FTP, SCP or HTTP). When the patch has been downloaded, the
patch will be unpacked and checked.

If the patch is valid, the patch version will be displayed and the user will be asked if the patch should be
installed. Upon the successful installation of the patch, the LoadMaster should be rebooted to activate the
new version.

If for some reason, the patch does not perform as required, the previous version of the software may be
reactivated via the configuration menu.

Converting from a 30 or 60 day evaluation license to a full license or froma L4 onlytoa L4 and L7
license can be performed using the menu item Utilities->Update License. If the LoadMaster is already
running in a L4+L7 mode, this menu option is not available.

License information can be entered in the Web User Interface at System Configuration -> System
Administration -> Update License

Activation date: February 22 2011
Licensed until: Unlimited

Flease use the following Access Code to acquire a new license key
from your KEMP representative for your LoadMaster.

Access Code: x7w3u-vdwbg-glx858-9bx88 (Instance 232612)

License Key: I Update License |

After updating a license key a reboot should be performed to enable the new functionality.

Patch support can expire; in that case you will be notified during the upgrade procedure.

& If you receive the message ‘Update not permitted’ please contact KEMP Technologies for re-
licensing.
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11 User Management

LoadMaster supports multiple user logins with varying levels of access that can be managed by
navigating to System Configuration -> System Administration -> User Management. Each username
must be a minimum of three characters and a maximum of ten. Passwords must be a minimum of six
characters long. Users created here can only access the Web User Interface; (WUI) remote access via
SSH is not supported.

11.1 Roles/Permission

The factory default username is “bal” and the default password is “1fourall”. The factory default user
retains the highest level of access. All users created on LoadMaster have a subset of access permitted by
the default account. Changing roles for users take effect in real-time. Roles can be combined and are
mutually exclusive.

The default access for users is read only access to LoadMaster’s Web User Interface., generating
Certificate Signing Requests, read access to log files, and the ability to perform basic debugging.

11.1.1 Real Servers
This role permits enabling and disabling Real Servers.

11.1.2 Virtual Services
This role permits managing Virtual Services. Virtual Service modifications permitted include add, delete
and modify for any subnet.

11.1.3 Rules
This role permits managing Rules. Rule modifications permitted include add, delete and modify.

11.1.4 Certificate Creation
This role permits managing SSL Certificates. Certificate management includes add, delete and modify
SSL Certificates.

11.1.5 3rd Party Certificates
This role permits managing 3" Party SSL Certificates. Certificate management includes the ability to
add and delete intermediate certificates.

11.1.6 Certificate Backup

This role permits managing 3" Party SSL Certificates. Certificate management includes the ability to
add and delete intermediate certificates. Also included in this role is the ability to export and import
certificate.

11.1.7 Allowed Network

This role is based on configured subnets on Loadmaster; it is a dynamic role. Each subnet can be
assigned to a user. Only Virtual Service s, Interfaces and Real Servers of that subnet are viewable. This
role should be used in conjunction with other roles.

11.1.8 All Permissions
This role gives users all permissions except the permission to change the bal password and the
permission to create or delete other users

11.1.9 GEO
This role is used only with the LoadMaster GEO product
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12 Bonding and VLAN

12.1 Overview

LoadMaster bonding/VLAN tagging can be easily setup and configured using the Web User Interface
(WUI), successful deployment requires that the pre-requisites have been satisfied. This guide is designed
to introduce interface bonding and VLAN configuration on LoadMaster. Bonding support is available
with all network modules.

12.2 Pre-requisite (Switch Compatibility)

VLAN Tagging

IEEE 802.1Q

Bonding/Teaming (802.3ad/Active-Backup)
IEEE 802.1AX/IEEE 802.3ad/LACP

12.2.1 Switch configuration

Enabling the Active-Backup mode generally does not require switch intervention and can be configured
directly on LoadMaster. Using the 802.3ad bonding mode will require configuring a link aggregation
group on the switch in conjunction with the LoadMaster. Please read your switch documentation to
establish the corresponding team/bond, common terms for link aggregation include "Ethernet trunk",

"NIC teaming", "port channel”, "port teaming", "port trunking", "link bundling”, "EtherChannel", "Multi-
Link Trunking (MLT)", "NIC bonding", "Network Fault Tolerance (NFT)" and “LAG”.

When enabling VLAN trunking on the switch port make sure to configure the port to support the
appropriate mode, General, Access, or Trunking. General descriptions are as follows; check your switch
documentation for specifics.

e General: the port belongs to VLANSs, and each VLAN is user-defined as tagged or untagged (full
802.1Q mode).

e Access: the port belongs to a single untagged VLAN.
e Trunk: the port belongs to VLANS in which all ports are tagged.

12.3 Bonding/Teaming (802.3ad/Active-Backup)

There are a few key things to keep in mind when creating bonds/teams:

e You can only bond interfaces higher than the parent, so if you choose to start with port 10 then
you can only add ports 11 and greater

e Bond links first if you need VLAN tagging then add VLANSs after the bond has been configured

e Inorder to add a link to a bonded interface, any IP addressing must first be removed from the
link to be added

e Enabling the Active-Backup mode generally does not require switch intervention

IY Ensure that all bonded interfaces are configured for the same link speed, both on the switch and
LoadMaster.

of you wish to bond port 0, KEMP recommends you move the web administrative interface and/or
the remote SSH access to a different port temporarily until the bonding has been completely configured
and working.
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12.4 VLAN Tagging

Things to keep in mind:
e Configure VLAN tagging on the switch first, if required

e Start by deciding if you need bonding, if you do first establish your bonded configuration and
then proceed by adding the VLAN tagging information

e VLANS can be added to physical interfaces or bonded interfaces
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13 Miscellaneous

13.1 IPv6 Support

This version of LoadMaster software includes IPv6 support. Before you layout your network addresses,
consider which will remain as IPv4 and which will convert to IPv6. The LoadMaster is capable of
supporting, and is able to translate between, unlike networks. Thus, you may have an internal network
that is IPv6, and interconnect to an external IPv4 network.

13.2 Remote Syslog Support

The LoadMaster can produce various warning and error messages using the syslog protocol. These
messages are normally stored locally and may be displayed via the diagnostics menu point. It is also
possible to configure the LoadMaster to transmit these error messages to a remote syslog server (menu
point: extended->syslog). Six different error message levels are defined. Each level of message may be
sent to a different host server.

Emergency Host %
Critical Host %
Error Host %
wanHost [
Notice Host [
whorost [
Reset Change Syslog Parameters J

Notice messages are sent for information only; Emergency messages normally require immediate user
action.

@ To enable a syslog process on a remote Linux server to receive syslog messages from the
LoadMaster, the syslog must be started with the “-r” flag.

13.3 How to get a license

After boot, a login prompt appears; login as ‘bal’ (password ‘1fourall’).

To unlock the LoadMaster software you need a license key. The license key will be generated
individually for each single LoadMaster instance in conjunction with a hardware dependent Access
Code.

There are three different licenses that you can get for your LoadMaster:

1. An evaluation license. This is a fully functional license valid for up to 30 days.

2. A full, non time-limited LoadMaster license.

3. Afull, non time-limited license for a LoadMaster High Availability (HA) cluster consisting of two
machines.

An evaluation license can be upgraded to either a full single or a full HA license.

License information can be entered in the Web User Interface at System Configuration -> System
Administration -> Update License. Repeat process for second LoadMaster if using HA systems.

13.3.1 Geta 30 day evaluation license
If not already provided, contact your KEMP Technologies Representative to obtain evaluation license.
Be sure to provide the Access Code (or codes if HA), so the evaluation license can be “mapped” to the
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unit(s). Customer contact should have provided KEMP with a valid email address to send license to
Customer contact.

13.3.2 Get a full LoadMaster license

1. A service agreement upon purchase must be approved by KEMP in order to obtain a full LoadMaster
appliance.

2. If not already provided contact your KEMP Technologies Representative to obtain evaluation
license. Be sure to provide the Access Code (or codes if HA), so the evaluation license can be
“mapped” to the unit(s). Customer contact should have provided KEMP with a valid email address
to send license to Customer contact.

13.3.3 Get full High Availability LoadMaster cluster licenses

1. A service agreement upon purchase must be approved by KEMP in order to obtain a full LoadMaster
HA license.

2. If not already provided contact your KEMP Technologies Representative to obtain evaluation
license. Be sure to provide the Access Code (or codes if HA), so the evaluation license can be
“mapped” to the unit(s).

3. Customer contact should have provided KEMP with a valid email address to send license to
Customer contact.

You can request a license by visiting http://www.kemptechnologies.com/activate.shtml

Note: TPS Limits for SSL acceleration (100 default, 1000, 2000, 10,000) will be determined upon
service agreement. Please contact you KEMP representative for more information and pricing.

Note: The License Keys and Access Codes are NOT interchangeable between machines.

13.3.4 Upgrading the evaluation license to a full single or HA license

1. A service agreement upon purchase must be approved by KEMP in order to obtain a full LoadMaster
HA license.

2. If not already provided contact your KEMP Technologies Representative to obtain evaluation
license. Be sure to provide the Access Code (or codes if HA), so the evaluation license can be
“mapped” to the unit(s).

3. Customer contact should have provided KEMP with a valid email address to send license to
Customer contact.

You can request a license by visiting http://www.kemptechnologies.com/activate.shtml

Note: TPS Limits for SSL acceleration (100 default, 1000, 2000, 10,000) will be determined upon
service agreement. Please contact you KEMP representative for more information and pricing.

Note: The License Keys and Access Codes are NOT interchangeable between machines.
13.4 Backup and Restore

The configuration of a LoadMaster balancer can be saved over a network to a remote server. The
complete configuration (the Virtual Service Configuration and the “base” Configuration) of the
LoadMaster will be saved to a single file on the server. It is important to note that no SSL certificate
information is contained within the backup. The server must be running an FTP daemon or an SSH
daemon. By default the remote protocol will be FTP. Using console or SSH access go to ‘7’ Utilities,
then ‘2’ Transfer protocol to change setting. Consult the WUI User Manual to perform this function via
its Web User Interface.

When a configuration is restored, the user will be asked which parts of the configuration should be
restored:

e The Virtual Service Configuration only,
e The LoadMaster “base” Configuration only,
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e The Virtual Service + the LoadMaster “base” Configuration.

The “base” configuration contains the information about the basic configuration of the LoadMaster, i.e.
the IP addresses of the various interfaces and the keyboard and time zone settings.

The Virtual Service Configuration contains only the information about the Virtual Services and the Real
Servers.

Note: When performing a restore on the standby machine of a HA cluster; only the base configuration
can be restored. The Virtual Service Configuration will be taken from the active machine.

13.5 Interoperability between L4 / L7 Virtual Services
When one switches a service from one persistency method to another, the absolute values of all VS /RS
counters will be reset to zero.

This may cause peaks in the service graphs when displaying relative values (bytes per second, etc.) when
e.g. the bytes counter jumps from terabyte values to zero.

13.6 Log Information

Log files are viewable in the WUI at System Configuration > Logging Options > Log Files

e Boot.msg File contains Linux standard boot information.

e Warning Message File contains event generated by the core load-balancing engine.

e System Message File contains event generated by the core load balancing and the underling Linux
operation system.

Note: Log files are volatile, to ensure critical log information is available in the event of a recycle on
LoadMaster please use the syslog facility.

13.7 Debugging Utilities

Utilities can be executed in the WUI at System Configuration -> Logging Options -> Log Files ->
Debug Options These utilities are best utilized with the KEMP Support Team.

13.7.1 Disable All Transparency
Alter transparency for all Virtual Services, this option should only be changed with approval from the
KEMP Support Team.

13.7.2 Enable L7 Debug Traces
Enable additional debugging information that is captured in the System Messages log.

13.7.3 Perform a PS
Reports the process status.

13.7.4 Perform al7adm
Display detail information about the Layer 7 Virtual Services in table format.

13.7.5 Ping Host
Issue an ICMP echo request to any IP4 device. Please make sure the target IP supports ICMP.
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14 Various Networking Issues

14.1 S-NAT

When using a two-armed or multi-armed LoadMaster configuration, it is sometimes useful for the Real
Servers to have access to the Internet. The default route for the Real Servers is through the LoadMaster.
If however the Real Servers do not have routable addresses i.e. private addresses, this is not possible.

Using S-NAT, the LoadMaster will map all connections originating on a Real Server so that they appear
to come from the LoadMaster itself, either from the IP address of the ethO interface or from an IP address
associated with a VIP. The Real Servers can thus use the Internet as if directly connected but with the
extra security protection that they cannot be addressed directly from the Internet.

The use of S-NAT in single-armed configurations is not recommended.
The S-NAT functionality may be enabled or disabled over the configuration menus and WUI.

The S-NAT IP address is configurable. To configure the S-NAT IP you can use the WUI, system or the
SSH access.

14.2 Default Gateway and Routes

In simple configurations, where the LoadMaster is installed in a network where there is only one route to
the Internet, only the default gateway needs be specified. All traffic from the LoadMaster to the Internet
will then be routed over this gateway. An example configuration is given in figure A.

When the LoadMaster is installed in a more complicated network configuration (for example as depicted
in figure B), additional routes may be specified so that traffic for the specified subnets will be routed
over alternative gateways. For example in figure B, a route could be set up to route data from a private
network or over a secondary link gateway.

The options for routing configuration are static routes, per Virtual Service default gateway and a
appliance level default gateway (see the Installation and Configuration Guide in this handbook). The
LoadMaster does not currently support dynamic routing protocols.
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Figure 14-1 : LoadMaster single, 2-arm configuration
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Figure 14-2 : LoadMaster dual ISP, single, 2-arm configuration

14.3 Non-Local Real Server Support

Load balancing a non-local Real Server is permitted when a Virtual Service is non-transparent. To make
a Virtual Service non-transparent enable the “Force L7” checkbox. By default you can only load balance
Real Servers that reside on the subnets configured on LoadMaster. To enable load balancing of Real
Servers that do not reside on the same subnet use the Web User Interface and navigate to System
Configuration > System Administrator > Miscellaneous Options > L7 Configuration > Enable Non-Local
Real Servers Then when adding Real Servers that are remote make sure to check the “”Allow Remote
Addresses” in the Real Server configuration panel.
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15 Getting Started

To initially setup your LoadMaster machine(s) you will need a PC with a browser and the ability to
connect to an IP address.

(Y If you do not have the capability to use a PC and a browser to configure the LoadMaster, you may

use a console plugged into the Serial port of the LoadMaster, or you may plug in a VGA monitor and a
USB keyboard. See Appendices B and C for instructions and console commands.

15.1 The LoadMaster Hardware Appliance

Delivery Content
The delivery of each LoadMaster contains the following components:
e A/C power cable.
e A Console (Serial) Cable
e A QuickStart Guide.
¢ Rack mounts for standard 19” server racks (where applicable).

o Appliance specific information sheet
15.2 Connecting the LoadMaster Hardware

The location of eth0 varies by LoadMaster model. Check the documentation that came with your
LoadMaster for the location of ethO.

Y If you are unsure of the correct connections, review LoadMaster Network Topologies, page 12.

15.2.1 Connection of eth0

Connect one end of a Category 5 Ethernet cable into the LoadMaster LAN port marked as ‘0’ and
connect the other end to the hub/switch which interfaces with the default gateway. This is the external
network side. If running single arm, the same port, ethO, is connected to the server farm side.

If running an HA configuration single arm, the ethO ports on both LoadMasters will be connected to the
network side and the server farm side.

15.2.2 Connection of eth1 and eth2

If running dual arm and in a single configuration, connect one end of a Category 5 Ethernet cable into the
LAN port marked as ‘1’ and connect the other end to the hub/switch which interfaces with the server
farm. This is the internal server side.

If running dual arm and in an HA configuration, connect one end of a Category 5 Ethernet cable into the
LAN port marked as “1’on one unit and connect the other end to the LAN port marked as ‘1’on other
unit. This is the backup linkage between the HA pair.

Then connect one end of a Category 5 Ethernet cable into the LAN port marked as ‘2* and connect the
other end to the hub/switch which interfaces with the server farm. This is the internal server side.

/Y EthO by default will point to the external network side of the LoadMaster. All other interfaces will
default to the internal farm (server) side of the LoadMaster.
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15.3 Setting up the Software

15.3.1 Console

If you do not have browser ability, got to Appendix B and C for Console Terminal operation and
Command Line Interface respectively. The LoadMaster will first attempt to acquire an address via
DHCP. The IP address where the LoadMaster may be reached will be displayed on the console (see
below).

This is applicable to LoadMaster VLM only.

i) Jarnes' VLM on vs3-kemp local E=N(NC @
File View VM
Ny BB G RR

Starting L7 Daemon done
Starting Statistics Daemon done
Starting snmpd done
Starting httpd done
Starting sslproxy done
Starting wvsslproxy done
Starting 14 Daemon done
Starting final checks done
achine Tdentifier: oHN7xcSnnk5S2
IP address of LoadMaster is 18.5.28.87
aster Reszource Control: rumnlewvel ? has been reached

lLoadMaster from REMP Technologies
(c) 2882-2818 KEMP Technologies
ersion 5.1-54

amesULM login:

LoadMaster from KEMP Technologies
(c) 2882-2818 KEMP Technologies
ersion 5.1-54

amesULM login: _

15.3.2 Browser
1. Using a computer that is connected to the same network as the LoadMaster (or a PC that can reach
that network), open a browser window and input https://192.168.1.101

2. Login with the default credentials:

Login: bal
Password: 1fourall

3. You will be prompted to change the password, do this and re-authenticate using your new
credentials.

4. The LoadMaster will prompt you to enter a license key.

5. At this point the WUI should reflect your license and be fully configurable. If you do not see any
menu options, refresh your browser or restart the LoadMaster.
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@ You must have a service agreement or an evaluation product of KEMP Technologies to receive the
license key for the LoadMaster. License keys are linked to the individual LoadMaster and are not
transferable between LoadMaster units.

15.4 Login and License Key

If you are configuring a pair of LoadMasters in high availability mode, you must make sure that the first
appliance is fully configured before the second one is connected and powered on. Setting up the HA-2
appliance is similar to setting up the HA-1 appliance.

15.5 HA Setup

HA-2 setup is as follows:
1. Login with the default credentials:

Login: bal
Password: 1fourall

2. You will be asked to enter in a license key. This may have been provided to you in the box. Contact
KEMP Technologies if you did not receive a license. Note: The Access Code on screen may not match
the one on your license. This is normal.

3. You will be asked to assign the network side IP Address.

4. You will then be asked to enter in the address you gave the network side of the HA-1 appliance.

5. The second LoadMaster will pull data from the HA-1 appliance (the first one you configured).

6. Reboot the HA-2 unit.

If you are using a One-Armed Configuration, then it is beneficial to connect the Eth1 ports of the
LoadMasters directly together via a patch cable. No further configuration is necessary.

@ Both real IP’s as well as the shared IP addresses may be "pinged" to test the LoadMaster cluster.

At this point the Loadmaster is ready to be configured to operate with your application.
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16 Fast Track

The following sections will take you through the steps required to create Virtual Services of increasing
complexity. The full and detailed configuration will be found in section B following.

16.1 How to Login

Start your preferred Internet browser and enter the URL of the LoadMaster: https://192.168.1.101.
Then you will be asked to authenticate. The default username is ‘bal’ with the pre-defined password
‘1fourall’.

A A password for user “bal’ must be set in Initial Set-up of the LoadMaster. That password will be
the one that will be used to connect to WUI.

Authentication Required x|

| % Enter username and password for "user” at https: 192, 168.1,101
L~ Usetr Mame:

| bl

Passwiord;

I ********l

[” Use Password Manager ko remember this password,

Ik I Zancel |

16.2 Create a Simple Virtual Service

This section will take you through the steps required to create a simple Virtual Service that has two Real
Servers.

To begin the process of creating a new Virtual Service, first click on the “Virtual Services” submenu link
on the left, then click the “Add New” menu item. This brings up the Virtual Service parameters page and
it is here that you enter the virtual IP (VIP) address of your Virtual Service, its port, the name you want
to give the service and the protocol.

Please Specify the Parameters for the Virtual Service.

Virtual Address |
Port | 80
Name (Optional)

Protocol | tcp -

| Addhis Virual Service |

For example, if you gave your customer “www.a-domain.com” the IP address 192.168.1.200 then enter
this as the VIP address. The port number is usually 80 for http services. The protocol may be TCP or
UDP, but in the vast majority of cases TCP will be the one used.
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Once you are satisfied with the choice of VIP, port and protocol click “Add This Virtual Service” to
bring up the Virtual Service properties. In this example, we are not concerned with most of these values
and will create a Virtual Service with no persistence, no content switching and Round Robin as the
scheduling method, which are the default settings.

Properties for 192.168.201.120:80 - Operating at Layer 7

B it Duplicate VIP || Change Address
Service Name = Standard | SetNickname |
Alternate Address ‘ Set Alternate Address |

Service Type | HTTP/HTTPS -

Activate or Deactivate Service [/
Standard Options

Extra Ports Set Extra Poris
L7 Transparency [+
Persistence Options  Mode: Mone -
Scheduling Methed = resource based (adaptive) -
Idle Connection Timeout (Default 560) | Setldle Timeout |
Use Address for SNAT
+) SSL Properties {Acceleration Enabled)

+| Advanced Properties

+| Real Servers

The final action to be performed is adding Real Servers. To get to the Real Server parameters page, click
the “Add New...” button in the Real Server table. Here we specify the IP address of the Real Server we
wish to add, the port and forwarding method it is to use and its relative weight.

Real Servers

Add New ...

HTTP Protocol ~ Checked Port | SetCheckPort
URL: | SetURL |

Real Server Check Parameters = Use HTTP/1.1:
HTTP Method: HEAD ~

Custom Headers: Show Headers

Operation IP Address Port Forwarding method Weight Status

| Disable || Modify || Delete | 192.168.201.62 0 nat 1000 Enabled

Enter Real Server IP address and you do not need to be concerned about the port, forwarding method and
weight. Click “Add This Real Server” to finish.

The Virtual Service properties page should now display the recently added Real Server in the Real
Server table. To add another Real Server, repeat the process but with a different Real Server IP address.

All changes are made in real-time, so we have now created the Virtual Service. To see a summary of
Virtual Services created; click the “View/Modify Existing” link in the “Virtual Services” link submenu
to the left. The Virtual Service table should now list the service we have just created.
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16.3 Virtual Service Templates

Adding VS’ can be a repetitive task when being performed over multiple LoadMasters and KEMP have
developed a general template mechanism that will allow consistency when creating VS’. Currently we
support only VS templates.

Name Comment Operation

Import Templates

Template file: [ Browse_: ] | Add Mew Template |

If there are templates installed on the machine, when a new VS is to be added, a new combo box can be
seen which will show the list of templates that are available. Selecting a template will fill in the port and
protocol of the VS, when the VS is created the rest of the VS will be populated with the contents of the
template. Once loaded, the VS may be modified as any manually created VS.

The template can contain multiple VSs which are created atomically i.e. all VSs in the template are
created or none are.

Currently templates are created only by KEMP technical staff. Contact technical support for more
information on how to have your own template created.

16.4 Create a Virtual Service with Content Rules

This section will take you through the steps required to set up a Virtual Service that makes use of content
switching. Content Switching means that the LoadMaster can distribute requests to a server depending
on the content of the request.

16.4.1 Setting up Content Rules
On the left side of the WUI configuration screen, you'll see an option under “Rules & Checking” called
content rules. Click on Content Rules to bring up all the global content rules.

Create Mew ... |
Content Matching Rules
. Match .

Operation Name Type Options Header Pattern

1 MM RL1 RegEx Ignore Case rules
Header Modification Rules

Operation Name Rule Type Header Pattern Replacement

z Maodify | Delete | RLS Add Header TEST rules

There is also a default (catch-all) rule, which matches everything, but that is not editable.

To create a content rule, click on “Create New...”, which will bring you to the content rule screen.
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Rule Name I
Rule Type IContentMatching 'l
Match Type IReguIarExpression 'l

Header Field I

Match String I
Megation
Ignore Case

Include Hostin URL

O oA

Include Query in URL

Cancel | Create Fule |

To create a rule that will send all URL requests that have /images/ as the root path to a group of servers,
the “Match String” will be “/images/*”. The match string is a regular expression, which is a type of
statement that matches or excludes based on the strings. In regular expressions “*” means “match all”.

A Regular expression is a sequence of characters. Any character, which is not a special character, will
match itself. The following special characters are defined.

A This can only be placed at the start of the string and means that the string must
match at the start of the URL

$ This can only be placed at the start of the string and means that the string must
match at the start of the URL

? This matches any single character
* This matches zero or more characters
[ This starts the set notation. This matches a SINGLE character, which is contained

within a set. If the set starts with a “/”, then this will match a SINGLE character
which is NOT within the set

Examples:

“[0-9]” will match any single digit.

“["abf]” will match any character, which is not an “a”, “b” or an “f”.

“M[~a-z]” will match any first character in the URL which is not a small letter.

“/home/*.gif” match any URL which points to a “.gif” file in the “/home” directory.

“[oG][il][fF]” match any URL which contains the string “gif” or “GIF” or “gIF” of “giF” of “GiF” etc.

Note: Given an input URL such as “/home/cgi-bin/XXX.cmd?value=hello”, the end of the string used in
matching is terminated by the “?” character i.e. a postfix string of “cmd” will match this URL, while a
postfix of “hello” will not.

You have the option to Include Host in URL (such as whether to match support.kemptechnologies.com).
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Another option is Negation. Without negation, all requests that include “/images/” would match this rule.
With negation, all requests except “/images/” would match this rule.

Include query would include everything after the “?” in a URL, which is the URL query. An example
would be http://support.kemptechnologies.com/images/imagid.jsp?item=1, where the query could be
“item=1".

Click on “Commit” and the rule will be added, but will not affect any Virtual Service. Once the rules
have been added, they need to be applied to Real Servers within individual Virtual Services.

Note: This syntax is different to PCRE syntax

16.4.2 Configuring Virtual Services for Content Switching
The first step in configuring a Virtual Service for content switching is to make sure that the only
persistence option chosen is either “None” or “SRC” (the Layer 4 persistence option).

With that set, there should be an option to enable Content Switching under “Advanced Properties”.

Advanced Properties

Content Switching Disabled Enahle |

HTTP Header Modifications | Show Header Rules |

Enable Caching [
Enable Compression [

Detect Malicious Requests [

Mot Available Server I Set Server Address |
 Hot nvaila!:le Error Code: I j
Redirection Handling | oo girect URL: | SetRedirect URL |
Default Gateway I Set Default Address |

Once you click enable, you'll see that any Real Servers have a new column on the right side.

Real Servers for this Virtual Service

Acld Mew ... |
Operation IP Address Port Forwarding method Weight Status Rules
Disable | Madiy | Delets | 100,01 30 nat 1000 Enabled

Since you've just enabled Content Switching, no rules are active. As an example, take four web servers
configured on a Virtual Service. These servers would be on 192.168.1.100, 101, 102, and 103. The 100
and 101 servers would be general content servers, and 102 and 103 would be the images servers.

Click on the “None” button for each server. You'll have the opportunity to add multiple rules to each
server, but in this example, you'll only add one rule per server. The rule just created in the previous
section will be added to 102 and 103, and the default rule will be added to 100 and 101.

Real servers for this Virtual Service

Acld MNew ... |
Operation IP Address Port Forwarding method Weight Status Rules
Disable || Modity | Delete 10,001 50 nat 1000 Enabled 1 |
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You'll then have four servers, each with one rule in place. You should be then able to test your Virtual
Service configuration.

/Y Note: In order to use content switching you will need to disable HTTP Keepalives on your Real

Servers. Please review RFC 2616 to understand the impact of alerting this parameter.

16.5 Create an SSL accelerated Virtual Service

This section will explain how to create a Virtual Service with SSL Acceleration activated.

SSL Acceleration transfers the processing of SSL from the Real Servers to the LoadMaster, meaning that
only one certificate is required per Virtual Service.

Y When SSL Acceleration is enabled, communication from the LoadMaster to the Real Servers is
unencrypted.

16.5.1 Adding an SSL Virtual Service

The process for adding an SSL-enabled Virtual Service is the same for a regular Virtual Service. First,
add the Virtual Service. Under the Virtual Services menu on the left, select “Add New”. You'll be
prompted to put the Virtual Address, port, service name and protocol.

Please Specify the Parameters for the Virtual Service.

Virtual Address |
Port | 80
Name (Optional)

Protocol | tcp -

| Add this Virual Service |

The port defaults to port 80, which is the standard HTTP port. Since you're setting up an SSL-enabled
Virtual Service, change the port to 443, which is the default HTTPS port. Leave the protocol as TCP,
and click “Add this Virtual Service”.

You'll then be presented with the Virtual Service properties screen. Among the various sections in this
screen is the “SSL Options” (Figure 3).

SSL Properties

S5L Acceleration Enabled: ¥ Reencrypt:

Certificates | Self Signed Certificate in use: | Add New | | Add Intermediate Cert |

Rewrite Rules | Mone E

Client Certificates | | No Client Certificates required [=]

To enable SSL for this Virtual Service, simply select the “Enabled” box for SSL Acceleration. This will
immediately pop up a dialog screen that a temporary certificate will be used for the service.
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The page at https://192.168.201.58 says: ﬁ

I There is no 551 certificate file currently
“w= available for Virtual Service 192,168.201.59,
A temporary certificate will be used until
a valid certificate is installed.

Ok

As soon as SSL is enabled, the LoadMaster will install a self-signed certificate for the Virtual Service.
You can add Real Servers to this SSL Virtual Service just as you would do for any other Virtual Service.

When adding Real Servers, make sure to add them on port 80 (or whatever port that the non-SSL service
IS running on), and not port 443.

Real Server Address ‘
Port 80
Forwarding methed | nat

Weight | 1000

<Back Add This Real Server

16.5.2 Adding an SSL Certificate

If you have a CA certificate you would like to use with a SSL-enabled Virtual Service, or have a custom
self-signed certificate that you'd like to use, you can add it to the Virtual Service through the WUI.
There is a button to add an SSL certificate in the properties screen under the SSL properties section.

]

SSL Properties

S5L Acceleration Enabled: Reencrypt: ||

Certificates  Self Signed Certificate in use: [ Add New ] [ Add Intermediate Cert ]

Rewrite Rules | Mone |Z|
Client Certificates | No Client Certificates required El

Also, in the View/Modify Services listing of the Virtual Services there is an Add New button in the
Certificates column.

Virtual IP Address Prot Name Layer C;r;tll;i::;;e Scheduler Status Real Servers

I_-_--_-_ T T

192.168.201.60
192.168.201.59:80 t Test0l d robi U
I_-_- Add New _ _ Modify DEIEte
4 192.168.201.62:3389 tep  Terminal Sves round robin - m m

Either route brings you to the same screen, the screen to input the certificate information.
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Filename: Import Certificate Add Intermediate
Filename Common Name(s) Virtual Services Operations

Self Signed Virtual Services

At this point there are two options.
Add Intermediate

Clicking the button will allow you to add an intermediate certificate as a temporary measure. Paste in
the certificate data, name the certificate and click Add Certificate button.

Import Certificate

Name the certificate that you want to create and click the Import Certificate button. It will bring up the
screen below. Here you have the option to locate the certificate on your PC and paste the data into the
screen, or, Browse for the certificate on your PC and click Open. You will need to input the Passphrase
(password) that the certificate was created with.

Copy and Paste the entire bodies of both the Signed Certificate and Key files to be stored:

OR
Specify the name of the file which contains the IIS certificate.

Signed Public Certificate

Private Key

OR:

115 Certificate Browse_

Pass Phrase

Cancel | | Store
A certificate file with both components, or the certificate file by itself, is typically a .pem or .crt file. If
the key is separate, it typically has the .key extension.

To add this certificate to the Virtual Service, copy the portion of the certificate that begins and ends with
a “-----BEGIN CERTIFICATE-----" and “-----END CERTIFICATE-----" statement.

In the private key section, enter the portion of the certificate file that beings and ends with “-----BEGIN
RSA PRIVATE KEY-----" and “-----END RSA PRIVATE KEY-----*.

Some private keys are protected by a passphrase. If that is the case with your certificate file, input the
password in the third and final field (Figure 12). Otherwise, leave the field blank and click “Submit”.

The certificate will then be installed for the Virtual Service, and you'll see the confirmation.

It helps to see what a host certificate looks like in order to determine which parts are pasted into which
field. A host certificate may consist of one or two files. If it's one file, then the certificate contains two
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sections: one for the certificate, and one for the private key. If the certificate spans two separate files,
one file is the certificate, and the other is the private key.

Here is an example of a file that contains both the certificate and private key (Figure 9).

The following is your 2048 bit unsigned certificate r st. Copy the following, in its entirety, and send it to your
trusted certificate authority

————— BEGIN CERTIFICATE REQUEST-———-
MIICVZCCATECAQRWE JEQMALGAIUEARMEAGTZAGNgbTCCAS IWDRY JKoZ Thy cNAQEE|
BQADgGEPADCCARoCOgEBRAORCVNLavY euMMe fFMe tHUque Ky LqdPLY £ TelRa] 2k
IgEYUgwiMuOyESCEZ éfboKelBpsindT 9rgqlwVIE QNS PhemT¥mEKE TREpgRkhT
/zFtteCosrCRhtdVeqRInZHASBx ChvOEatAYUPgDdNIazHEt £ 4V yhe 3Ta j SREHE|
dkBkELtaCrewEEEXAXMTH/ Kbsyh/DrZ08 4gA1UCED gk+FkkbT2mZz15E3RH
6ZveTvd]uHVogOMsETCoTKRXKDZ yIK4HAZ S0HG /3 IqRkY TpICpOVsRbrNZ 1UZGRk
T£nME4R0Y1qZCREFTHYITIOF04Y1 6rkJT] +J4ViMkUTCAWERRaRAMA0GCSqESTh3
DREERQUARLIEAQCPZl cqmEBSERwxck fApsN3¥Enhya+ 1 unsBa/ JDYpH] 2z 2wHE|
JSmFOLE7xNhn9ZrMaJUbGI V2 3¥mV T2 cj hMj RENZu=0k0] 75 FCjwdRwzmil 1 Pa TNz
wTTk/Z1qdL7EESTAERPAHeaDgl 6R5YMs SHaWE3nVoheq TukcRg2EV0 ORPHE 66
GeTUNBFvXy/1%0G] IUZuh TWEr05bydCrKdU7d1 6UvYQBmAC/ g1 teSNHOHC Tt +rm]
ZmNeHgflErwZDRLYI6VRZM3eHChTL16/ 8avbDC3Hg1C] dWRBHANSSpazavZ1QHE S
hEDRTKEIAG/Sg+E1EL] JKXTBenbHurEOLFD

————— END CERTIFICATE REQUEST--———-

The following is your private key. Copy the following, in its entirety, and save as a .key file. Do this using a text
editor such as Notepad or VI (Do not use Microsoft Word - extra characters will be added making key unusable).
Key will later be used during the certificate upload process. DO NOT lose or distribute this file!

————— BEGIN RSR PRIVATE EEY-----
MITEpATBARKCRAQERSFxUOvO9h6dwxxB8x61 ZS5q7wrEup08th39NxZBqPasS/¥YiRZhS
DCMzE7J9IIVnpSugpd sCmyKETv2ugrTREOQUAZKIt 610 +Hymg1CSHv /MAZ1
4Kiys4CE11VypEmdkeCzyvSCa4RqOBhQ+ANOOhrMeq2 3ShULEF7dRqPpEocp2 QETH|
MKsbibzpcDEzs £ RHECtkT 21 ADVQIQMES £ yqT4HSRePaZnlVIbLE fpm/ po)
9Z204dWiDQywFME ] spHEpvbIgrgeDPZh¥b/ cipCRjukkEk SWxFus1nVIMYCRN+cub|
gDRIWpkJEYVNa9RMKk4XThi Xqu10P4nhW T yRRQTDARABACTBAQCEMRe s FXHudW
QbEBEEzqyHH=4iVNLVEDS 8Kz fBAPTquér4DDXQo3EAvkvY YT/ £5g4VollgtggkCa
ZNdN0InSkgdjPiVyCElZknCPo/+VgakeBSrZ fpozFl acrhviHe+tul 1tB4ExjwrTh
BQOHpHHMrXMKEdLvgax THE0KI Txr 2L VMg3oReghHLYvI 0§ +/KsG1ldYEap2gej e
fm77I50FZrEj4dIMeME e IATHTuMWouZ e foJB3FOSHAp et T TmRR 3 VHAE o+ +xHmHS
Ngx5UVEQ0as0qgk Uy TEqOUASLEMf FZEFSTaFNor059W2 D/ JHBHXz 20 Favy4 TnDRL,
C4K/ Gt LhAoCBAPOOypOPoaexEvRKEx+Na KOl ZHZmnkhyDEE3RLT yHF1VEOC g|
1MeCOLfrNINEDJRit3dE5MMTgx4cVibeZu/ m72nk3DHa200dR Lt fggb / HNFgiEvwy|
YywRCDsxhk0@Inncew/ a4upLAXNE jMpBVbsUbEwETpOVROCUTwaF JAKZAcEBADAL
yZngD9rbRhajy/fstA4ELNSnIFVIrLONHz yRwounyas1C5DvCubGNL4 1sSRADRWCE
[dUeRr1n3zalSCy2W3ATRSBgdnl.34tSX2widRXyegn/qHCUN9mrl /CYwZ i xGAMUGC)
RewdcouSZuEn ZbRTxSZICwEnQrEJIC 117NAcCBAN+SEMywiBVIjxdTcd 81
pHuCpOwLEiSUsMpiRgsluSDhESDEmOoBQr FytVnVbged IVZUWSR,/ 550112 0MNUE
2PH1aCFQPV1gigOhpmaR7 3513 Dugniigdt3 Pnkw] SqfdKUERBAUs 3082 4ATs+VT]
2RoP3PoGHHY1528XfvESZechRoGARbE66cl ot CAVEAHOWVRBIOEMOLNLIYBTET ZR)
FQRO4ESTY3QtDEpNablqXyi vma0W 4 zV 7 8ppaVESa0Z SsUFAl rka Lt 2 cZpSTaVE
1OWNuLE8d1¥/4HFbBMopvElrhPTTC90Aa DX gl ZHD QUZH: GEL/JJ2ZBS0
+QARoh0CY¥Agty53PhplOulTpTes+ex6I7agUiZ¥E i A05  VIL¥LEMAKSRFz35xKk
Fu¥lZri C54 PrNmybHrgRmcYSPfuDsFYYs+042Lgkir+v3g3KybRvo
UiFaERNnASDclugN3p8 XIS XHLXmOSdyxklVyznpftuvseadblaTuli=—
————— END RSR PRIVATE KEY-—---

16.5.3 Checking Certificate Installations
Some browsers have functionality that allows you to check the nature of the certificate installed on the
website that you're connecting to. This can be useful if you're trouble shooting a certificate problem.

When you browse an SSL site, you should see HTTPS in the address and you may see an icon signifying
a secure link, i.e. a padlock icon.

You can usually click on the icon to see information about the certificate that is used with that SSL site,
thus:

Check with your browser supplier as to how you would view a certificate on an SSL site.
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General | petails | Certfication Path |

T
E. Certificate Information

This certificate is intended for the following purpose(s):

*Ensures the identity of a remoke computer

o B
Issued bo: Zoiil ==

Issued by: Toi®eoim=h

valid from 12/17/2009 to 12/18/2011

Inskall Certificate. .. | Issuet; Statement |

16.5.4 Intermediate Certificates

Some certificates issued by Certificate Authorities require a third certificate, often referred to as an
intermediate certificate, or third-party certificate. This additional certificate provides a chain path from
the CA to the certificate issued to your site.

While some CAs use intermediate certificates, others do not. Check with your CA to determine if one is
needed.

If you've installed a CA certificate, and you still get an SSL error when browsing the Virtual Service, it's
likely that you need to install an intermediate certificate.

16.5.5 Installing Intermediate Certificates

Installing an intermediate certificate is simple to do through the WUI. First, obtain the intermediate
certificate from the CA. This can usually be found on their web site, and is usually in a text window for
cut and paste.

In the left side of the WUI, select “3rd Party Certs”. This will bring up a list of installed 3rd party
certificates, if any. To add, click “add new”. Past the contents of the intermediate certificate, which
should begin and end with “-----BEGIN CERTIFICATE-----" and “-----END CERTIFICATE-----".

You must also give it a file name for the LoadMaster to save the certificate (Figure 16). It's helpful to
name the certificate file after the CA that assigned the certificate.
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Copy and Paste the entire body of the Intermediate Certificate below:

Intermediate Certificate:

Desired File Name
(i.e. - VeriSignCert.pem or Thwarte.cer):

You do not need to associate these third party/intermediate certificates with any Virtual Service
certificates. The LoadMaster will automatically build the required certificate chain.

.pem or .cer

Also, you only need one intermediate certificate per CA. If you have several certificates installed from
VeriSign, for instance, you only need to install the VeriSign intermediate certificate once.

16.5.6 IIS Certificates
Migrating SSL from Microsoft Internet Information Server to LoadMaster

When putting a LoadMaster in a situation where a Microsoft 1S server was previously performing SSL,
you have the option to import your 1IS certificate into the LoadMaster. You can migrate this SSL
certificate from Microsoft Internet Information Server (11S) to the LoadMaster by completing two simple
tasks. The first task is to export the SSL certificate from the I1S using Microsoft export tools; you want
to make sure to export the certificate and private key as Personal Information Exchange File (PFX). The
second step is to import the PFX file into LoadMaster using the LoadMaster WUI. To start the import
process on LoadMaster simply click the “Add New” button in the SSL enabled Virtual Service. Set the
“An 1IS Certificate:” file to the corresponding PFX file and click “Submit”.

16.5.7 Re-encrypt SSL

With SSL acceleration, the SSL session is terminated at the LoadMaster, and sent to the Real Servers
unencrypted. In some security situations, it may be necessary to encrypt the connection between the
LoadMaster and Real Servers. This can be done with reverse SSL.

With reverse SSL, the SSL session is first terminated at the LoadMaster. persistence and other Layer 7
functionality can then be performed. After that, the traffic is re-encrypted in a new SSL session between
the LoadMaster and the Real Server.

This is turned on by a single option in the properties screen of a Virtual Service in the SSL section.

SSL Properties

SSL Acceleration Enabled: V| Reencrypt:

16.5.8 Certificate Signing Request
You can create a CSR for submission directly to your signing authority of choice. Using the WUI
navigate to Certificates -> Generate CSR fill in the information and create the CSR and private key.

& Store the private key in a vault. The private key will be required once your authority creates your
certificate.

16.5.9 Backup/Restore Certificates

LoadMaster supports exporting of ALL certificate information. This includes private key, host and
intermediate certificates. The export file is designed to be used for import into another LoadMaster and
is encrypted. Export and import can be completed using the WUI at Certificates -> Backup/Restore
Certs. Please make sure to note the pass phrase used to create the export, it will be required to complete
the import.
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You can selectively resort only Virtual Service certificates including private keys, intermediate
certificates or both.

16.5.10 SSL Ciphers
Following is a list of the ciphers supported by the LoadMaster:

e ADH-AES256-SHA:(TLSV1 256 bits)

e DHE-RSA-AES256-SHA: (TLSv1 256 bits)

e DHE-DSS-AES256-SHA: (TLSv1 256 bits)

e AES256-SHA: (TLSV1 256 bits)

e ADH-DES-CBC3-SHA:(TLSv1 168 bits)

e EDH-RSA-DES-CBC3-SHA: (SSLv3 168 bits)
e EDH-DSS-DES-CBC3-SHA: (TLSv1 168 bits)
e DES-CBC3-SHA: (SSLv3 168 bits)

e ADH-RC4-MDS5: (SSLv3 128 bits)

e IDEA-CBC-SHA: (SSLv3 128 bits)

e RC4-SHA: (SSLv3 128 bits)

e RC4-MD5: (SSLv3 128 bits)

o ADH-AES128-SHA: (TLSv1 128 bits)

e DHE-RSA-AES128-SHA: (SSLv3 128 bits)

e DHE-DSS-AES128-SHA: (SSLv3 128 bits)

o AES128-SHA: (SSLv3 128 bits)

16.5.11 Web User Interface Root Certificate Installation

By default LoadMaster uses a self-signed certificate to ensure secure administrative access to the Web
User Interface. However most modern browsers will throw a warning when such a certificate is used. In
order to eliminate this warning you can install the LoadMaster certificate by clicking the “Download LM
Root Cert” button. This will download the certificate file that can be installed on your browser so that
the security warning can be avoided

16.6 Load Balancing Microsoft Terminal Services

Setting up a Virtual Service to balance Microsoft Terminal Servers is very similar to setting up any other
Virtual Service. The system tries to automatically detect the type of the Virtual Service based on the port
of the Virtual Service.

Once a port number of 3389 is entered, the system automatically chooses Remote Terminal as a service
type.

If the Virtual Service uses port 80, 8080 or 443, then it will be configured as a HTTP/HTTPS service. If
it uses port 3389 then it will be configured for Terminal services. If the port is set to anything else, the
service will be configured as “Generic”.

@ The type of the service can always be changed manually by using the Mode selection option.
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This configuration is intended to allow the LoadMaster to balance Microsoft Terminal Services across
multiple servers. Upon first connection, a server is allocated using the standard scheduling methods, i.e.
Round Robin, Least Connection, Adaptive, etc.

If a user disconnects from his/her session without logging out, it is preferable to maintain persistence
with the server that he/she originally connected to. This allows that user to come back to the screen they
were working on, with all the same windows open and applications running where they had left off.

This is where the Persistence Mode of Terminal Service comes in. If this persistence mode is enabled,
when a user reconnects, the LoadMaster will try to connect the session to the same server. It does this in
one of three ways:

Properties for 192.168.201.62:3339 - Operating at Layer 7

Basic Properties

<-Back Cuplicate VIP Change Address
Service Name = Terminal Svcs | SetNickname
Alternate Address | Set Alternate Address
Service Type Remote Terminal «
Activate or Deactivate Service |V
- Standard Options
Extra Ports | SetExtra Ports
L7 Transparency |V
_ _ Mode: Terminal Service or Source IP +
Persistence Options
Timeout: 1 Hour -
Scheduling Method | round robin -
Idle Connection Timeout (Default 660) | Setldle Timeout

Use Address for SNAT

Service Specific Access Control | Access Control

If the terminal servers support a Session Directory, the LoadMaster will use the "routing token" supplied
by the Session Directory to determine the correct host to connect to. The LoadMaster persistency timeout
value is irrelevant here - it is a feature of the Session Directory.

Note: The switch "IP address redirection™ in the Session Directory configuration MUST be
UNCHECKED for this to work.

Using Session Directory with LoadMaster is optional, in terms of persistence. If the Client pre-populates
the username and password fields (see figure x) in the initial request, then this value is stored on the
LoadMaster. As long as these fields are still populated upon reconnect, the LoadMaster will look up the
name and reconnect to the same server as the original connection. The persistence timeout is used to
limit the time the information is kept on the LoadMaster.
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~ ',\;—

General | Display | Local Fesources | Programs | Experisncs

Logon settings

E[ Type the name of the computer, or choose a computer from
= the drop-down list.

Computer  [10.31.1 v|
User name: | admiristrator
Password:  |eessesss

D omain:
[ Save my password

Connection zettings
] Save cument settings, or open saved connection.

[ Save Az, ] [ Open... ]

[ Connect ][ Cancel H Help ] [ Optionz << ]

Username and password have been pre-populated

If using "Terminal-Service or source IP" mode, then if neither of these two modes succeeds, then the
source IP address will be used for persistency.

16.7 Configuring Port Following

When using “shopping cart” like services where a user selects items and adds them to a list, any of the
previous types of persistency can be used. When the user then decides to pay for the items, this is
normally performed using a secure SSL (https) service. When port following is turned on, the Real
Server where the “shopping cart” connection is active will be selected for the SSL session. This selection
will only occur when a connection is still open from the same client (as determined by the source IP
address), and if the SSL service has the same IP address as the “shopping cart” service.

For example, if a connection is made to the HTTP service of www.somewebsite.com, and then a new
SSL connection is made to the same address, then the SSL session will be directed to the same Real
Server as the original HTTP service.

/Y This only works correctly if both services have the same set of Real Servers. Both Virtual Services
should have the same Layer 7 persistence.

16.7.1 Create the Virtual Service for HTTP

1.  From Main Menu pane, select Virtual Services.

2. Under Virtual Services, click the “ADD New” button to start the Add Virtual Service.
3. For the Virtual Address, enter the IP and port 80.
4

Click the “Add this Virtual Service” button to get to the “Properties for 192.168.1.50:80 - Operating
at Layer 4” screen.

5.  Enter service nickname ‘http’ in the textbox for “Service Nickname”, then click the “Set
Nickname” button.

6. In order to create the 1st Real Server, click the “Add New” button under REAL Server for this
Virtual Service, option is lower on the same screen.
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7.

10.
11.
12.

Enter the IP for “Real Server Address” and then click the “Add This Real Server” button. Leave
“Port” number as 80.

In order to create the 2nd Real Server, click the “Add New” button under REAL Server for this
Virtual Service, option is lower on the same screen.

Enter the IP for “Real Server Address” and then click “Add This Real Server” button. Leave “Port”
number as 80.

Select "Super HTTP as the persistence mode
Click “View/Modify Existing” option under Virtual Services tab in the Main Menu.

Check that the Virtual Service appears with the correct Virtual IP Address, Port number and Real
Servers and Status is Up in the “Status” column.

16.7.2 Create the Virtual Service for HTTPS/SSL Offloading

1.

2
3.
4

10.

11.

12.
13.
14.

From Main Menu pane, select Virtual Services.
Under Virtual Services, click the “ADD New” button to start the Add Virtual Service.
For the Virtual Address, enter IP And change the “Port” to 443 from 80.

Click the “Add this Virtual Service” button to get to the “Properties for 192.168.1.50:443 -
Operating at Layer 4” screen.

Enter service nickname “https' in the textbox for “Service Nickname”, then click the “Set Nickname”
button.

Put a check mark on checkbox labeled “Enable” for SSL Acceleration in the SSL Properties section.

Click “OK” if warning message appears as “There is no SSL certificate file currently available for
Virtual Service 192.168.1.50. A temporary certificate will be used until a valid certificate is
installed”. This message is simply a warning.

In order to create the 1st Real Server, click the “Add New” button under REAL Server for this
Virtual Service, option is lower on the same screen.

Enter the IP for “Real Server Address” and then click the “Add This Real Server” button. Leave
“Port” number as 80.

In order to create the 2nd Real Server, click the “Add New” button under REAL Server for this
Virtual Service, option is lower on the same screen.

Enter the IP for “Real Server Address” and then click “Add This Real Server” button. Leave “Port”
number as 80.

Select "Super HTTP as the persistence mode
Click “View/Modify Existing” option under Virtual Services tab in the Main Menu.

Check that the Virtual Service appears with the correct Virtual IP Address, Port number and Real
Servers and Status is Up in “Status” column.

16.7.3 Configure Port Following for HTTPS VS

1.

2
3
4.
5

On the Main Menu pane, select the Virtual Services menu.

Go to View/Modify Existing option.

Click the “Modify” button for the Virtual Server with port 443.

Select the “Port Following” dropdown in the Advanced Properties pane. Select the port 80 VS

Wait 10 seconds, or uncheck and check the “Activate or Deactivate Service” checkbox in the basic
properties pane for immediate activation.
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16.7.4 Configure Port Following for HTTP VS
On the Main Menu pane, select the Virtual Services menu.

1
2. Go to View/Modify Existing option.

3. Click the “Modify” button for the Virtual Server with port 80.

4. Select the “Port Following” dropdown in the Advanced Properties pane. Select the port 443 VS
5

. Wait 10 seconds, or uncheck and check the “Activate or Deactivate Service” checkbox in the basic
properties pane for immediate activation.
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17 Full Web User Interface (WUI) Menu Tree

This section is Quick Reference that will help you find your way through the menu structure of the
LoadMaster WUI. Some of the diagrams shown in the previous section, Fast Track, will be the same and
have not been duplicated here.

The LoadMaster menu consists of a series of collapsible submenus on the left of the screen.

Home

Virtual Services

Add Mew

View/Modify Services

Manage Templates
Statistics

Real Servers

Rules & Checking

Content Rules
Check Parameters
Certificates

S5L Certificates
Intermediate Certs.
Generate CSR
Backup/Restore Certs.

System Configuration;
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17.1 Home
An introduction page showing the vital information of the LoadMaster.

IP address 192.168.201.58
Machine Identifier Uf7hgm21CS4a (Instance 472654)
Boot Time Thu Jul 21 15:02:14 UTC 2011

LoadMaster Version 6.0-5.20110705-1029

Activation date: July 21 2011

License Licensed until: Unlimited

CPU Load 056
TPS Total 0 (SSL 0)
NetLoad Mbits/sec

etho 0-0

While most of the information on this is self-explanatory, following are some comments and notes:
CPU Load: Applicable to the CPU of the LoadMaster appliances and to the CPU running a VLM.

Net Load: shown for each configured interface.

@ The CPU Load and Net Load data are updated every 5 seconds.
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17.2 Virtual Services

A list of Virtual Services on the LoadMaster, summarizing the properties of each and giving the options
to modify or delete services, or create a new service.

Add New
Virtual IP Address Prot Name Layer (i?.rstt';iﬁ:;e Scheduler Status Real Servers

e

192.168.201.60 =
192.168.201.59:80 t Test01 - -
- 197.165.201 65

I—-_- e || [
4 192.166.201.62:3389 tep  Terminal Sves round robin up 152.168.201.60

round robin Up

@ CAUTION —-Delete is permanent, there is no UNDO feature. Use with care.

17.2.1 Add New VS
Here the Virtual IP (VIP) address, port and protocol and name are defined. The VIP address, name and

port are manually entered into the text fields and the protocol is selected from the drop-down list.

/Y For the LoadMaster Exchange appliance there is a maximum limit of thirteen (13) Virtual Services
that may be configured.

17.2.2 View/Modify Existing VS (HTTP Service)
Each configured Virtual Service may be changed by clicking the MODIFY button or deleted by clicking

the DELETE button. Here the properties of the Virtual Services are shown, and may be modified.

The Virtual Service status may be one of the following:

Up — At least one Real Server is available.

Down — No Real Servers are available.

Sorry — All Real Servers are down and traffic is routed to a
separately configured server, not part of the Real Server set,
with no checking.

Disabled — The service has been administratively disabled.

Redirect Redirect — A fixed redirect response has been configured.
Fail Fail Message — A fixed error message has been configured.
Message

Unchecked — The User has disabled checking of the Real
HDChech:o Servers. All RS are accessed and presumed UP.

The screen below shows a screen for a Virtual Service. It is composed of five component sections:
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Properties for 192.168.201.121:443 - Operating at Layer 7

(e s Duplicate VIP || Change Address
Service Name HTTPS m
Alternate Address | Set Alternate Address |
Service Type  HTTP/HTTPS -

Activate or Deactivate Service |V

|+ sStandard Options
[+] ssL Properties (Acceleration Enabled)
[+| Advanced Properties

|+| Real Servers

+ Basic properties - where the usual and most common attributes are set.
+ Standard Options — the most widely used features of a Virtual Service.

+ SSL properties — if SSL acceleration is being used, it will show Acceleration Enabled and this
section of the screen will be used to configure the functions.

+ Advanced properties — the additional features for a Virtual Service.

+ Real Servers — where Real Servers are assigned to a VS.

/Y Depending upon the service type, and enabled or disabled features, only specific fields and options
may show in the WUI. The screen shots in this document may not represent every possible
configuration.

17.3 Basic Properties Screen

The fields in this screen are:

17.3.1 Service Name
This text field allows you to assign a nickname to the Virtual Service being created, or change an
existing one.

17.3.2 Alternate Address
This is where, if so desired, you would specify a secondary address in either IPv6 or IPv4 format.

17.3.3 Service Type HTTPMHTTPS -
Setting this controls the options displayed for the Virtual Service. It’s

important to make sure the Service Type is set according to the type of Generic

application you are load balancing. STARTTLS protocols

Remote Terminal

17.3.4 Activate or Deactivate Service
This checkbox gives you the option to activate or deactivate a Virtual Service. The default is checked -
active.
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17.4 Standard Options Screen

Standard Options

Extra Ports | Set Extra Ports

L7 Transparency

Mode: SuperHTTP and Source IP -
Persistence Options
Timeout: 6 Minutes -

Scheduling Method | weighted least connection -
Idle Connection Timeout (Default 660) Setldle Timeout

Use Address for SNAT

17.4.1 Extra Ports

You may specify a range of ports, sequential or otherwise, starting with the base port already configured
for the Virtual Service. The port numbers are inputted to the field and separated with a space, and the
maximum range is 1,024 ports. Therefore, if the base port is 80, then the maximum value in this field is
1,104.

17.4.2 Force L7
If visible, the Force L7 should be checked (default). If it is unchecked it will force the Virtual Service to
Layer 4.

17.4.3 L7 Transparency

Enabling this option makes the Virtual Service transparent (NO NAT). However, If the client resides on
the same subnet as the Virtual IP and Real Servers the Virtual Services will automatically NAT (enable
non-transparency) the source IP.

17.4.4 Persistence Options
Persistence is setup on a per Virtual Service basis. This section allows you to select whether persistence
is enabled for this service, to set the type of persistence and the persistence timeout value.

If persistence is enabled it means that a client connection to a particular Real Server via the LoadMaster
is persistent, in other words the same client will subsequently connect to the same Real Server. The
timeout value determines for how long this particular connection is remembered.

i+ If you have content switching enabled, you will still see all Layer 7 options available in the
persistence menu. If you do select a Layer 7 option (any option other than NONE or SRC), then
content switching will automatically be disabled, and the rule list applied to Real Servers will be
lost.

The pull-down list gives you the option to select the type of persistence. These are:

Source IP Address

The source IP address (of the requesting client) is used as the key for persistency in this case.
Super HTTP

Super HTTP is the recommended method for achieving persistence for HTTP and HTTPS services with
the LoadMaster. It functions by creating a unique fingerprint of the client browser and uses that
fingerprint to preserve connectivity to the correct Real Server. The fingerprint is based on the combined
values of the User-Agent field and, if present, the Authorization header. Connections with the same
header combination will be sent back to the same Real Server.

Copyright © 2002 - 2012 KEMP Technologies, Inc. All Rights Reserved. Page 72 /155



KEMP Technologies LoadMaster Installation & Configuration Guide — Release 6.0-28a

Server Cookie
The LoadMaster checks the value of a specially set cookie in the HTTP header. Connections with the
same cookie will go to the same Real Server.

Server Cookie or Source IP
If cookie persistence fails, it reverts to source-based persistence.

Active Cookie
The LoadMaster automatically sets the special cookie.

Active Cookie or Source IP
If active cookie persistence fails, it reverts to source-based persistence.

Hash All Cookies

The Hash All Cookies method creates a hash of the values of all cookies in the HTTP stream. Cookies
with the same value will be sent to the same server for each request. If the values change, then the
connection will be treated as a new connection, and the client will be allocated to a server according to
the load balancing algorithm.

Hash All Cookies or Source IP
Hash All Cookies or Source IP is identical to Hash All Cookies, with the additional feature that it will
fall back to Source IP persistence in the event no cookies are in the HTTP string.

Super HTTP and Source IP Address

This is the same as super HTTP BUT it also appends the source IP address to the string, thus improving
the distribution of the resulting HASH.

URL Hash
With URL Hash persistence, the LoadMaster will send requests with the same URL to the same server.
HTTP Host Header

With HTTP Host Header persistence, the LoadMaster will send all requests that contain the same value
in the HTTP Host: header to the same server.

Hash of HTTP Query Item

This method operates in exactly the same manner as Server Persistence, except that the named item
being inspected is a Query Item in the Query String of the URL. All queries with the same Query Item
value will be sent to the same server.

Selected Header

With Selected Header persistence, the LoadMaster will send all requests that contain the same value in
the specified header to the same server.

SSL Session

Each session over SSL has its own session id. You can persist on it. BUT in older
versions of MS, the session id was changed every 2 minutes, which made it pretty
useless. Now they don't change it so often, but it is still difficult to work with.

17.4.5 Scheduling Methods
This section allows you to select the method by which the LoadMaster will select a Real Server, for this
particular service. The scheduling methods are as follows:

Round Robin
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Round Robin causes the LoadMaster to assign Real Servers to a session in order, i.e. the first session
connects to Real Server 1, the second to Real Server 2 etc. There is no bias in the way the Real Servers
are assigned.

Weighted Round Robin

This method uses the weight property of the Real Servers to determine which Real Servers get
preference. The higher the weight a Real Server has, the higher the proportion of connections it will
receive.

Least Connection

With this method, the current Real Server with the fewest open connections is assigned to the session.
Weighted Least Connection

As with Least Connection, but with a bias relative to the weight.

Resource Based (Adaptive)

Adaptive scheduling means that the load on the Real Servers is periodically monitored and that packets
are distributed such that load will be approximately equal for all machines. More details can be found in
the section covering scheduling methods.

Fixed Weighting

All traffic goes to highest weight RS that is available. Real Servers should be weighted at the time they
are create and no two RS’ should have same weight otherwise led unpredictable results may occur.

Weighted Response Time

Every 15 seconds the LoadMaster measures the time it takes for a response to arrive for a healthcheck
probe and uses this time to adjust the weights of the RS’s accordingly. I.E. a faster response time
relative to the other RS’s = a higher weight = more traffic sent to that server.

Source IP Hash

Instead of using the weights or doing round robin, a hash of the source IP is generated and

used to find the correct real server. This means that the real server is always the same from the same
host.

You don't need any source IP persistence.

] . .
i*  This MAY cause real server imbalance.

17.4.6 SSL Properties Screen

SSL Properties

S5L Acceleration Enabled: V| Reencrypt:

Certificates ' Self Signed Certificate in use: | Add Mew | | Add Intermediate Cert |

Rewrite Rules || Mone |Z|

Client Certificates Mo Client Certificates required |Z|

This checkbox appears when the criteria for SSL Acceleration have been met, and serves to activate SSL
Acceleration. If there is no certificate for the Virtual Service, you will be prompted to install a certificate.
To download a certificate, enter the remote host where the certificate is located and your username and
password for this host. Then enter the filename of the certificate and the private key, and click "Get File"
to install them.

Certificates

You may add a new certificate or add an intermediate certificate chain to the LoadMaster.
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Rewrite Rules

When the Real Server rejects a request with an HTTP redirect, the resulting Location URL may need to
be converted to specify HTTPS instead of HTTP (and vice-versa).

Client Certificates

No Client Certificates required: enables the LoadMaster to accept https requests from any
client. This is the recommended option.

Client Certificates required: requires that all clients forwarding a https request must present a
valid client certificate.

Client Certificates and add Headers: requires that all clients forwarding a https request must
present a valid client certificate. The LoadMaster also passes information about the certificate to
the application by adding headers. For more information regarding the headers that are added
please refer to Appendix G: Headers Added by LoadMaster When “Client Certificates and
Add Headers’ Option is Selected.

/& This option should not be changed from the default of No Client Certificates required. You
would only change from the default option if you are sure that all clients that access this service
have valid client certificates.

17.4.7 Advanced Properties Screen
—|

Advanced Properties

Content Switching Disabled
HTTP Header Madifications | Show Header Rules
Enable Caching [¥| Maximum Cache usage Mo Limit +
Enable Compression

Detect Malicious Requests

Add Header to Reguest : | Set Header
"Sorry" Server M|
Not Available Error Code: M
Redirection Handling | pegirect URL: | setRedirect URL |
Add a Port 80 Redirector VS |Redirection URL: hitps:/j%h%s | AddHTTP Redirector |
Default Gateway | Set Default Gateway |
Alternate Source Addresses | SetAlternate Source Addresses

Service Specific Access Control | Access Control |

Content Switching

Enable Rule based Content Switching on this Virtual Service. Once enabled, rules must be assigned to
the various Real Servers. Rules can be attached to Real Server by selecting the “None” button located
next the Real Server. Once rules are attached to a Real Server the “None” button will display the count
of rules attached.

HTTP Header Mods - Rule Precedence
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The order in which Content Switching rules are matched are specified here. This option only appears
when Content Switching is enabled. This contains a summary list of rules assigned to the Virtual Service

in question.
Real Servers for this Virtual Service
Operation IP Address Port Forwarding method Weight  Status Rules
[ e ] e N N A N S~ 1
[ Disable ][ Modify ][ Delete ] 10.0.0.4 1000 Enabled

This shows the Real Servers configured and whether any rules have been assigned to them. In this
example the first RS has two rules and by clicking the button marked ‘2’ brings up the screen below.

Operation Name  Match Type Options Header Pattern

RL4 postfix Ignore Case kemp

I -~ I O I O I

default

This screen shows the rules that are assigned to this Real Server and the order in which they apply. To
re-order the rules they have to be deleted from the RS and then added back in the required processing
order. A rule may be promoted in the order of precedence by clicking its corresponding “Promote”
button.

Enable Caching

This option enables caching of static content saving valuable Real Server processing power and
bandwidth. Caching can be enabled per HTTP and off loaded HTTPS Virtual Services.

© Types of files that can be cached may be defined in AFE configuration under the Systems
Configuration, Miscellaneous options menu.

Maximum Cache Usage

This option limits the size of the cache memory per Virtual Service. For example, two Virtual Service
each running with a limit of 50% will use 100% of the cache store. The default is “No Limit”. It is
recommended to limit the cache size to prevent unequal use of the cache store. Ensure that the cache
maximum usage is adjusted so that each Virtual Service has a percentage of cache to use. If there is not
remaining space to be allocated for a cache enabled Virtual Service, that service will not cache content.

Enable Compression

Files sent from LoadMaster are compressed with Gzip.

/Y If compression is enabled without caching, LoadMaster performance may suffer.

o Types of files that can be compressed may be defined in AFE configuration under the Systems
Configuration, Miscellaneous options menu.

Detect Malicious Requests

The Intrusion Prevention System (IPS) service will provide in-line protection of Real Server(s) by
providing real-time mitigation of attacks and isolation of Real Server(s). Intrusion prevention is based
on the industry standard SNORT database and provides real-time intrusion alerting.

Checking the “Detect Malicious Requests” checkbox enables the IPS per HTTP and off loaded HTTPS
Virtual Services. There are two options for handling of requests that match a SNORT rule. Drop
Connection, where a rule match will generate no HTTP response, or Send Reject, where a rule match
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will generate a response to the client of HTTP 400 “Invalid Request”. Both options prevent the request
from reaching the Real Server(s).

Port Following

Port following enables a switch from an HTTP connection to an HTTPS (SSL) connection to be
persistent on the same Real Server. Port following can only be switched on if the current service is an
HTTPS service, and if there exists a HTTP service with the same IP address as this HTTPS service.
Both Virtual Services must have the same set of Real Servers and both Virtual Services should have a
Layer 7 persistence enabled.

Sorry (Not Available) Server

If no Real Servers are available, the LoadMaster will redirect to a specified location, with no checking.
This is colloquially referred to as the ftp server.

Not Available Redirection Handling

When no Real Servers are available to handle the request you can define the error code and URL that the
client should receive.

Error Code:

If no Real Servers are available, the LoadMaster can terminate the connection with a HTTP error code.
Select the appropriate error code.

Set Redirect URL:

When no Real Servers are available and an error response is to be sent back to the client, a Redirect URL
can also be specified. The URL value can be parameterized. %h is used to substitute hostname and %s
will substitute URI.

17.4.8 View/Modify Existing (Remote Terminal Service)
/Y This section is not relevant to the LoadMaster Exchange product.

Properties of the Virtual Service include the Generic Type and also provide Remote Terminal specific
options.

Persistence

If the terminal servers support a Session Directory, the LoadMaster will use the "routing token" supplied
by the Session Directory to determine the correct host to connect to. The LoadMaster persistency timeout
value is irrelevant here - it is a feature of the Session Directory.

[ The switch "IP address redirection” in the Session Directory configuration MUST be
UNCHECKED for this to work.

Using Session Directory with LoadMaster is optional, in terms of persistence. If the Client pre-populates
the username and password fields (see figure x) in the initial request, then this value is stored on the
LoadMaster. As long as these fields are still populated upon reconnect, the LoadMaster will look up the
name and reconnect to the same server as the original connection. The persistence timeout is used to
limit the time the information is kept on the LoadMaster.

If using "Terminal-Service or Source IP" mode, then if neither of these two modes succeeds, then the
source IP address will be used for persistency.

Service Check for the Virtual Service

Only three options are available; ICMP, TCP and RDP. Remote Terminal Protocol opens a TCP
connection to the Real Server on the Service port (port 3389). The LoadMaster sends a1110 Code
(Connection Request) to the server. If the server sends a1101 Code (Connection Confirm) then
LoadMaster closes the connection and marks the server as active. If the server fails to respond within the
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configured response time for the configured number of times or if it responds with a different status
code, it is assumed dead.

17.4.9 Real Servers

This section allows you to create a Real Server (RS) and lists the Real Servers that are assigned to the
Virtual Service. The properties of the Real Servers are summarized and there is also the opportunity to
add or delete a Real Server, or modify the properties of a Real Server. When Content Switching is
enabled, there is also the opportunity to add rules to, or remove rules from, the Real Server (see Add
Rule).

17.4.10 Add Real Server
Clicking the Add New Button brings you to the following screen where the properties of the Real Server
are set. These are:

Please Specify the Parameters for the Real Server

Real Server Address |
Port | 80

Forwarding method nat

Weight = 1000
Add This Real Server
The following Real Servers are already configured The Real Server can be on one of the following networks

192.168.201.60:80 192.168.201.0/24
192.168.201.65:80

Real Server Address: The Real Server IP address (this is not editable when modifying a Real Server).

Port: The forwarding port of the Real Server. This field is editable, so the port may be altered if
necessary.

Forwarding Method: Either NAT (Network Address Translation) or Route (Direct) forwarding.
Whether it is available is dependent on the other modes selected for the service.

Weight: The Real Server's weight. This is weight of the Real Server, as used by the Weighted Round
Robin, Weighted Least Connection and Adaptive scheduling method. The default initial value for the
weight is 1000, the maximum is 65535, and the minimum is 1. It is a good benchmark to give a Real
Server a weight relative to its processor speed, i.e. if serverl seems to bring four times the power of
serverz, assign a weight of 4000 to serverl and weight of 1000 to server2.

/Y For the LoadMaster Exchange, there is a limit of six (6) Real Servers that may be configured.

Click Add This Real Server and it will be added to the pool.

17.4.11 Real Server Check Parameters

This provides a list of checks for well-known services, as well as lower level checks for TCP/UDP or
ICMP. With the service checks, the Real Servers are checked for the availability of the selected service.
With TCP/UDP the check is simply a connect attempt.
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Real Servers

Add Mew ...
HTTP Protocol ~ Checked Port | setCheck Port
URL: Set URL
Use HTTP/1.1:
Real Server Check Parameters HTTP Method: HEAD -
Custom Headers: Show Headers |
| SetHeader |
Operation IP Address Port Forwarding method Weight Status
| Disable || Modify || Delete | 192.168.201.62 80 nat 1000 Enabled

Real Server Check Protocol

The list to the right shows the options that may be used to verify RS health. You may also specify a
specific healthcheck port on the RS. If none are specified here, it will default to the RS port.

Healthcheck URL

By default, the health checker tries to access the URI / to | HTTP Protacal =
determine if the machine is available. A different URL can be IChF Pina ’
specified here.

HTTPS FProtocal
Use HTTP/1.1: TCP Connection Only

bail (SMTF) Protocol

By default the LoadMaster uses HTTP/1.0. However you may opt
to use HTTP/1.1 which will operate more efficiently. Eiﬁ;”.ﬁgqn[:fif&aﬁggﬂﬁgfml
HTTP Healthcheck Method Telnet Pratocal

. . tailbo (FOF3) Frotocol
When accessing the healthcheck URL, the system can use either Mailbox (IMAP) Pratocal

the HEAD or the GET method. Mane
HTTP Reply 200 Pattern

When using the GET method, the contents of the returned response message can be checked. If the
response contains the string specified by this Regular Expression, then the machine is determined to be
up. (The response will have all HTML formatting information removed before the match is performed.
Only the first 4K of response data can be matched.

A%

@ ifthe pattern starts with a carat “** symbol, it inverts the pattern response.

The following health-check methods may be specified.

Method Action

ICMP Ping An ICMP ping is sent to the Real Server

HTTP HTTP checking is enabled

HTTPS HTTPS (SSL) checking is enabled

TCP A basic TCP connection is checked.

Mail The SMTP (Simple Mail Transfer Protocol) is used.
NNTP The (Network News Transfer Protocol) is used.
FTP The (File Transfer Protocol) is used.

Telnet The (Telnet protocol) is used.
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POP3 The (Post Office Protocol — mail client protocol) is
used.

IMAP The (Internet Message Access Protocol — mail client
protocol) is used.

None No checking performed.

Custom Headers

Here you can specify up to 4 additional headers/fields which will be sent with each healthcheck request.
Clicking the button Show Headers will show the entry fields. The first field is where you define the key
for the custom header that is to be part of the healthcheck request. The second field is the value of the
custom header that is to be sent as part of the healthcheck request. Once the information is input, click
the Set Header button.

If a user has specified HTTP/1.1, the Host field is sent as before to the RS. This can be overridden by
specifying a Host entry in the addition headers section. The User-Agent can also be overridden in the
same manner. If an RS is using adaptive scheduling, the additional headers which are specified in the
healthcheck are also sent when getting the adaptive information.

17.5 Statistics

Shows the activity for the Loadmasters within the system (Global), the Real Servers and the Virtual
Services

17.5.1 Global Statistics
CPU

This table displays the following CPU utilization information for a given LoadMaster:
Use the percentage of the CPU, which is spent in processing in user mode
System the percentage of the CPU spent processing in system mode

I/0 Waitingthe percentage of the CPU spent waiting for 1/0 to complete

Idle the percentage of CPU, which is idle

@ The sum of these 4 percentages will = 100%

Core Temp: temperature for each CPU core is displayed for LoadMaster hardware appliances by clicking
the link for each CPU. Temperature will not show on a Virtual LoadMaster statistics screen.
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Global || RealsServers || Virtual Services

Memory

This bar graph shows the amount of memory in use and the amount of memory free on the LoadMaster.
Network Activity

These bar graphs show the current network throughput on each interface.

17.5.2 Real Server Metrics

These graphs display the connections, bytes, bits or packets, depending on choice -the buttons in the top
right of the page toggle which value is to be displayed- handled by each Real Server. The value is a sum

over all Virtual Services that this Real Server is a part of, and is represented as a percentage of, the
overall value for the whole LoadMaster.

[ Global H Real Servers ” Virtual Services ] [ Connections ][ Bytes ” Bits ” Packets ]
. Total | Last . . Active |Current Rate
Name RS-IP Status  |Adaptive Conns | 60 Sec 5 Mins |30 Mins |1 Hour Comns | Conmms/sec [20] Conns/sec

192.168.201.60

o
I-_--------_-=
5l lo2iesoc MMM [ o [ o [ o [ o o[ o[ o Jof
I-_--------_-=
4 System Total Conns Okec | |

17.5.3 Virtual Service Metrics

These graphs display the connections, bytes, bits or packets, depending on choice -the buttons in the top
right of the page toggle which value is to be displayed- for each Virtual Service, and displays how these
are distributed across the Virtual Service's Real Servers by means of the percentage of the total for the
Virtual Service that each Real Server handles.

[ Global ” Real Servers ” Virual Services ] [ Connections ” Bytes ” Bits ]
. |Current Real Servers
Name | Virtual IP Address |Protocol coual | 125 |5 Mins 30 Mins|1 Hour| o <| Rate %]
s "% | Conns's RSP Conns/s
—
Standard | 192.168.201.120:80 0

e B e —
st 201200 | o [ 0 | 0 |0 |0 |0 |0 | o m—

4 Temna 2168201100530 wp [N 0 0 0 | 0 [0 o[ 0
4 = SystemTotalComs | 0| 0 | 0 | 0 | 0| 0 |Okec| |
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17.6 Enable/Disable Real Servers

Real Server Status Operation

192.168.201.61 _ Enable
192.168.201.65 _ Enable

This screen shows the current status of the Real Servers and gives the user the option to Disable or
Enable each RS. Each Real Server has a corresponding buttons, and pressing one button will take an
online server offline, and vice-versa. The status can be Enabled (Green), Disabled (Red) or Partial
(Yellow) —-meaning the Real Server is enabled in one Virtual Service.

@ CAUTION: disabling a Real Server will disable it for all Virtual Services configured to use it. If it
is the only RS available, i.e. the last one, the VS will effectively be down and not pass any traffic.
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17.7 Rules & Checking

17.7.1 Content Rule Management
This screen shows rules that have been configured and gives the option to Modify or Delete.

Content Matching Rules

Operation Name Match Type Options Header Pattern
- o~ TN I I = I =,
2] RL2 prefix Megate Add Host 1234
Header Modification Rules
Operation Name Rule Type Header Pattern Replacement

ST v, 7o R NS TS O —

To define a new rule, click on "Create New". You must give the rule a name.

6 Rule names must be alphanumeric, unique and start with an alpha character. They are case
sensitive, thus two different rules can exist in the form "Rulel" and “rulel”. Giving a rule an existing
name will overwrite the rule of that exact name.

Rule Name

Rule Type Content Matching ~
Match Type  Regular Expression -
Header Field

Match String

Negation [

Ignore Case |:|

Include Host in URL  []

Include Query in URL  []
Create Rule

Rule Types:

Content Matching — matches the content of the header
Add Header — adds a header according to the rule

Del Header — deletes the header according to the rule
Replace Header — replaces the header according to the rule
Modify URL - changes the URL according to the rule

Match Types:

Regular Expression — compares the header to the rule
Prefix — compares the prefix of the header according to the rule
Postfix — compares the postfix of the header according to the rule

For further information on configuring rules, please refer to the Setting up Content Rules section.
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17.7.2 Header Modification

For separate detailed documentation see:
http://www.kemptechnologies.com/fileadmin/content/downloads/documentation/5.1/Header-
Modification-Guide.pdf

17.7.3 Adaptive Parameters

Adaptive Parameters

adaptive Interval (sec) |1D 'I

Adaptive URL I,."Iuad Set URL |
Part IBD Set Port |

Min. Control Yariable Walue (%) |5 'I

Fesetvalues to Default |

Adaptive Interval

This is the interval, in seconds, at which the LoadMaster checks the load on the servers. A low value
means the LoadMaster is very sensitive to load, but this comes at a cost of extra load on the LoadMaster
itself. 7 seconds is a good starting value. This value must not be less than the HTTP checking interval.

Adaptive URL

The Adaptive method retrieves load information from the servers via an HTTP inquiry. This URL
specifies the file where the load information of the servers is stored. The standard location is "/load". It is
the servers’ job to provide the current load data in this file in ASCII format. In doing so, the following
must be considered:

An ASCII file containing a value in the range of 0 to 100 in the first line where:

O=idle and 100=overloaded. As the number increases, i.e. the server becomes more heavily loaded, the
LoadMaster will pass less traffic to that server. Hence, it “adapts’ to the server loading.

The file is set to "/load" by default.
The file must be accessible via HTTP
The URL must be the same for all servers that are to be supported by the adaptive method

Note: This feature is not only of interest for HTTP based Virtual Services, but for all Services. HTTP is
merely used as the transport method for extracting the application specific load information from the
Real Server.

Port
This value specifies the port number of the HTTP daemon on the servers. The default value is 80.
Min Control Variable Value

This value specifies a threshold below which the balancer will switch to static weight-based scheduling,
i.e. normal Weighted Round Robin. The value is a percentage of the maximum load (0-50). The default
is 5.
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17.7.4 Service (Health) Check Parameters
The LoadMaster utilizes Layer 3, Layer4 and Layer7 health checks to monitor the availability of the Real
Servers and the Virtual Services.

Service Check Parameters

Check Intervalisec) |9 'l
Connect Timeout (sec) I 4 'I
Retry Count |2 'I

Resetvalues to Default |

Check Interval

With this field you can specify the number of seconds that will pass between consecutive checks. The
recommended value is 7 seconds.

Connect & Response timeouts

The HTTP request has two steps: contact the server, and then retrieve the file. A timeout can be specified
for each step, i.e. how long to wait for a connection, how long to wait for a response. A good value for
both is 3 seconds.

Retry Count

This specifies the number of retry attempts the check will make before it determines that the server is not
functioning. A value of 1 or less disables retries.

Copyright © 2002 - 2012 KEMP Technologies, Inc. All Rights Reserved. Page 85 /155



KEMP Technologies LoadMaster Installation & Configuration Guide — Release 6.0-28a

17.8 Certificates

17.8.1 SSL Certificates

| ImponCerificate Add Intermediate

VS to Add ~ VS to Delete ~ || Delvs
Replace Cerificate Delete Certificate

vs - VS o Del ~ | Delvs
myhines *.myhines.com 192.168.201.122:443 o Add [M o Delete ;]
| Replace Ceriificate | [ NewcsR | | Delete Cerificate |

oot e - (G

Shown above is the Manage Certificates screen where:

Import Certificate — imports the certificate with your chosen filename.

Add Intermediate — see 6.2 below.

Filename — is the name given to the certificate at the time it was created.
Common Name(s) — is the FQDN (Fully Qualified Domain Name) for your site.
Virtual Services — the Vs* with which the certificate is associated.

Operations —

e VS to Add - the dropdown lists all the SSL Virtual Services configured on the LoadMaster.

Click Add VS when you have located the one you want. It will appear in the Virtual Services
box.

e VS to Delete — removes the association of the certificate and VS. It will neither delete the
certificate nor the VS, only the link between them.

¢ Replace Certificate — updates or replaces the certificate stored in this file.
e New CSR - generates a new CSR based upon the current certificate.
Administrative Certificates — the certificate you want to use, if any, for the administrative interface..

17.8.2 Intermediate Certificates
This shows a listing of the installed intermediate certificates and the name assigned to them.
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If you already have a certificate, or you have received one from a CSR, paste the complete certificate in
the window shown and then assign the certificate the desired name. The name may contain only alpha
characters with a maximum of 32 characters.

Copy and Paste the entire body of the Intermediate Certificate below:

Interrnediate Certificate:

Cesired File Mame I
{i.e. - YeriSignCert.pem or Thwarte.cer): -PEM ar.cer

Cancel | Add Certificate |

17.8.3 Certificate Signing Request

If you do not have a certificate, you may complete the Certificate Signing Request (CSR) and click
Create CSR button.

Y AllCSR’s are generated with a 2048-bit key by default. If the box marked Use 2048 bit key is

unchecked, a 1024-bit key CSR is generated. The exception is the LoadMaster model LM-1500 that can
generate a 1024-bit key only. However, it will accept and can use a 2048-bit key certificate.

All Fields are optional except "Common Name"

2 Letter Country Code (ex. US):

State/Province (Entire Name - New York, not NY):

City:

Company:

Organization (e.g., Marketing,Finance,Sales):

Common Name: (The fully qualified domain name for your web server)
Email Address:

SAN/UCC Names

Use 2048 bit key | |V

Alter clicking the *Create CSR’ button, the following screen appears:
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The following is your 2048 bit unsigned certificate request. Copy the ing, in its entirety, and send it to your
trusted certificate authority

77777 BEGIN CERTIFICATE REQUEST——-—-

MIICVz2CCATECAQRWEjEQMAIGR] UEAXMHAGV2dENgbTCCAS IwDQY JRoZ ThvcHAQER
BRADGEEPADCCAQNCOUEBAORCVNLZVY euMMefMe tHUqUAKRLQdPLY £ £TeWRa 2kvE
IgEYUgquiMuOy£SCFZ 6 fboKelBpsin07SrgqgiwVIEFQNS PbemUXmEK & TREpatknT
/zFtteCosrOkhtdVeqRInZHA=Er0hvOEatAYUPgDdNI2zHEt t 4Vl yhe 3Ua ] SRKHE|
dkBkELtzCrewsEs CHAXMTH/ Kbsyh /DrZ08 4gA1UCEDR qk+FkkbTZmZz1SEIRH]
6ZveTvd julHVogOiMsBTCoTRExEbZ yIK4HAZ 90WE/ 3IqRkY TpICpOVsRbrNZ1UzGAk
TEnMG4A0Y1qZCREFINVUTIOFR04Y16rkITI+J4ViMkUUCAWERR 2R AMRIGCSQESIbE
DREBBQUARATBRAQCPZ] comEBSERwxck fApsN3 YEmhya+£1 ZucsBo/ JDYpN] a2 ZwHE)|
TSmFOLETxNhnSZrMa JUbETrVE 3YmVIZ ejhM] BENZus0k0] TSFCiwdlwznM11 DaINz
vITk/Z1gdL7EESTAERFAHeaDgl SRSYMsSWzH A 3nVohegTukcKgZHVO DRMPHEEUEE
SeTuNBFvXy/ 1x0G] IUZuh 7TwKr05bydCrRdU7di UvY{BmAC/ gl teSnHOHeET t+rm|
ZmNeHgf1ErwZDRLYI6V(ZM3eWEbTL16/8avbDC3Hgl CIdWBBHANSSpazavZ1QHTa
MEDRTEBIRAG/Sg+E1EL] JKETBenbHUrKO1 FrD

————— END CERTIFICATE REQUEST--——-—

The following is your private key. Copy the following, in its entirety, and save as a .key file. Do this using a text
editor such as Notepad or VI (Do not use Microsoft Word - extra characters will be added making key unusable).
Key will later be used during the certificate upload process. DO NOT lose or distribute this file!

————— BEGIN RSA PRIVATE EEY-—————

MIIEpATIBARKCAQEASFRUOWO: 1Z5q7WwrEupl&8th33NxZBgPasS/YiRZINS
DCMzZET7JIST IVnpSugps sCmyEf TvZuqrTBX0QVAS k9t 6ZRe Y Y rrtHymgl CSHv A MAZ 1
4Fiys4CC11VypEmdkeCzywSEE4RgOBhQ+AND OhrMeq2 ShULEF7TdRqPpEccp2 QETw
uSMEsbibzpcDEzs £9duzEHE0t k7 zi ADVQIQMES 6 £ygT4WSRE PaZnPVILLE fpm/ pO)|
3204dWiDQywFMK] spHEpvbIgrgeDP2ZhYh/ cipCRjukkKkSHxFus LnVIMYCEN+ewb
[gDRIWpkJEYVNa SEME4XThi Xqu@lOoP4nhW I yRRQI DAQABAOIBAQCEMRosQEXHudwl
JgbEBkEzqyHHS 41 VNLUGES 8Kz fBARTque r4DDXQosEAvkvYY T/ £504VoWgtggxCa
ZNANO0In3kgdjPiVyElZknOle,/+VgakeBSrifpozFlMacrhviHe+ulltBAExJwx T
BOOHpHEMmMMHEdLrgax TN oK I 7xr 2Ly Vg3 oRaqhHLYvJ04 + /KsGld¥Eap2gei Ja
fm77IS0FZrE]j4dTMtME 6 IATHTuMHouZe foJB3FOSH4 peEtTImRQ S VHAE o+ +xHmEHS
Ngx5VVEQDasQgokUyTEqOUASLEMIFZKF5TaFNor 05902 D/ JHEWHz 20 F3vy4 InDRL
C4E/Gt1hAoGRBAPOOYpOPoZaex6vREEx+NsSXO1 ZHZmnkhyQ663RLT yHF 1VGEOC/ gl
1MeCOfrNSHEDjRit 3dEEMmMTgxd oV lkeZu,/m7 2nk3DWa3004dRLt fggb, HNFgiKuury|
¥y vRCDsxhk0f9nncew/ a 4upLAXNEMpEVbsUbGw fTpOVROCU Twa FIARZRoGEADAL)
y2ngD3rbiajy/ fstA4ELNSnSFVSrLONHz yRwcunyas1CSDvCubGENLe1s SEAORWCE
dUeRrln3zalSCyZWIATRSSgdnLe4tSEZwddRXyegx/ qHCUNImMrl A CYWZ inGE4MUGC
[RewdocuSZuRnGwewZbRTxSZCwPnQrEJGanggS 11 TNAOGBAN+IEMy v BV Jud7c431
8pHUCPOWLEiSUsMpjRgsluSDhESDEmOc8Qr FytVnVbgedIVzUwSR/ 550112 0MNUE
2 PW1aCFgPV1lgjgOhpmaR795 I 9QDxgmNgdM3 Pnkwj 9gfdKUSRBAus3DaZ 4RI s+VT]
aRoP3PoCHHyiSz8HivESZechRoGARbE 66 cloctC4VEAHoWVRBL 0EmoLNL3YLtET ZR,
FgX0O4ESIY3QtDGEpNabIgXyivm3OW4 sV T 8QppaVESaCZSsUFAlrQkal.tZcZpSTzVe
10WNuLad1¥,/4HFbEBMopvE1 rhET7E30RaPHgl ZHDURSWSHQVZWsmgzGEf L JT3ZB30
+QARChOCg¥Agt y52PhplOulTpTes+ex6l 7TagUiZ¥Ej A0S VILYLHMWKSRFz 95xEk
Fu¥1lZri EBC54F: mc¥SPEfulsFYYs+042Lgkir+v3g3KEybRvo
17iFaERnA5Dolugl3pE 8K IS XHLEmMOSdyx k1 Vysnpftuvsfadblaul=—

————— END RSR PRIVAIE EEY————-

The top part of the screen should be copied and pasted into a plain text file and sent to the Certificate
Authority of your choice. They will validate the information and return to you a validated certificate.

The lower part of the screen is your private key and should be kept in a safe place. This key should not
be disseminated as you will need it to use the certificate. Copy and paste the private key into a plain text
file (do not use any application such as MS Word) and keep the file safe.

17.8.4 Backing Up and Restoring Certificates

When backing up certificates, you will be prompted to input a mandatory passphrase (password). The
parameters of the passphrase are that it must be alpha numeric, it case sensitive with a maximum of 64
characters.

@ CAUTION This passphrase is a mandatory requirement to restore a certificate. A certificate
cannot be restored without the passphrase. If it is forgotten, there is no way to restore the certificate.
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Backup all WIP and Intermediate Certificates Passphrase |:| _

Backup File |

which Certificates | Whatto restars
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17.9 System Configuration

This section provides access to the parameters of the LoadMaster and the systems as an entire entity and
is shown on the lower left side of the screen.

17.9.1 Interfaces

Describes the external network and Internal network interfaces. The screen has the same information for
the ethO and ethl Ethernet ports. The example below is for eth0 on a non HA unit. Also see VLAN
bonding in this document.

Network Interface 0

Interface Address (address[/prefix]) | 192.168.20158/24 | SetAddress |
Link Status Speed: 1000Mb/s, Full Duplex
Automatic - | Force Link |

| Add Address |
Additional addresses (address[/prefix]) —

3ffe:1900:4545:3.02 | Modify Address || Delete |

VLAN Configuration Interface Bonding

O i you have an older infrastructure that does not support VLAN tagging, you may associate
additional subnets to any interface by designating a base network address and a subnet mask. The
LoadMaster will not create any routes to these additional subnets. If needed, an external device
supporting router-on-a-stick configuration can be deployed alongside the LoadMaster.

Subnets on this Interface

Subnet Local Address Action
I I Audd
11.0.0.0/8 11.0.0.1 Delete |

/Y If the unit is part of an HA configuration, the following screen will be displayed when clicking one

of the interfaces.

Network Interface D

Interface Address (address[/prefix]) | [192.168.201.128/24 | SetAddress |
HA Shared IP address | 192168201140 | SetShared address |
HA Partner IP address | 192168201141 | SetPariner address |

Use for HA checks

Link Status Speed: 1000Mb/s, Full Duplex

Automatic - | Force Link |
Additional addresses (address[/prefix]) | Add Address |
VLAN Configuration Interface Bonding

This screen tells the user:
e This is the Master machine of the pair (top left of the screen).
e This LoadMaster is up and the paired machine is down (green and red icons).
e The IP address of this LoadMaster.
e The HA shared IP address. This is the IP address used to configure the pair.
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e The IP address of the paired machine.
e This interface is enabled for HA healthchecking
e The speed of the link is automatically detected.

e Any alternate addresses on this interface.

Creating a Bond/Team
Click the starting interface for the bond.

Interface Bonding

Confirm the bond creation by clicking

Create a bonded interface 13 |

Acknowledge the warning dialogs
Using the Web User Interface (WUI) navigate to » System Configuration i Interfaces  bndX

System Configuration

Interfaces
brdd »ethl

| wirtuzl Lan =]

Local OMS Configuration

Hrctrnarmea Canfinnratinn

If you do not see the “bndX” interface refresh your browser, then select the bonded interface, then click

Bonded Devices |

Select the desired bonding mode

Bonding mode | 202 3ad =

Add the additional interfaces to this bond

Unbond this interface | IethH vl Add Link |

Configure the IP and Subnet Mask on the bonded interface
Removing a Bond/Team

Remove all VLANSs on the bonded interface first; if you do not remove them they will automatically be
assigned to the physical port at which the bond started.

Using the Web User Interface (WUI) navigate to » System Configuration i Interfaces » bndX If you do
not see the “bndX” interface refresh your browser, then select the bonded interface, then click
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Unbind each port by clicking the “Unbind Port” button, repeat until all ports have been removed from
bond.

Unbind Port | Spe&d: 1000Mby/s, Full Duplex IAummaﬂc j Fun:eL'mkl

Once all child ports have been unbonded you can unbond the parent port by clicking “Unbond this
interface”

o] Lt

k
Adding a VLAN

Select the interface and then click VLAN Configuration

Interface Address (xxxx.xx.xx[/ss]) I10.5.2B.B?E M

Use for Default Gateway | 7

Link Status  Speed: 1000Mb/s, Full D
ic =l B

Repeat as needed, to view the VLANSs you can navigate to » System Configuration » Interfaces »

» Interfaces
sbrdd rethl
| wirtual LA -

I Local DMS Configuration

» Hastmarme manfinnratinn

Removing a VLAN
To remove a VLAN select the appropriate VLAN ID by navigating to » System Configuration
Interfaces p | Vitual LAN [

Once selected remove the IP and then click Set Address, once the IP has been removed you will have the
option to delete the VLAN
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Delete this VLAN

Repeat as needed, to view the VLANS you can navigate to » System Configuration » Interfaces »
| Virtual LAN =]

17.9.2 Local DNS Configuration

Current Hostname | KEMF]|

Hostname Used for Diagnostic logging

e R R
[ | Add |

s ae
| ] | Add |
10.0.0.1
e

Max 3 dns servers and 6 search domains.

17.9.3 Route Management
This option permits the configuration of default and static routes. The Load Master requires a default
gateway through which it can communicate with the Internet.

Default Gateway Address ||1u.u.u.1| | [ Set Defaut Gateway

Further routes can be added. These routes are static and the gateways must be on the same network as
the Load Master. To segment traffic you can also leverage the Virtual Service level default gateway.

17.9.4 Access Control
Packet Filter Enabled

Using this toggle option the Packet filter can be activated or deactivated. If the filter is not activated, the
Load Master acts as a simple IP-forwarder. When the filter is activated, only the Virtual Service
addresses can be addressed.

I Pa:kell—_lher‘ |
I Rejectio lllhe‘ﬂiﬂd|Dmp @ Reject @ I

Reject/Drop blocked packets
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When a connection request is received from a host, which is blocked using the ACL, the request is
normally ignored (dropped). The Load Master may however be configured to send back an ICMP reject
packet. For security reasons it is usually best to drop any blocked requests.

Access Control Lists

The Load Master supports a “blacklist” Access Control List system. Any host or network entered into the
Access Control List will be blocked from accessing any service provided by the Load Master.

Blacklist

Blocked addresses Operation
Whitelist

Allowed addresses Operation

The Access Control List is only enabled when the Packet Filter is enabled. The whitelist allows a
specific IP address or address range access. |If the address or range is part of a larger range in the
blacklist, the whitelist will take precedence for the specified addresses.

This option allows a user to add or delete a host or network IP address to the Access Control List. Only
“dotted-quad” IP addresses are allowed. Using a network specifier specifies a network.

For example, specifying 192.168.200.0/24 will block all hosts on the 192.168.200 network.

17.9.5 System Administration

These options control the base level operation of LoadMaster. It is important to know that applying
changes to these parameters in a HA pair must be done using the floating management IP. Many of these
options will require a system reboot. When configuring these parameters only the active system in a pair
is affected.

17.10 User Management

Change the appliance password. This is a local change only and does not affect the password of the
partner appliance in a HA deployment.

Change Password

Current Password ‘
New Password

Re-enter New Password

Other Users

User
Password

Use RADIUS Server

User Permissions Action

The User Management screen allows you to change a current Users password, add a new User and
associated password or change the permissions for an existing User (see below).
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Permissions for User CIMtest

Real Servers
Virtual Services
Rules
System Backup
Certificate Creation
Intermediate Certificates
Certificate Backup
All Permissions

Allowed Network 1 | Mone Assigned

Allowed Network 2 | None Assigned -

e

In this screen you may set the level of User permissions insofar as what configuration changes theya re
allowed to perform. The primary User, bal, always has full permissions. Secondary Users may be
restricted to certain functions and to certain networks.

17.11 Update License

Access Code information will be displayed on screen. This includes the activation date and the
expiration date of the current license. To apply a new license, enter the license code. A reboot may be
required depending on which license you are applying.

Activation date: February 22 2011
Licensed until: Unlimited

Please use the following Access Code to acquire a new license key
from your KEMP representative for your LoadMaster,

Access Code: x7w3u-v4wbg-g1x83-9bx88 (Instance 232612}

License Key: | Update License ‘

17.11.1 System Reboot
Reboot

Reboot the appliance.
Shutdown

Clicking the button attempts to power down the LoadMaster and if for some reason that fails, it will at a
minimum halt the CPU.

Reset To Factory Defaults

Reset the configuration of the appliance with exception to the license information and usernames and
passwords. This only applies to the active appliance in a HA pair.

Reboat

Shutdown |Shutdown ‘

Reset To Factary Defzults | Reset Machine |

Update Software

Contact support to obtain the location of firmware patches and upgrades. Firmware download requires
Internet access. Detailed patch information is available at
http://forums.kemptechnologies.com/viewforum.php?f=9.
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Patch File:

Restore previous version: 5.1-46,20110120-0913 | Restore Software |

Update Machine

Once you have downloaded the firmware you can browse to the file and upload the firmware directly
into LoadMaster. The firmware will be unpacked and validated on LoadMaster. If the patch is validated
successfully you will be ask to confirm the release information. To complete the update you will need to
reboot the appliance, which can be deferred.

Restore Software
If you have completed an update of LoadMasters firmware you can revert to the previous build.

17.11.2 Backup/Restore
Create a Backup

Generate a backup that contains the Virtual Service configuration and the local appliance information.
License information and SSL Certificate information is not contained in the backup.

Restore Configuration

When performing a restore (from a remote machine), the user may select what information should be
restored: the Virtual Service configuration only, Base Configuration only, or both.

Automated Backup

If the Enable Automated Backups box is checked, the system may be configured to perform automated
backups on a daily or weekly basis.

When to Perform Backup — specify the time (24 hour clock) and may be set daily, or specific day of
the week. When set, click the Set Backup Time button.

Remote User —username required to access remote host.

Remote Password — password required to access remote host.
Remote Host — remote host name.

Remote Pathname —the location on the remote host to store the file.
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Create a Backup

Backup the LoadMaster | Create Backup File

Restore Configuration

| LoadMaster Base Configuration

Backup File: Browse_ Restore Configuration

WS Configuration

Automated Backups

Enable Automated Backups |V

When to perform backup 0 ~:0 ~ Day of week Daily - | SetBackup Time
Remote user | Set Remote User |
Remote password | Set Remote Password |
Remote host | Set Remote Host |
Remote Pathname | Set Remote Pathname |

/Y The Automated Backup transfer protocol is currently only FTP.

17.11.3 Date/Time
You can manually configure the date and time of LoadMaster or leverage an NTP server.

NTP host(s) | Set NTP host |

SetDate 4 w Mar + 2011 + | SetDate |

SetTime 15 w :57 w:11 w | SelTime |

Set TimeZone | UTC + | Set TmeZone |

NTP host(s)

Specify the host which is to be used as the NTP server. NTP is a strongly preferred option for an HA
cluster. For a single unit it is at the user discretion.

Y The time zone must always be set manually.

17.12 Logging Options

Logging of LoadMaster events can be both pushed and also pulled from the appliance. It is important to
note that log files on LoadMaster are not historical, if the appliance reboots the logs are reset. It is
important to keep a record of events generated on LoadMaster on a remote facility.

17.12.1 LogFiles
Boot.msg File - contains information during the initial starting of LoadMaster.

Warning Message File - contains warnings during the operation of LoadMaster.

System Message File - contains system events during the operation of LoadMaster, this included both
operating system level and LoadMaster internal events.

Reset Logs - will reset ALL log files.
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Save all Log Files - is used if you need to send logs to KEMP support as part of a support effort. Click
this button, save the files to your PC and forward them to KEMP support.

Boot.msg File | View |

Warning Message File | View |

System Message File || View |

Reset Logs || Resst |

Save all Log Files | Download Log Files |

Debug Options

17.12.2 Debug Options
The LoadMaster has a range of features that will aid the User and KEMP Support staff with diagnosing
connectivity issues. Clicking the Debug Options button will bring up the screen shown below.

Disable All Transparency — disables transparency on every VS and forces them to use Layer 7. Use
with caution.

Enable L7 Debug Traces — generates log traffic in the message files. Due to the large amount of files
being logged it slows down L7 processing.

Perform an I7adm — displays raw statistics about the L7 subsystem.
Enable IRQ Balance — enable this option only after consulting with KEMP support staff.

Disable All Transparency | Disable Transparency |

Enable L7 Debug Traces | Enable Traces |
Perform an |7adm |m|
Enable IRQ Balance | Enable IRQ Balance |
Enable FIPS 140-2 level 1 Mode || Enable FIPS mode |

Perform a PS | ps |

Display Meminfo | Meminfo |

Display Slabinfo | Slabinfo |

Perform an Ifconfig | lfconfig |
Ping Host Host: | Ping |

Kill VM Instance: 210600 | Killvm |

TCP dump

Interface: ethl -~ Address: Port: Start:| Start | Stop: | Stop | Download: | Download

Enable FIPS 140-2 Level 1 Mode — switch to the FIPS level for this machine. Requires a reboot.

@ This forces the LoadMaster to use FIPS 140-2 Level 1 software for all SSL traffic. Once the
LoadMaster has been switched to FIPS it cannot be reversed. See FIPS 140-2 Addendum document.

Perform a PS — performs a ps on the system.

Display Meminfo — displays raw memory statistics.
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Display Slabinfo — displays raw slab statistics.
Perform an Ifconfig — displays raw Ifconfig output.
Ping Host — performs a ping on the specified host.

Kill VM Instance nnnnnn — kills the VM instance.

/Y As this disables the virtual machine you should have previously consulted with KEMP support.

TCP dump -

A TCP dump can be captured either by one or all Ethernet ports. Optionally an address and port may be
specified. The User has control over stopping and starting the dump and then downloading to a
particular location.

17.12.3 Syslog Options

The LoadMaster can produce various warning and error messages using the syslog protocol. These
messages are normally stored locally and may be displayed via the diagnostics menu point. It is also
possible to configure the LoadMaster to transmit these error messages to a remote syslog server (menu
point: extended->syslog).

Six different error message levels are defined and each message level may be sent to a different server.
Notice messages are sent for information only; Emergency messages normally require immediate user
action.

/Y One point to note about syslog messages is they are cascading in an upwards direction. Thus, if a

host is set to receive WARN messages, the message file will include message from all levels above
WARN but none for levels below.

@ We recommend you do not set all six levels for the same host because multiple messages for the
same error will be sent to the same host.

Emergency Host
Critical Host
Error Host

Warn Host
Motice Host

Info Host

Reset Change Syslog Parameters

@ To enable a syslog process on a remote Linux server to receive syslog messages from the
LoadMaster, the syslog must be started with the *“-r” flag.

17.12.4 SNMP Options
With this menu, the SNMP configuration can be modified.

Enable/Disable SNMP metrics

This toggle option enables or disables SNMP metrics. For example this option allows the LoadMaster to
respond to SNMP requests.

i+ By default SNMP is disabled.
& When the feature is enabled, the following traps are generated:
i+ ColdStart generic (start/stop of SNMP sub-system)
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I VsStateChange  (Virtual Service state change)
It RsStateChange  (Real Server state change)
/+ HaStateChange (HA configuration only: LoadMaster failover)

The information regarding all LoadMaster-specific data objects is stored in three enterprise-specific
MIBs (Management Information Base).

ONE4NET-MIB.txt enterprise id

IPVS-MIB.txt Virtual Server stats

B-100-MIB.txt LoadMaster configuration
data

These MIBs (located on the LoadMaster CD) need to be installed on the SNMP manager machine in
order to be able to request the performance-/config-data of the LoadMaster via SNMP.

The description of the counters can be taken from the LoadMaster MIBs (the description clause). Apart
from just reading the MIB this can be done for Linux (nad ucdsnmp) with the command:

snmptranslate -Td -OS <oid>

where <oid> is the object identifier in question.

Example: <oid> = .1.3.6.1.4.1.0ne4net.ipvs.ipvsRSTable.rsEntry.RSConns
snmptranslate -Td —Ov .1.3.6.1.4.1.one4net.ipvs.ipvsRSTable.rsEntry. RSConns
1.3.6.1.4.1.12196.12.2.1.12

RSConns OBJECT-TYPE
-- FROM IPVS-MIB
SYNTAX Counter32
MAX-ACCESS  ead-only
STATUS current

DESCRIPTION "the total number of connections for this RS"

== {iso(1) org(3) dod(6) internet(1) private(4) enterprises(1) one4net(12196) ipvs(12)
ipvsRSTable(2) rsEntry(1) 12 }

The data object defined in the LoadMaster MIBS is a superset to the counters displayed by the WUI.

Note: The data objects on the LoadMaster are not writable, so that only GET requests (GET, GET-
NEXT, GET-BULK,..) should be used.
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Enable SNMP [/
SNMP Clients

Community String | public

Location

Enable SNMP Traps

Reset Change SNMP Parameters

Configure SNMP Clients

With this option, the user can specify from which SNMP management hosts the LoadMaster will respond
to.

/Y 1f no client has been specified, the LoadMaster will respond to SNMP management requests from
any host.

Configure SNMP Community String

This option allows the SNMP community string to be changed. The default value is “public”.
Configure SNMP Contact

This option allows the SNMP Contact string to be changed. For example, this could be e-mail address of
the administrator of the LoadMaster.

Configure SNMP Location
This option allows the SNMP location string to be changed.
SNMP traps

When an important event happens to a LoadMaster a Virtual Service or to a Real Server, a trap is
generated. These are sent to the SNMP trap sinks.

Enable/Disable SNMP Traps
This toggle option enables and disables the sending of SNMP traps.

/Y SNMP traps are disabled by default.
Configure SNMP Trap Sink1

This option allows the user to specify a list of hosts to which a SNMPv1 trap will be sent when a trap is
generated.

Configure SNMP Trap Sink2

This option allows the user to specify a list of hosts to which a SNMPv2 trap will be sent when a trap is
generated.

17.12.5 Email Options

This option permits the configuration of email alerting for LoadMaster events. Email notification can be
delivered for six predefined informational levels. Each level can have a distinct email address and each
level supports multiple email recipients. Email alerting depends on a mail server, support for both an
open relay mail server and a secure mail server is provided. Testing email configuration can be done
using the Web User Interface and navigating to System Configuration -> System Administration ->
Logging Options -> Email Options
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Enable Email Logging [

SMTP Server | Set Server | Port SetPort
Server Authorization (Username) |E|
Authorization Password SetPassword
Local Domain | Set Domain |
Connection Security  Mone -

Emergency Recipients
Critical Recipients
Error Recipients

Warn Recipients
Motice Recipients

Info Recipients

| Change Email Recipients

Send TestEmail to All Recipients |

Sample Email Alert:

= Subject: KEMPZ INFO Log Message
Frome: INFQ-Logoer, KEMPE2@kemptechnologies. com
Date: Z:42PM

To: info@kemptechnologies .com

oot 22 19:42:16 EEMPE logger: This is a test from the Load Master

Set SMTP Server

Enter the FQND or IP address of the mail server. If you are using FQDN please make sure to set the
DNS Server.

Set Authorized User

Enter the username if your mail server requires authorization for mail delivery. This is not required if
you mail server does not require authorization.

Set Authorized Users Password

Enter the password if your mail server requires authorization for mail delivery. This is not a required if
you mail server does not require authorization.

Set Local Domain

Enter the top-level domain if your mail server is part of a domain. This is not a required parameter.
Connection Security

Select the type of security for the connection;

e None
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STARTTLS, if available
STARTTLS
SSL/TLS

Set Email Recipient

Enter the email address that correspond with the level or notification desired. Multiple email addresses
are supported by a comma-separated list, such as:

INFO: info@kemptechnologies.com , sales@kemptechnologies.com

ERROR: support@kemptechnologies.com

17.13 Miscellaneous Options

17.13.1 Remote Access

Allow Remote SSH Access | [7] | io. AllNetworks v Bort: 22 Set Port

Disable S5H-V1 Prat ¥

Allow Web Administrative Access | Y| Using:  eth0: 10.10.10.1 ~ Port: 443 Set Port

Administrative Default Gateway Admin Default Gateway
Radius Server Radius Server | Sharad Sacret: Set Secret
Enable Hover Help ¥
Enforce Strict IP Routing
Remote GEQ LoadMaster Access ‘ Set GEO LoadMaster access

GEOQ LoadMaster Port | 22 Set GEO LoadMaster Port

Allow Remote SSH Access

You can limit the network from which clients can connect to the SSH administrative interface on
LoadMaster.

Allow Web Administrative Access
This option allows you to assign the Interface address that will be hosting the Web User Interface access.
Administrative Default Gateway

When administering the LoadMaster from a non-default interface, this option allows the User to specify
a different default gateway for administrative traffic only.

RADIUS Server

The address of the RADIUS server that is to be used to validate User access to the LoadMaster. To use
RADIUS server you have to specify the shared secret.

Enable hover help
Enables blue hover notes shown when the pointer is held over a field.
Remote GEO LoadMaster Access

Set the addresses of the GEO LoadMasters that can retrieve service status information from this
LoadMaster.
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GEO LoadMaster Port

The port over which GEO LoadMasters will use to communicate with this LoadMaster unit.

17.14 L7 Configuration

Allow Connection Scaling over 64K Connections

Under very high load situations, Port Exhaustion can occur. Enabling this option will allow the setting of
Alternate Source Addresses which can be used to expand the number of local ports available.

Allow connection scaling ower 64K Connections
Always Check Persist
Add Port to Active Cookie
Conform to RFC | [V
Close on Error
Add Via Header In Cache Responses
Real Servers are Local

Drop Connections on RS failure.

L7 Connection Drain Time (secs) 300 | Set Time | (valid values:60 - 86400)
Additional L7 Header = X-ClientSide -
L7 Connection Timeout (secs) 660 | Set Time | (valid values:0, 60-36400)
100-Continue Handling  RFC Conformant -

Always Check Persist
Override the default optimized behavior to only check persistence on initial TCP/IP connection.
Add Port to active Cookie

When using active cookies, the LM creates the cookie from (among other things) the IP address
of the client. However if many clients are behind a proxy server, all clients all of those clients
come from the same IP address. Turning this on adds the clients source port to the string as
well. making it more random

Conform to RFC
This option addresses parsing the header of an HTTP request in conformance with RFC 1738

The request consists of 3 parts: GET /pathname HTTP/1.1 and when "conform" is on, the LoadMaster
scans through the pathname until it finds a space. It then presumes that the next thing is HTTP/1.x. If the
pathname contains spaces and the browser is conformant to the RFC, the pathname will have the spaces
escaped to "%20" so the scan for a space will functions correctly.

However, on some broken browsers, spaces are not escaped and the wrong pathname is processed. And
since the system can't find the HTTP/1.x, the LM will reject the request.

Turning off this feature, forces the LM to assume that the pathname extends to the last space on the line.
It is then assumed that what follows is HTTP/1.x. So making pathnames with spaces in them useable —
however, it is non-conformant to the RFC 1738.

Close on Error
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If the LM has to send back a failure report to the client, for example a file is newer in the cache,
this forces the LM to close the connection after sending the response. Uou can continue using
the connection after sending a failure report, but some systems could become confused. This
option forces the close instead of continuing

Add Via Header in Cache Responses

The relevant HTTP RFC, states that proxies should add a Via header to indicate that something
came from the cache. Unfortunately older LM versions didn't do this. This switch is used to
enable backward compatibility with older versions (if needed).

Real Servers are Local

The LM has an automatic detection of local / non-local clients for the purpose of transparency
(selective transparency). This works well in most cases, BUT it doesn't work well if the client is
actually a real server. Turning this on, helps the LM determine that an RS is actually local so
making selective transparency work. You need an inverted kind of topology to even need to
even think about it.

/Y Do not enable this feature unless you have spoken with a KEMP engineer.

Drop Connections on RS Failure

This is useful for MS Outlook users whereby it closes the connection immediately 14d detects
that a Real Server has failed. Exchange users need this set by default when this version is
installed (L7_TIMEOUT is also set to 86400 at the same time).

L7 Connection Drain Time (secs)

The number of seconds a persistence entry is permitted to override the disablement of a Real Server.
Once a Real Server has been disabled, the drain timer starts. Existing clients with a valid persistence to
this server will be permitted to return. Once the timer expires they will be scheduled to a new Real
Server via the scheduling method. Connection drain does not pertain to deleted servers.

Additional L7 Header

This enables Layer 7 header injection for HTTP/HTTPS Virtual Services. Header injection can be set to
X-ClientSide (KEMP LoadMaster specific) or X-Forwarded-For, or None. Refer to the Transparency
Guide for an explanation of transparency and the value of header injection.

L7 Connection Timeout

The number of seconds that all Layer 7 Virtual Services can have no activity, the connection is closed
after the timeout is reached.

100-Continue Handling

100-Continue processing is complicated. Depending on which MS http server version, different
things need to be done with 100-Continue messages. If you look in the RFC, these messages are
rather ambiguous, and Microsoft’s implementation is even more mysterious (Only MS servers
send out 100-Continue messages, everyone else doesn't need them). So depending on MS server
version, you need to different things when encountering a 100-Continue message from the RS.

I* Speak with a KEMP engineer. To understand how this may be configures.
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17.14.1 Network Options
Enable SNAT |V
Enable Non-Local Real Servers
Enable Alternate GW support
Enable TCP Timestamps
Enable TCP Keepalives
Enable Reset on Close

Subnet Originating Requests

Enable SNAT

Enables translation..

Enable Non-Local Real Servers

Allow non-local Real Servers to be assigned to Virtual Services.

Enable Alternate GW support

Provides the ability to move the default gateway to a different interface.

Enable TCP Timestamps

The LoadMaster can include a timestamp in the SYN when connecting to Real Servers.

(% Enable this only upon request from KEMP support.
Enable TCP Keepalives

By default the TCP keepalives are enabled which improves the reliability of TCP connections that are
long lived (SSH sessions). Keepalives are not usually required for normal HTTP/HTTPS services.

© The keepalive messages are sent from the LoadMaster to the Real Server and to the Client.
Therefore, if the Client is on a mobile network, there may be an issue with additional data traffic.

Enable Reset on Close

When enabled the LoadMaster will close its connection with the Real Servers by using RESET instead of
the normal close handshake. This only makes a difference under highloads of many connections.

Subnet Origination Requests

When transparency is turned off for a Virtual Service, the source IP address of connections to the Real
Servers is the Virtual Service. When enabled, and subnets are being used, the source IP address will be
the subnet local address of the LoadMaster. If the Real Server is on a subnet, then the subnet address of
the LoadMaster will be used.
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17.15 AFE Configuration

Cache Configuration

Maximum Cache Size 100 | SetSize | (Valid values:1 - 101)

Cache Virtual Hosts | [V

| Add |

File extensions that should not be cached:

.aspx .jsp .php .shtml Mo Entry = | Delete |

Compression Options

File extensions that should not be compressed: | Add |
.asf .gif .gz .jpeg .jpg .mov .mp3 .mp4 .mpe .mpeg .mpg .pdf .png .swf No Entry = | Delete |
tgz .wav .wma .wmv .z .zip

Intrusion Detection Options

Detection Rules Browse_ | ‘ Install new Rules ‘

Detection level  Default- Only Critical problems are rejected A
Client Limiting

Client Connection Limiter 0 | Set Limit | (valid values:0 - 100000}

Maximum Cache Size
How much memory can be utilized by the cache in Mbytes.
Cache Virtual Hosts

When not enabled the cache presumes there is only one virtual host supported on the Real Server.
Enabling this option allows the cache to support multiple virtual hosts which have different content.

File Extensions Not to Cache
A list of files types that should not be cached.
File Extensions Not to Compress
A list of file types that should not be compressed.
Intrusion Detection
Supports four levels of what to do when problems are encountered.
e Low - only logging with no rejection
o Default — only critical problems rejected
e High - Serious and critical problems rejected
e Paranoid — All detected problems rejected
Client limiting:

It is possible to set a limit of the number of connections per second from a given host. (limits up to 100K
are allowed). After setting the "default limit" to a value the system allows you to set different limits for
specific hosts / networks so you can limit a network and / or host.
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If you set a network and a host on that network, the host should be placed first since the list is processed

in the order that it is displayed.

17.16 HA Parameters

The role of the appliance can be changed by setting the HA Mode. Changing the HA Mode will require
a reboot, once LoadMaster has rebooted, HA Parameter will appear provided the role is not “Non HA
Mode”. HA will NOT work if both machines are specified the same.

When logged into the HA cluster, use the shared IP address to view and set full functionality to the pair.
If you log into the direct IP address of either one of the devices the menu options are quite different (see
menus below). Logging into one of the LoadMaster directly is usually reserved for maintenance.

Local Home

Local Administration:

Interfaces

eth0 rethl
Hostname Configuration
User Management
Default Gateway
Update License
System Reboot
Update Software
Backup/Restore
Date/Time

HA Parameters
Log Files

Backup/Restore Certs. .
Direct IP Menu

Home

Virtual Services
Statistics

Real Servers
Rules & Checking
Certificates

System Configuration

] HA Parameters

HA Mode

HA version

HA Timeout

HA Initial Wait Time

HA Virtual ID

Switch to Preferred Server

HA Update Interface

Force Partner Update

Inter HA L4 TCP Connection Updates

Inter HA L7 Persistency Updates

HA Status

HA (First) Mode -

Upgraded (carp) =

9Seconds ~

0 [ SetDelay | ( valid values: 0, 10-180)
1 |m| ( valid Values: 1-255)
No Preferred Host «

ethd: ~

Force Update

Shared IP Menu
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At the top of the screen, next to the date and time, icons are shown to denote the real-time status of the
LoadMaster units in the cluster. There will be an icon for each unit in the cluster.

y 07:31:07 %] HA Parameters

HA1 HA2

The four possible icons are:

Green i The unit is online and operational and the HA units are correctly
paired.

Red/Yellow }X{ The unit is not ready to take over. It may be offline or incorrectly
paired.

Blue - The unit is pacified, i.e. it has rebooted more than 3 times in 5

minutes. In this state you can only access the machine via the
direct machine WUI (not the shared WUI), and, it is not
participating in any HA activity, i.e. no changes from the master
will be received and it will not take over if the master fails.

Grey . Both machines are active, i.e. both are set to master, and
something has gone seriously wrong. CALL KEMP support.

In HA mode each LoadMaster will have its own IP address used only for diagnostic purposes directly on
the unit. The HA pair have a shared IP address over which the WUI is used to configure and manage the
pair as a single entity.

HA Mode

If using a single LoadMaster, select Non-HA Mode. When setting up HA mode, one LoadMaster must
be set to HA (First) and the other HA (Second). If they are both set to the same option, HA will not
operate.

(¥ KEMP supplies a license that is HA enabled for each HA unit and specifies first or second unit.
Therefore it is not recommended that you change this option until you have discussed the issue with
KEMP Support.

HA Version

By default the system uses a version of VRRP (CARP - Common Address Redundancy Protocol) to
check the status of the partner. The systems can also support the legacy heartbeat program. Changes to
this option require both machines to be rebooted for the change to take effect.

HA Timeout

The time that the Master machine must be unavailable before a switchover occurs. With this option, the
time it takes an HA cluster to detect a failure can be adjusted from 3 seconds to 15 seconds in 3 second
increments. The default value is 9 seconds. A lower value will detect failures sooner, whereas a higher

value gives better protection against a DOS attack.

HA Initial Wait Time

How long after the initial boot of a LoadMaster, before the machine decides that it should become active.
If the partner machine is running, then this value is ignored. This value can be changed to mitigate the
time taken for some intelligent switches to detect that the LoadMaster has started and to bring up the link

HA Virtual 1D
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When using multiple HA LoadMaster clusters on the same network, this value unigquely identifies each
cluster so that there are no potential unwanted interactions.

Switch to Preferred Server

By default, neither partner in a HA cluster has priority. So that when a machine restarts after a
switchover, the machine becomes the slave and stays in that state until forced to Master. Specifying a
preferred host means that when this machine restarts, it will always try to become master and the partner
will revert to slave mode.

HA Update Interface

The interface used to synchronize the HA information within the HA cluster.

Force Partner Update

Immediately forces the configuration from the active to standby unit without waiting for normal update.
Inter HA L4 TCP Connection Updates

When using L4 services, enabling updates will allow L4 connections to be maintained across a HA
switchover. This option is ignored for L7 services.

Inter HA L7 Persistence Updates

When using L7 services, enabling this option will allow persistence information to be shared between the
HA partners. If an HA failover occurs, the persistence information will not be lost. Enabling this option
can have a significant performance impact.

/Y Both HAL and HA2 must be on the same subnet with the same default gateway and be located within
the same physical site. They must not be separated by an intra-site link and must use the same gateway to
return traffic.
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Appendix A.  The LoadMaster Setup Questionnaire

Single LoadMaster Balancer Solution
Machine 1

Network side: ethO
IP Address

Netmask

Farm side: ethl
IP Address

Netmask

Hostname

Name Servers

(Space separated list)

Search Domains
(Space separated list)

Default Gateway
(IP Address)
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Highly Available dual LoadMaster Balancer Solution

Machine 1 Machine 2
Network side: ethO
IP Address

Netmask

Shared IP address

Farm side: ethl
IP Address

Netmask

Shared IP address

Hostname

Name Servers
(Space separated list)

Search Domains

(Space separated list)

Default Gateway
(IP Address)
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Appendix B: Loadmaster Console Operation

Quick Setup

You will need a PC to connect via COM+ (Console) port with a terminal emulation application, or a
standard VGA and keyboard. Using a null modem cable (reversal) to connect the COM+ port to the
LoadMaster COM port on the rear of the unit. The COM+ settings should 115200,8,N,1.

When you log into the LoadMaster for the first time and the license key has been validated the Quick
Setup will start immediately.

Quick setup can also be accessed from the main configuration menu.

Quick setup allows a LoadMaster to be quickly configured; only the most important parameters needed
by the LoadMaster are setup. Once the LoadMaster is configured and running, all the parameters can be
changed using the Web User Interface.

Quick Setup welcomes you with the following message:

"This menu will allow you to quickly set up the LoadMaster. The first step is to set up the network
interfaces, then the hostname(s) of your LoadMaster(s) and finally the default gateway and DNS
parameters."

The Quick Setup procedure allows the configuration of the following parameters:
Ethernet IP address(s) — for ethO

Ethernet IP address(s) — for ethl

Hostname(s) — for local (and partner machine if running in a HA cluster)

DNS parameters

Domain parameters

Default Gateway

After these parameters have been set, the configuration should be activated. The
LoadMaster is then ready for work.

Note: If a parameter has been incorrectly set. Use the [CANCEL] button until the main menu appears.
Quick Setup can then be performed again to correct the error.

Ethernet IP address(s) — ethO

The user is asked to input the IP address of the ethO (NETWORK side) Ethernet interface. This should be
input as a “dotted quad” followed by a network specifier.

l.e. 192.168.200.12/24

If no network specifier is given, the user will then be asked to specify the netmask, this may be input as
either a network specifier (l.e. for the above example /24.) or as a “dotted quad” (l.e. If the IP address is
192.168.200.12 then the network mask should be 255.255.255.0).

When configuring a HA cluster, the shared IP address will then be requested. This must be on the same
network as the primary IP address of ethO (as previously configured).

Ethernet IP address(s) — ethl

The user will now be asked to input the IP address of the ethl (FARM side) Ethernet interface. When
running in a Single-Armed configuration, this entry should be left empty.

The format of the input is the same as used for ethO. If an address is given, then this must be on a
different network to the address(s) on ethO.
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Hostname
The hostname of the LoadMaster must now be set. A standard (or previously set) name is suggested.

When configuring a LoadMaster HA cluster, the name of the partner machine is requested, a standard
name is also suggested here. This name also does not need to be changed unless the configuration
requires it.

DNS configuration

The DNS resolver may now be configured. Up to three DNS servers may be specified (Addresses must
be in “dotted quad” syntax).

A list of search domains can now also be given. Up to 6 domains can be specified.

Console Main Menu

Many features of the LoadMaster can be configured using the menu system. The menu system can be
used by logging onto the console as “bal”, or by remotely logging into the system using the SSH
protocol.

Important: Remote access is only permitted if the SSH service is enabled and the password for “bal”
has been changed from its default value. If the password has not been changed from its default value, the
user “bal” will only be allowed to login from a directly connected console.

Note: If the password for “bal” has been forgotten, a user can login on the console as pwreset. The
password is 1pwreset, this will reset the password for “bal” to 1fourall until the LoadMaster is rebooted.
If unit is rebooted the password will be reset to its old (unknown) value. It is thus strongly advised that
the password should be changed using the configuration menu before the next reboot.

Configuration Menu basics

The configuration menu system is made up of a number of hierarchical menus split into functional
groups. Navigation around the menus can be performed by using the Up and Down cursor keys, or by
using the “+” and “-* keys. On menus with numeric entries, the number can also be given.

Example: To change the keyboard mapping, the user can type 3<CR> - which selects the

“Local Administration” menu, followed by 3<CR> for “set keyboard map”.

Using “q”"<CR> or “ESCAPE” or using the [CANCEL] button will return the user to the previous menu.
@ To access the [OK], and [CANCEL] buttons, use the TAB key to toggle between the menu and the
buttons.

Using the [CANCEL] button from the main menu, all changes made to the configuration will be ignored.
Using the [OK] button from the main menu performs the menu point, which is currently highlighted.

Important: When the LoadMaster is configured in a HA cluster, and the user is logged onto the standby
machine, only the configuration of the local IP interfaces, changing the local password and performing a
backup/restore should be performed, all other configuration parameters should only be changed on the
active machine. From the main menu, the following options are available.

Quick Setup

This allows the user to quickly configure the basic parameters of the LoadMaster; these include the
Ethernet IP addresses and local gateways and name servers.

See the section on “quick setup” in the initial configuration section.

Service Management (CLI)
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This menu point starts a Command Line Interface (CLI), which lets the user administer the Virtual
Services that are available on the LoadMaster. See Appendix C — ‘Command Line Interface’ for
information on the syntax of the commands.

To leave the CLI, the user can type “exit”, or use the ESCAPE or CTRL-D keys.

In this version of the LoadMaster, the syntax of CLI commands has been changed. The original syntax
may be selected using the menu option “Use MML format CLI” under Utilities -> Diagnostics.

Local Administration

This menu performs administration tasks for the current LoadMaster balancer. The following options are
available:

Set Password

Using this option, the user may change the local password for the user “bal”. The password should be
changed for security reasons. Remote access over SSH is not allowed until the password has been
changed.

Important: The password is not saved when performing a backup and is not replaced when performing a
restore.

If the LoadMaster is running in a HA (high availability) mode cluster. Each LoadMaster can have a
separate password. The password information is not transferred between the members of a cluster.

Set Date/Time
This option allows the local date, time and time zone to be set.

A list of time zones is given; the current time zone is always at the start of the list. The user may select a
different time zone it required.

The date should be entered in the following format:

02-12-03 (Year-Month-Day)

Followed by the time in the following format:

10:57:15 (Hours:Minutes:Seconds)

Note: When first delivered the LoadMaster is set to use UTC.

Set Keyboard Map

This option allows the keyboard mappings to be changed to support different languages.

A list of different keyboard mappings is supplied; the current mapping is always at the start of the list.
Note: The default keyboard mapping is US/ASCII.

Changes to keyboard mappings do not have any affect during an SSL session. Only after reconnection
will the keyboard mappings be activated.

After a keyboard mapping has been selected, the user will be asked to check that the keyboard mapping
is correct. If the keyboard mapping is not correct the [CANCEL] button should be pressed and a different
mapping selected.

Backup/Restore
This option allows the configuration of the LoadMaster to be saved to either to a remote machine.
When using remote backup, the backup server machine must run an FTP daemon or an SSH daemon.

When performing a restore (from a remote machine), the user may select what information should be
restored:
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Only the Virtual Service configuration

Only the information about the Virtual Services will be restored.

Only the LoadMaster Base Configuration

Only the LoadMaster configuration not including the Virtual Service configuration.
Both the Virtual Service and Base Configuration information

All the configuration information on the LoadMaster.

Important: Restoring the Virtual Service Configuration on the standby LoadMaster of a HA cluster is
not permitted since the Virtual Service configuration is always taken from the Active LoadMaster, and
this would overwrite any restored configuration.

Remote Access Control
This option allows the user to enable or disable remote access to the LoadMaster.
Enable/Disable Remote SSH access

This option allows enables or disables access to the LoadMaster via the SSH protocol. If this option is
disabled, the menus can only be accessed via the local console. If no password has been specified for
“bal”, it is not possible to log in via SSH.

Enable/Disable Remote Web access
This option enables or disables access to the Web user interface.
Change Web Address

The LoadMaster is delivered with the Web user interface configured to be only accessible via the
“network” side address. With this option, the Web user interface can be configured to be accessible from
only a “farm” side address.

Administrative Default Gateway

You can route traffic for Web User Interface access to a specific gateway device, this overrides the
global appliance gateway for only WUI traffic.

Enable Hover Help
Disable or enable inline over help in the Web User Interface.

Basic Setup

This menu allows the user to perform each of the steps in the “quick setup” separately.
Network configuration

The configuration of the various IP addresses of the Ethernet interfaces can be configured.

When using the LoadMaster in a one-armed configuration, the second interface does not have to be
configured. When asked to configure the second interface (ethl) just press the [OK] button with no IP
address supplied.

If the LoadMaster is supplied with extra optional Ethernet interfaces, these interfaces can only be
configured using this menu. In this case, the on-board interfaces are no longer eth0O and ethl but the
highest numbered Ethernet interfaces. I.e. the optional interfaces will be designated as ethO and ethl. For
more information on this topic please contact customer support.

Hostname Configuration

The hostname of the LoadMaster can be changed. When the system is configured as a HA cluster, the
hostname of the partner LoadMaster can also be changed.
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@ It is not required to change the name of the LoadMaster unless there are multiple HA clusters on the
same broadcast network (Ethernet segment).

DNS configuration

This option allows the configuration of the LoadMaster name resolution facility. If no DNS parameters
are specified, the administration of the LoadMaster must be performed using “dotted quad” addressing
only.

This option allows the configuration of up to three DNS server addresses. These must be in “dotted
quad” format.

Up to 6 search domains may also be specified.
Routing Configuration
This option permits the configuration of default and static routes.

The LoadMaster requires a default gateway through which it can communicate with the Internet. See the
“Application Guide” section for more information on this subject.

Other routes can also be specified using this menu. These routes are static and the gateways must be on
the same network as the LoadMaster.

Email Configuration

This option permits the configuration of email alerting for LoadMaster events. Email notification can be
delivered for six predefined informational levels. Each level can have a distinct email address and each
level supports multiple email recipients. Email alerting depends on a mail server, support for both an
open relay mail server and a secure mail server is provided. Testing email configuration can be done
using the Web User Interface and navigating to System Configuration -> System Administration ->
Logging Options -> Email Options

Sample Email Alert:
- %Subject: KEMPZ2 INFO Log Message
Fromye: INFQ-Logoer, KEMPE2@kemptechnologies, com

Date: Z:42PM
To: tpatel@kemptechnologies. com

oot 22 19:42:16 EEMPE logger: This is a test from the Load Master

Set SMTP Server

Enter the FQND or IP address of the mail server. If you are using FQDN please make sure to set the
DNS Server.

Set Authorized User

Enter the username if your mail server requires authorization for mail delivery. This is not required if
you mail server does not require authorization.

Set Authorized Users Password

Enter the password if your mail server requires authorization for mail delivery. This is not required if you
mail server does not require authorization.

Set Local Domain

Enter the top-level domain if your mail server is part of a domain. This is not a required parameter.
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Set Email Recipient

Enter the email address that correspond with the level or notification desired. Multiple emails are
support by a comma-separated list. Ex) support@kemptechnologies.com, info@kemptechnologies.com

Enable L7 Transparency
This is a global configuration that makes ALL Layer 7 Virtual Services transparent.
Use X-ClientSide or X-Forwarded-For Header

This enables Layer 7 header injection for HTTP/HTTPS Virtual Services. Header injection can be set to
X-ClientSide or X-Forwarded-For Refer to the Transparency Guide for an explanation of transparency
and the value of header injection. Header injection requires a Layer 7 persistence or content switching
enabled. A custom header parameter and value can be injected on a per Virtual Service level to identify
which Virtual Service sent the request to the web server.

Support VS Originating Requests

This option is used when deploying LoadMaster using the “Additional Subnets on this Interface” feature.
When creating a non-transparent Virtual Service you can translate the source IP address to either the
Virtual Service IP address or the “Local Address” configured on the additional subnet.

Note: Enabling this feature requires a reboot to take effect..

Extended Configuration

This menu allows the user to configure several features, which do not directly affect the main function of
the LoadMaster but makes the LoadMaster easier to use.

Interface Control

This option allows the configuration of the protocol used at the physical level on the Ethernet. Normally,
the LoadMaster will auto detect (auto-negotiation) which Ethernet protocol it should use. Sometimes this
process does not always work. With this option, the user may force the LoadMaster to use a specific
protocol (either 200Mb Full or Half Duplex).

Note: If the LoadMaster is connected to a 10Mbit switch, then auto detect MUST be used.
Enable/Disable S-NAT
This toggle option will either enable or disable the S-NAT functionality of the LoadMaster.

When S-NAT is enabled, the Real Servers can access the Internet using the LoadMaster as a gateway.
The LoadMaster will use “masquerading” so that connection requests from the Real Servers seem to
originate on the LoadMaster. This means that the Real Servers can be on a private network and still have
access to the Internet.

When S-NAT is disabled, the LoadMaster will not perform “masquerading” and so the Real Servers
cannot access the Internet through the LoadMaster.

In Single-Armed configurations, S-NAT does not provide any extra functionality.
Syslog Configuration
With this option, log messages may be sent to different hosts using the syslog protocol.

A different host may be specified for each of six different levels:

INFO This host will receive all messages from the LoadMaster.
NOTICE This host will receive all messages from the LoadMaster expect INFO.
WARN This host will receive all messages except NOTICE level messages.
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ERROR  This host will receive all messages except WARN and NOTICE level messages. l.e. It will
receive ERROR, CRITICAL and EMERGENCY messages.

CRITICAL This host will receive only CRITICAL and EMERGENCY messages.
EMERGENCY This host will receive only EMERGENCY messages.
SNMP metrics

With this menu, the SNMP configuration can be modified. For more information on SNMP please see
the Application Guide.

Enable/Disable SNMP metrics

This toggle option, enables or disables SNMP metrics. 1.e. This option allows the LoadMaster to respond
to SNMP requests.

Note: By default SNMP is disabled.
Configure SNMP Clients

With this option, the user can specify from which SNMP management hosts the LoadMaster will respond
to.

Important: If no client has been specified, the LoadMaster will respond to SNMP management requests
from any host.

Configure SNMP Community String
This option allows the SNMP community string to be changed. The default value is “public”.
Configure SNMP Contact

This option allows the SNMP Contact string to be changed. For example, this could be e-mail address of
the administrator of the LoadMaster.

Configure SNMP Location
This option allows the SNMP location string to be changed.
SNMP traps

When an important event happens to a LoadMaster a Virtual Service or to a Real Server, a trap is
generated. These are sent to the SNMP trap sinks.

Enable/Disable SNMP Traps

This toggle option enables and disables the sending of SNMP traps.
Note: SNMP traps are disabled by default.

Configure SNMP Trap Sink1

This option allows the user to specify a list of hosts to which a SNMPvL1 trap will be sent when a trap is
generated.

Configure SNMP Trap Sink2

This option allows the user to specify a list of hosts to which a SNMPv2 trap will be sent when a trap is
generated.

Enable/Disable L7 persistency state failover
Note: This feature is only available on a HA cluster configuration

When an L7 persistency option has been enabled, the active LoadMaster will automatically send
connection information to the standby machine so that if the active machine fails, the standby machine
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can take over the processing of requests as if nothing had happened. The connection information is sent
using a Multicast protocol. The parameters for this may be changed under “Multicast Configuration”.

This toggle option will either enable or disable the transfer of L7 connection information. If this feature
takes too much bandwidth or is not required, then it may be safely disabled.

Enable/Disable L4 connection state failover
Note: This feature is only available on a HA cluster configuration

When a Virtual Service is not using persistency or only IP source address persistency, the active
LoadMaster will automatically send connection information to the standby machine so that if the active
machine fails, the standby machine can take over the processing of requests as if nothing had happened.
The connection information is sent using a Multicast protocol. Only the Ethernet interface parameter
under “Multicast Configuration” has any affect on this option.

This toggle option will either enable or disable the transfer of L4 connection information. If this feature
takes too much bandwidth or is not required, then it may be safely disabled.

HA Parameters

These configuration options enable you to control the behavior of the Highly Available pair of
LoadMasters. Its is important that these changes be made using the shared IP so that changes are
synchronized to the standby unit. The individual roles (HA-1 or HA-2) of the appliances can be changed
using only the Web User Interface.

Note: These options are only available on a HA cluster configuration which can be enabled in the Web
User Interface by navigating to System Configuration -> System Administration -> Miscellaneous
Options -> HA Parameters

HA Timeout

With this option, the time it takes a HA cluster to detect a failure can be adjusted. A value between and 1
and 5 can be set. The default value is 1. A lower value will detect failures sooner, while a higher value
gives better protection against a DOS attack.

HA Wait Timeout

The time it takes the LoadMaster at Boot time to determine if the partner is NOT available. If the partner
is available, then this value is ignored. The value can between 31 and 180. A smaller value gives quicker
boot times when the partner is not available. A higher value helps protect against both machines
becoming active. A value of zero uses the system default.

HA Update Interface

This option permits you to decide which interface will be used for LoadMaster intercommunication.
This interface uses multicast for HA communication.

HA Initial Network Checks

This option informs LoadMaster to perform extra boot time network validations. In general this is not
required and should be disabled.

HA Preferred Host

This option allows you to decide in advance which appliance in a HA pair should take the active role
when both appliances are healthy. When a failover occurs and the failing appliance returns to a healthy
state, active status can be transferred back by setting a preferred host. If no preferred host is set then the
active role will transfer during failover to the standby unit. The standby unit will remain active even
when the failed partner is brought back online.
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HA Virtual ID

The value can be between 1 and 5. Only change this value if you have multiple HA clusters on the same
subnet. Each HA pair on the same subnet must have a different ID.

Packet Filter & Access Control Lists
Access control Lists

The LoadMaster supports a “blacklist” Access Control List system. Any host or network entered into the
Access Control List will be blocked from accessing any service provided by the LoadMaster.

The LoadMaster also has a packet filter. When enabled the packet filter blocks all IP packets which are
not directed at a configured port.

The Access Control list is only enabled when the packet filter is enabled. By default the Access Control
List is disabled. This means that all source IP addresses are accepted by the LoadMaster.

Enable Access Control Lists

Using this toggle option the Packet Filter/Access Control List can be activated / deactivated.
Show ACL

This option lists the content of the current Access Control List.

Add address to ACL

This option allows a user to add a host or network IP address to the Access Control List. Only “dotted-
quad” IP addresses are allowed. A network is specified by using a network specifier.

l.e. Specifying 192.168.200.0/24 will block all hosts on the 192.168.200 network.
Delete address from ACL

This option allows an IP address or network to be deleted from the Access Control List.
Reject/Drop blocked packets

When a connection request is received from a host, which is blocked using the ACL, the request is
normally ignored (dropped). The LoadMaster may however be configured to send back an ICMP reject
packet. For security reasons it is usually best to drop any blocked requests.

Utilities

Software Upgrade

Using this option, patches for the operating software of the LoadMaster may be installed or removed.
Install Update

With this option, a patch can be downloaded onto the LoadMaster from a remote server. The server must
be running a SSH daemon.

Once the patch has been downloaded, the patch is unpacked and verified. If the patch is valid, then the
name of the patch will be displayed and the user will be asked to confirm if the patch should be installed.
A copy of the current operating software is saved before the patch is installed, this may be recovered at a
later date using the “rollback update” option.

Rollback Update

If a patch needs to be removed, this option allows the previous version of the operating software to be
recovered. Only one previous version is available. When the software has been recovered, it is not
possible to recover any earlier versions.
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Factory Reset

Reset the configuration of the appliance with exception to the license information and usernames and
passwords.

Transfer mode

This option allows the user to specify which transfer method should be used to transfer data between the
LoadMaster and a remote server. The selected method is used to store a backup on a remote server or to
download software patches. The default method is “ftp”.

Use ftp protocol
Using this option, the Internet standard “ftp” protocol is used. Most servers support this protocol.
Use scp protocol

The “scp” - secure copy — transfer method may be selected. This is more secure than “ftp” but is
normally only supported on UNIX servers. If this mode is selected, the transfer of SSL certificates can
only be performed via the menu system and not via the Web interface.

Use http protocol
Using this transfer method, backups to a remote server cannot be performed.

Software patches can however be downloaded from any Web server where the patch has been made
available.

Network Time Protocol Host

The time on the LoadMaster can be synchronized to an NTP server. The time will be synchronized at
boot time and every then on an hourly basis. Using this option, the address of the NTP server can be
specified.

SSL certificate administration

This option permits the administration of currently installed SSL certificates. A list of Virtual Services,
which have SSL acceleration enabled, is given. Selecting a Virtual Service allows the certificates for the
service to be managed. Selecting the local option allows the certificate used for the Web interface to be
regenerated.

Get a certificate file

This option allows the user to download a certificate file for the Virtual Service.
Note: the SCP protocol may be used to transfer certificate files.

Get a key file

This option allows the user to download a private key file for the Virtual Service. If a private key is
included in the certificate file, no additional private key file is required.

Delete the key and certificate files
Allows the user to delete a certificate and key file for a specific Virtual Service.
Update License

This option permits the input of a new license key. l.e. when updating from an evaluation to a full
license.

Diagnostics
This menu allows the user to perform diagnostic functions on the LoadMaster.

Ping Remote Host
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A remote host may be “pinged.
Enable Diagnostic login

Important: The option “Enable diagnostic login” should only ever be enabled when requested to by
LoadMaster support staff.

If this option is enabled in normal operation, this may result in unauthorized access to the LoadMaster.
The diagnostic login will be disabled upon reboot of the LoadMaster or it can be disabled from this
menu.

Show Partner IP Address

If the LoadMaster is being used in a HA configuration and the real addresses of either partner is changed,
it can cause both LoadMasters to no longer communicate with each other. This option allows the
changing of the partners IP address so that communication can be restored.

Reboot

This option will reboot the LoadMaster. All modifications to the configuration will be saved before the
reboot.

Note: When running on the active machine of a HA cluster, the configuration on the standby machine
will also be updated before the standby machine becomes the active machine (Since the active machine
is being rebooted).

Exit LoadMaster Config
This option allows the user to leave the configuration menu system.

If any parameters have been changed, the user will be asked if they want to activate the changes. If this is
confirmed, then the changes are activated. If the user does not want to activate the changes, the user will
be asked if they want to save the changes for a later activation. If this is NOT confirmed, all changes will

be lost. Appendix C. Command Line Interface (CLI) Reference Guide

The command interface syntax is loosely based on the industry standard syntax as used by other Load
Balancer manufacturers.

The command interface has a line based, hierarchical command set. Changes made to the configuration
are only performed when returning to the top level.

@ A port can either be specified as a numeric value or as a symbolic name. The following names are
recognized:

DNS 53

FTP 21

HTTP 80

IMAP4 143

LDAP 389

POP2 109

POP3 110

SMTP 25

SNMP 161

SSL 443
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TELNET 23
TFTP 69

Top level commands
At the top level the following commands may be specified.
Adaptive
This command switches the input to the adaptive parameters command set.
Delete <name|VIP>
This command will delete the specified VIP.
Disable_rs <IPspec>

This command will disable the specified Real Server. l.e. No more traffic will be directed to the Real
Server. This command will disable the Real Server on all Virtual Services where this Real Server is
configured.

Enable_rs <IPspec>

This command will re-enable the specified Real Server. The Real Server will be re-enabled for all
Virtual Services.

Health check
This command switches the input to the health check parameter command set.
Rules

This command switches the input to the rule configuration command set. Rules are only available if the
L7 option has been activated.

Show <name|VIP>

This command will display all information about the given Virtual Service. If no Virtual Service is
specified, information about all Virtual Services will be displayed.

Vip <name|VIP>

This command switches the input to the Virtual Service command set. A <VIP> is the IP address of the
Virtual Service. A <name> is the name of the Virtual Service.

If no Virtual Service with the specified IP address (or IP name respectively), then a new Virtual Service
will be created. No changes will occur to the configuration until the user returns to the top level
command level..9 Help

Prints a summary of commands at the current level.

End

Terminate the CLI session.

Exit

Since the input level is at the top level, this command has no affect.
Adaptive scheduling command level

The following commands are available at the adaptive command level. No changes to the configuration
will occur until the command level returns to the top level i.e. when the user types “exit”.

Interval <Integer>
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With this command, the interval of sampling the server loads will be set to <Integer> seconds.
Min <Integer>
The minimum load (as a percentage) where adaptive balancing takes effect can be set.

If the mean load of the server falls below this threshold, the Virtual Service will be considered "idle" and
the weights will return gradually to their "static" values.

Port <PortSpec>

The specified port will be used to access the Real Servers where adaptive checking is enabled.
Show

Displays the current adaptive checking parameters.

Url <String>

<String> specifies a URL, which will be fetched by the adaptive checking system. The contents of this
URL should specify the load on the current Real Server, with O representing no load and 100
representing a fully loaded server.

For further information regarding Adaptive Balancing, please refer to Appendix G: Headers Added by
LoadMaster When “Client Certificates and Add Headers’ Option is Selected

When the Client Certificates and add Headers option is selected in the Client Certificates drop-down while
enabling SSL Acceleration, a number of headers are added. The following list describes the headers that are
added to the https request by LoadMaster.

SSL_CLIENT_A_KEY="rsaEncryption"
SSL_CLIENT_A_SIG="md5WithRSAEncryption"
SSL_CLIENT_I_DN="/C=US/ST=Administrator/L=Limerick, Ireland/O=Kemp
Technologies/OU=Mary Rosse House/CN=MMC CA"
SSL_CLIENT_I_DN_C="Us"

SSL_CLIENT_I_DN_CN="MMC CA"

SSL_CLIENT_I_DN_L=" Limerick, Ireland "

SSL_CLIENT_I_DN_O=" Kemp Technologies "

SSL_CLIENT_I DN_OU=" Mary Rosse House "
SSL_CLIENT_I_DN_ST="Administrator"

SSL_CLIENT_M_SERIAL="05"

SSL_CLIENT_M_VERSION="3"

SSL_CLIENT_S_DN="/C=US/O= Kemp Technologies /OU= Mary Rosse House
/ST=Administrator/L= Limerick, Ireland /0.9.2342.19200300.100.1.1=jar/CN=Kemp
Sales/Email=sales@kemptechnologies.com"

SSL_CLIENT_S DN_C="US"

SSL_CLIENT_S_DN_CN="Kemp Sales"

SSL_CLIENT_S DN_Email="sales@kemptechnologies.com"

SSL_CLIENT_S DN_L="Limerick, Ireland "

SSL_CLIENT_S_DN_O="Kemp Technologies "

SSL_CLIENT_S DN_OU="Mary Rosse House "
SSL_CLIENT_S_DN_ST="Administrator"
SSL_CLIENT_VERIFY="SUCCESS"

SSL_CLIENT_V_END="Jan 16 14:30:35 2005 GMT"
SSL_CLIENT_V_START="Jan 18 14:30:35 2000 GMT"

SSL_SERVER_A_KEY="rsaEncryption"
SSL_SERVER_A_SIG="md5WithRSAEncryption"
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SSL_SERVER_| DN="/C=US/ST=Administrator/L=Limerick, Ireland/O=Kemp
Technologies/OU=Mary Rosse House/CN=MMC CA"
SSL_SERVER_I_DN_C="US"

SSL_SERVER_I_DN_CN="MMC CA"

SSL_SERVER_| DN_L=" Limerick, Ireland "

SSL_SERVER_I_DN_O=" Kemp Technologies "

SSL_SERVER_I_DN_OU=" Mary Rosse House "
SSL_SERVER_I_DN_ST="Administrator"

SSL_SERVER_M_SERIAL="05"

SSL_SERVER_M_VERSION="3"

SSL_SERVER_S DN="/C=US/O= Kemp Technologies /OU= Mary Rosse House
/ST=Administrator/L= Limerick, Ireland /0.9.2342.19200300.100.1.1=jar/CN=Kemp
Sales/Email=sales@kemptechnologies.com"

SSL_SERVER_S DN_C="US"

SSL_SERVER_S_DN_CN="Kemp Sales"

SSL_SERVER_S DN_Email="sales@kemptechnologies.com"
SSL_SERVER_S DN_L="Limerick, Ireland "
SSL_SERVER_S_DN_O="Kemp Technologies "

SSL_SERVER_S DN_OU="Mary Rosse House "

SSL_SERVER_S DN_ST="Administrator"
SSL_SERVER_VERIFY="SUCCESS"

SSL_SERVER_V_END="Jan 16 14:30:35 2005 GMT"
SSL_SERVER_V_START="Jan 18 14:30:35 2000 GMT"

Appendix H: API for Agent Based Adaptive Balancing.

Weight <Integer>

This specifies the minimal value of the weight (as a percentage of the static weight).

The adaptive scheduling method will not adjust a server weight below this value.

Help

Prints out a list of the available commands at the adaptive command level.

End

Terminates the CLI session. No changes performed after entering this level will be saved.
Exit

Returns the input to the top command level. Any changes will be written to the configuration file, and the
system will be updated accordingly.

Health check command level

The following commands can be performed at the health check command level.
Interval <Integer>

Specifies how often the health of a Real Server should be checked.

Retry <Integer>

Specifies how often the health check of a Real Server should fail before the LoadMaster decides that the
Real Server is no longer responding.

Show
Displays the current health check parameters.
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Timeout <Integer>

Specifies how long the LoadMaster should wait for a response from a Real Server. The LoadMaster will
mark a Real Server as down after Timeout * Retry seconds if no response has been received.

Help

Lists the commands that are available at the health check command level.

End

Terminate the CLI session. Any changes since entering the health check command level will be ignored.
Exit

Leave the health check command level, any changes to the health check parameters will be saved and the
system will be configured accordingly.

Rules command level
The following commands can be performed at the rules command level.
Add <Rule-name>

This command creates a new rule <Rule-name>. It also switches into the Rule Edit command level.
Upon return to the Rules command level. Further rules may be added.

A rule must be added before a Real Server can use it.

Modify <Rule-name>

This command switches into the Rule Edit command level, so that the rule <Rule-name> can be edited.
Delete <Rule-name>

This deletes the specified rule. The rule will be deleted from all Real Servers to which it has been
assigned.

Show [ <Rule-name> ]

Displays a list of all the rules (if no <Rule-name> parameter) is specified or the specified rule.

Help

Lists the commands that are available at the rules command level.

End

Terminate the CLI session. Any changes since entering the health check command level will be ignored.
Exit

Leave the rules command level, any changes to the rules will be saved and the system will be configured
accordingly.

Rule Edit command level
The following commands can be performed at the rule edit command level.
value <string>

This option allows the match string value of the rule to be set. Spaces are significant. By default a string
is treated as a regular expression. If <prefix> or <postfix> is set, then the string is treated as a literal
string, which is then matched at the start or end of the received URL respectively.

[no] negation
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This command inverts (reverts to normal if [no] is specified) the sense of a rule. l.e. If negation is set, the
rule will be true if the received URL does NOT match the value of the rule.

[no] prefix

This specifies that the value of the rule should be matched at the start of the received URL.
[no] postfix

This specifies that the value of the rule should be matched at the end of the received

URL.

[no] regex+host

This specifies that the value of the rule should be matched against the concatenated hostname and
received URL string.

[no] prefix+host

This specifies that the value of the rule should be matched at the start of the concatenated hostname and
received URL string.

[no] postfix+host

This specifies that the value of the rule should be matched at the end of the concatenated hostname and
received URL string.

Note: If no prefix or postfix option is enabled, the default rule matching will be a regular expression.
Specifying no to any of the above options reverts the matching back to regular expression matching
without any hostname concatenations.

Show

Displays the value of the current rule.

Help

Lists the commands that are available at the rule edit command level.

End

Terminate the CLI session. Any changes since entering the rules command level will be ignored.
Exit

Leave the rule edit command level and return to the rules command level. Modifications will not be
saved until after the rules command level is “exited”.

Virtual Service (VIP) command level

The following commands are available at the Virtual Service command level. No changes will be made
to the system until the user performs an “exit” from this level. If the VIP has errors, the user will be
asked if the VIP should be discarded. If the VIP is discarded, the input will return to the top level. If the
VIP is not discarded, the input will remain at the Virtual Service command level, the user may then
correct the error.

[no] Adaptive <String>

Specifies whether the Virtual Service should support adaptive health checking. The only current method
is “http_rs”. To disable adaptive health checking for a Virtual Service, the command <no adaptive>
should be used.

Add <IPspec>
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This command adds the Real Server as specified by the <IPspec> to the Virtual Service. It also switches
the input into the Real Server command level. Upon return from the Real Server command level, further
Real Servers can be added to the Virtual Service.

Address <IPspec>

Specifies the IP address of the Virtual Service.

Delete <IPspec>

Deletes a Real Server as specified by <IPspec> from the Virtual Service. A Virtual

Service must have at least one Real Server.

Disable

Disable the Virtual Service. This means that the Virtual Service will accept no new requests.
Enable

Re-enable a Virtual Service. The Virtual Service will again accept new requests.

Follow <Port Spec>

This command only works if the L7 option of the LoadMaster has been enabled. This specifies
Mask <lIpmask>

When using L4 (source IP based persistency), An IP mask may be specified which is used to determine if
two IP addresses should be treated as coming from the same source. By default the mask has a value of
255.255.255.255, which means that all IP addresses are different.

10 [no] Name <Name>
Specifies the “name” of the Virtual Service. To delete the name use the command <no name>.
11 Healthcheck <String>

This specifies which health-check method should be used for a given Virtual Service. If the Virtual
Service has a well-known port, a health check method will be automatically set. The following health
check methods may be specified.

http Http checking is enabled

https Https (SSL) checking is enabled

smtp The (simple mail transfer protocol) is used.
nntp The (network news transfer protocol) is used.
ftp The (file transfer protocol) is used.

telnet The (telnet protocol) is used.

pop3 The (post office — mail client protocol) is used.
imap The (imap — mail client protocol) is used.

tep A basic TCP connection is checked.

dns A DNS request is sent to the Real Servers port. This checking method is only valid when using a
UDP protocol.

udp A dummy zero length UDP packet is sent to the port.
icmp An ICMP ping is sent to the Real Server.

[no] Persist <Persist type>
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This command specifies which type of connection persistence should be used for a Virtual Service. In no
persistency should be specified for the Virtual Service, the command <no persist> should be specified.
The following persistency types can be specified. If the L7 option has not been enabled, only the <src>
persistency is allowed.

ssl The Session ID in an SSL connection is used to maintain client to Real Server persistency.
cookie Server generated cookies will be used.

active-cookie LoadMaster generated cookies will be used.

url A request for a specific URL will always go to the same Real Server.

host A request to the same virtual host will go to the same Real Server.
src Enables IP based persistency.

cookie- src Server generated cookies will be used. If the client does not return a cookie, the clients’ IP
address will be used.

active- cook-src A LoadMaster generated cookie will be used. If the client does not return the cookie,
the clients’ IP address will be used.

cookie- hash All connections with the same set of cookies will always be sent to the same Real
Server. If no cookies are sent, normal scheduling will occur.

Port <Port spec>

Specifies the IP port to be used for the Virtual Service. If no health check mechanism has been specified
and the port is a well-known port, the relevant health check mechanism will be selected.

Precedence <rule-name> <number>

The precedence of the rule <rule-name> is set to <number>. A value of 1 moves the rule to the start of
the rule list. l.e. this rule is checked first. A higher value moves the rule to the respective position in the
rule. If a <default> rule is specified for a Real Server, its precedence will always be lower than any user
defined rules. l.e. a <default> rule will always be checked after every other rule.

Protocol <tcp/udp>

Protocol to be used for the Virtual Service. This may be <tcp> or <udp>. By default the protocol will be
set to <tcp>.

Ptimeout <Integer>

Specifies how long the LoadMaster should remember the persistency information associated with a
connection. This value is specified in seconds.

Schedule <schedule method>

This allows the scheduling method between the Real Servers to be specified.

The following scheduling methods may be specified:

rr - round robin (default).

wrr weighted round robin.

Ic least connection.

llc weighted least connection.

Server <IPspec>

This command enters the Real Server command level for the specified Real Server.
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The Real Server must already be assigned to the Virtual Service.
cache

Enable caching

compress

Enable compression

urlverify

Enable IPS

dfltgw

Configure the VS default gateway

Show

Displays all the parameters of the current Virtual Service.

Help

Prints out a list of commands at the Virtual Service command level.
End

Terminate the CLI session. No changes made in the Virtual Service command level (or lower) will be
saved.

Exit

Return the input to the top level. Any changes to the Virtual Service will be saved. If an error is detected
in the Virtual Service, the system reports the error and asks if the Virtual Service should be discarded. If
the Virtual Service is not discarded, the input remains at the Virtual Service level, where any corrections
may be made.

Real Server command level

At this command level, a specific Real Server may be configured. The following commands are available
at this level.

Addrule <Rule-name>

This command adds the rule <Rule-name> to a Real Server. If this is the first assignment of <Rule-
name> to a Real Server on the current Virtual Service, the rule will be placed on the precedence list as
the lowest user defined rule l.e. checked after all other rules. Use the Virtual Service command
Precedence to change the precedence order.

Delrule <Rule-name>

This command removes the association of rule <Rule-name> from the Real Server. If there are no more
instances of the rule associated with the Virtual Service, the rule will be deleted from the Virtual Service
precedence list.

Disable

Disables the current Real Server. The Real Server will only be disabled in the current
Virtual Service. If the Real Server is accessed via a different Virtual Service, then this
Virtual Service will not be affected.

Enable
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Re-enable the current Real Server on this Virtual Service. If the Real Server has been disabled on
multiple Virtual Services, these Virtual Services will not be affected.

Forward <forwarding method>
This specifies the forwarding method, which should be used to access the Real Service.

This can be either <nat> or <route>. By default the forwarding method is <nat>, <route> should only be
selected when using “direct service return”.

Port <portspec>

Specifies which port on the Real Server should be used. If no port is specified, then the port from the
Virtual Service will be used.

Show
Display the parameters for the current Real Server.
Weight <integer>

Specifies the weighting for the Real Server. This can be used when using the various scheduling methods
that utilize the weighting of a Real Server.

Help

Lists the commands at this level.

End

Terminate the CLI session. No changes made in the VIP and Real Server command levels will be saved.
Exit

Return to the Virtual Service command level. No changes will be saved until the editing of the current
Virtual Service has been completed.
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Appendix D.  Example of a Content Rule

One way to redirect the root of a webserver. Below is the new text for the copy paste.

Brief explanation: the regex is */$' which matches '/ and only /' - When you negate this rule, it allows
EVERYTHING except /' (the root). The request will then slip thru the cracks and hit the redirect.

==Redirect for Webserver Root==

Typically, this is better to configure this sort of redirect on your Real Servers, however you can utilize
Content Switching to get the same result.

1) Create arule in Rules & Checking > Content Rules

2) Use the following settings for your rule
Rule Name: Redirect_Root

Rule Type: Content Matching

Match Type: Regular Expression
Match String: N$

3) Navigate to your Virtual Service
4) Turn on Content Switching under Advanced Properties
5) Apply the Redirect_Root rule to each of your Real Servers

6) Configure your Not Available Redirection Handling
Error Code: 302 Found
Redirect URL: http://%h/<directory>

Since there is no longer any Real Server to handle cases which do not match the rule, they are handled by
the redirection. This means that ANY request to a URL which does not start with the string specified in
the rule will be redirected.

If you have multiple directories which are allowed, you must repeat the process for each directory.
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Appendix E.  Error Codes

Following is a list of commonly encountered error codes for the LoadMaster.

General Messages

printk

The “kernel: printk: x messages suppressed” are messages that the previous message was
repeated x times (this conserves space in the log files). This message is not a problem on it's
own. If there are no other messages in the logs which indicate a problem, then there is nothing to
worry about.

14d: HTTP/1.1 Checker: RS x.x.x.X:80 Host:y.y.y.y connection closing!

When using HTTP/1.1, the host should not close the connection at the end of each request. This
warning is displayed when the response to the checker request indicates that the host closed the
connection. It is not really an error, but an indication that the RS could be better configured.

L7: RS Failed (x.x.x.x:p:y.y.y.y:p) - Dropping persist

This message occurs while trying to connect a persisting connection to an RS. If it discovers that
the RS is down, the persist information is considered invalid - it should be cleaned out and
dropped. The service will then perform normal scheduling for the new connection.

CPUO not a capable Intel processor

With regard to the 'microcode: CPUO not a capable intel processor' message this is a normal
operation. The LM-| | has a VIA chip and not an Intel CPU so this is expected. As our
firmware runs on a variety of hardware platforms, this is part of the detection stage of bootup.
That message is completely normal for a LM-| .

VIA PadLock not detected.==

With regard to the 'padlock: VIA PadLock not detected.' message this is a normal operation. The
LM-| | has an Intel CPU and not a VIA chip so this is expected. As our firmware runs on a
variety of hardware platforms, this is part of the detection stage of bootup. That message is
completely normal for a LM-| .

L4d: HTTP/1.1 Checker - Connection Closing==
14d: HTTP/1.1 Checker: RS <RS IP>:<PORT> Host: <VS> connection closing!

Those messages are indicative that you have HTTP 1.1 healthchecks turned on, but you have
KeepAlive turned off on your Real Server. The LoadMaster is simply making note of the fact
that it is receiving 'Connection: close' from the Real Server. These are purely informational
messages and do not indicate any sort of failure or malfunction.

/usr/sbin/cron: (root) MAIL (mailed 55 bytes of output but got status 0x0001)==

This message is generated by an internal process, it doesn't have any bearing on the performance
of the LoadMaster. This message will be addressed and removed in a future release of the
firmware. It doesn't have anything to do with SMTP or any LoadMaster configuration.

L7: Connection Time Out Messages

L7: Connection Timed Out

The 'kernel: L7: Connection timed out' are normal messages resulting from an L7 timeout. It's
likely that users are idle and the connections timeout as a result. In most production
environments, those messages are noise. They are only notable if there's a big change in
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frequency (unaccompanied by a big change in web site traffic level) or if they correlate in time
with user reported hangs/drops.

e L7: Connection timed out (X.x.x.X:p->y.y.y.y:p-><nodest>)[0] (waiting for initial client
request)

"Waiting for initial client request” occurs when the client connects but does not send any data.
The client in question is X.X.X.X, the VS is y.y.y.y, the third address is the RS. In this case, the RS
has not been selected, since there has been no data from the client that can be used to determine
which to select.

e L7: Connection timed out (X.X.X.X:p->Yy.y.y.y:p->2.2.2.2:p)[0] (unconnected)==

"Unconnected" timeouts are a result of connection attempts which were not completed to the real
server. LoadMaster has determined which real server should take the connection and has
initiated a TCP connection to the server, however the server did not respond. This may be due to
a failed real server which has not been marked as failed by the health check. It could also be
caused by a very slow response time.

e L7: Connection timed out (X.X.X.X:p->Yy.y.y.y:p->2.z.z.z:p)[0] (connected)

"Connected" timeouts indicate that the connection to the real server has been established and that
data may have been transferred. The connection was disconnected because the idle timeout has
been reached. This type of timeout is normal and is mostly the result of clients simply
abandoning the connection.

The default for the timeout is 660s. This timeout can be found in System Configuration >
Miscellaneous Options > L7 Configuration. The 'L7 Connection Timeout (secs)" is the global
value for this timer. If it is set to 0, it will use the default value. This value can be overridden by
the 'Idle Connection Timeout' in each virtual service.

e L7: Real Server Connect attempt failed (X.X.X.X:p->y.y.y.y:p)

This message indicates that the server was unreachable for client connections even though the
healthcheck is passing. This can be due to several factors. Most likely the health check is not
operating at a high enough level, the healthcheck considers the server up whereas in reality the
server is not ready to accept connections. This can also happen if the server has just gone down
and the healthcheck has not yet failed. In wildcard services, a client could be connecting on a
port which the server is not listening on

HA Messages

o Bad Digest

These messages indicate that there is a conflict in HA checks. This commonly occurs when there
is more than one set of clustered devices on a subnet. If you have other devices utilizing CARP
or VRRP, you will need to set the HA Virtual ID to a unigue value for your LoadMaster pair.

You can change this in System Configuration > Miscellaneous Options > HA Parameters. You
will need to change this to the same value for both units individually.

e PAM-warn

The logs you were seeing are completely normal and are a result of the LoadMaster's inter-HA
communications. Every time a configuration file is changed, the change is mirrored to the
partner unit securely. If you have Inter-HA L4 or L7 updates enabled, there's even more reason
for the updates as each new connection's information is kept active across the pair to maintain
seamless transitions in the event of a failover.

Enhanced Messages
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Healthcheck Failed Messages

These messages are available in 5.1 and forward to document the specific reason why a server

failed the healthcheck.

"Timeout waiting for data"

Connected, but server took too long to send back
any data.

"Timeout waiting for
connection”

Probably only seen when checking "remote"
machines, or if machine has just failed (ARP still
valid).

"Connection Failed -
unreachable host"

There is no route to the host, machine is probably
down, or a network failure.

"Connection Failed - server
unavailable"

Machine is available but the application is not
running (connection refused).

"Connection Failed - Failed
SSL negotiation”

TCP connection ok, but the SSL_connect failed.

"Connection Failed - async
TCP connect failed"

The system was too congested to start a connection
request.

"Response did not match"

If doing a match, this is a failure.

"EOF or Incorrect data
received"

No or invalid data received from server.

"Bad HTTP status
received"

When doing a GET/HEAD and the response code is
not 200 (or 401 or 301 or 302).

__ratelimit

The “kernel: __ratelimit: x callbacks suppressed" is a kernel log message that indicates that a log
message has been repeated. It is similar to the “last message repeated x times™ They conserve log
space by condensing multiple messages into one line. This message is not a problem on it's own.
If there are no other messages in the logs which indicate a problem, then there is nothing to

worry about.
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Appendix F. Configuring Real Servers for the DSR
Configuration
The VIP address on a Real Servers must be configured so that the server does not respond to arp requests
on the VIP address.

For Linux with a recent 2.4 kernel, this can be done by creating the VIP as an IP alias on the loopback
interface.

When you create the VS and assign the respective Real Servers to it, select “route” as the forwarding
method to the Real Servers. This means that the LoadMaster just routes the packets from a client to a RS
without modifying the IP addresses. The Real Server accepts requests for the VIP destination address
because it has configured the VIP as an IP alias. The Real Server will then reply to the IP address of the
requesting client with the source IP address of the reply set to the VIP.

Step Source IP Destination IP MAC Address
1 216.139.43.10 195.30.70.200 Dest: 00:00:00:00:00:aa
2 216.139.43.10 195.30.70.200 Dest: 00:00:00:00:00:bb
3 195.30.70.200 216.139.43.10 Source: 00:00:00:00:00:bb

Configuring a VIP on the loopback interface on Linux
On a linux machine the “ifconfig —a” command will look something like this:
root@RS1 $ ifconfig —a

ethO  Link encap:Ethernet HWaddr 00:00:00:00:00:bb inet addr: 195.30.70.11 Bcast:
195.30.70.255 Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 RX packets:96561817 errors:526
dropped:0 overruns:5 frame:0 TX

packets:97174301 errors:0 dropped:0 overruns:0 carrier:0 collisions:0 txqueuelen:100 Interrupt:10
Base address:0x4000

lo Link encap:Local Loopback inet addr:127.0.0.1 Mask:255.0.0.0 UP LOOPBACK
RUNNING MTU:3924 Metric:1 RX packets:3985923

errors:0 dropped:0 overruns:0 frame:0 TX packets:3985923 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

To create an additional loopback interface with an IP alias use the “ifconfig” command like this:
root@RS1 $ ifconfig lo:1 195.30.70.200 broadcast 195.30.70.200 netmask 255.255.255.255
root@RS1 $ ifconfig lo:1

lo:1  Linkencap:Local Loopback inet addr:195.30.70.200 Mask:255.255.255.255 UP
LOOPBACK RUNNING MTU:3924 Metric:1

The next step is to disable invalid ARP replies. Add the following to your /etc/sysctl.conf file:

net.ipv4.conf.all.arp_ignore=1
net.ipv4.conf.ethO.arp_ignore=1
net.ipv4.conf.ethl.arp_ignore=1
net.ipv4.conf.all.arp_announce=2
net.ipv4.conf.ethO.arp_announce=2
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e net.ipv4.conf.ethl.arp_announce=2

DSR Configuration on Windows

For Windows, it's typically best to use the loopback address. However, to use the loopback address, you'll

need to add the loopback adapter.
In the Windows control panel, select Add Hardware”

Add Hardware Wizard

YWelcome to the Add Hardware Wizard

5

Thiz wizard helps pou:

+ |nstall softveare to support the hardware you add ta waur
computer.

* Troubleshoot problems pou may be having with your
hardware.

& If your hardware came with an installation CD,
it iz recommended that you click Cancel to
close this wizard and use the manufacturer's
CD to install thiz hardware.

To continue, click Neast.

« Back

Click on “Next,” and the wizard may try to discover any new network devices. When it asks “is the
hardware connected?” Select “Yes” and click on “Next”. You'll see a list of hardware. Scroll down and

select “Add a new hardware device”.

l Add Hardware Wizard

The following hardware iz already inztalled on pour computer ﬁ.\

=,

Fram the list below, select an installed hardware device, then click Mext to check
properties or troubleshoot a problenn you might be having.

To add hardware not shown in the list, click “4dd a new hardware device."

Installed hardware:
mlntel[r] Pentium(r]lll proceszor _A_I
‘&,PVI.-’-‘« Rew 5 ar later USE Universal Host Controller
@VI.& Rew B or later USE Universal Host Controller
& USE Foat Hub
&2 USE Roat Hub

Add a new hardware device

< Back | Hewt » I Cancel
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In the next screen, select the manual add option. You'll see a list of devices, and select “Network
adaptors”.

Add Hardware Wizard

From the list below, select the type of hardware you are installing :5

If pou do not zee the hardware categony pou want, click Show Al Devices,

Carnrmiat hardware types:

& |EEE 1334 Bus host controllers ;I
=4 Imaging devices

E,. Moderms

S0 Multi-port serial adapters

Metwork adapters
[B PCMCIA adapters
E PCMCIA and Flazh emarny devices
o Partz [COM & LPT)

5% Diivbars .ﬂ

¢ Back I Mewt » | Cancel |

On the next screen, you'll see a list of manufacturers of network interface. Select “Microsoft,” then
“Microsoft Loopback Adapter” and click on “Next”.

Add Hardware Wizard

Select Hetwark Adapter b
Which network, adapter do wou want bo install?

B Click. the Network. Adapter that matches vour hardware, then click OE. I you have an
| inztallation disk for thiz component, click Hawe Dizk.

Metwark, Adapter: |
Sf Microsaft Loopback Adapter
?té’ icrasaft Tun Miniport Adapter

t anufacturer
I i

Realtek,

&b This driver iz digitally signed. Have Disk... |

Tell me why driver signing is important

< Back I MHeut » I Cancel |

After the installation is complete. You'll have a new network interface in your Network Connections menu
in the Control Panel. It may be named something like “Network Connection 4”, so it might help to rename
it to something like “loopback”. Go into the properties of this interface, and select “TCP/IP”.
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L Local Area Connection 2 Properties EHE
General | Advanced I
Connect uging:
H3 Microsoft Loopback Adapter
Thiz connection uses the following items:
O] 3 1 etyyark Load Balancing »|
.@ File: and Printer Sharing for Microsoft Nebworks
] | nternet Protocol [TCP/IP)
w
1| | »
Install... | Hnirztall | Froperties |
— Deszcription
Tranzmigzion Contral Protocoldnternet Protocol. The default
wide area network. protocol that provides communication |
across diverse interconnected networks.
[~ Shaw icon in notification area when connected
I MNotify me when thiz connection haz limited or ho connectivity
] Cancel

The TCP/IP properties window will be brought up, and this is where you configure the Virtual Service IP

address. If you're Virtual Service IP address is 192.168.1.50, then you would put it in the IP address field.
Then click on “Advanced...”.

Internet Protocol {TCP/IP) Properties

General I

‘fou can get IP sefttings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask wour network administrator
for the approptiate IP settings.

" Dbtain an IP address autamatically
{* Lse the following IP address:

IP address: | 192 .16 . 1 . 50
Subnet mask:; [ 255 . 255 . 255 . 0
Default gateway: |

= Obtain DS server address automatizally

¢ Lse the following DS server addresses:

Preferred DMS server: I

Alkernate DMS server: I

Advanced. .. |
O I Cancel |
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Uncheck the on the *“Automatic metric” checkbox and enter “254” for interface metric. This is an
important step. This will disable this server so that it will not respond to ARP requests for the MAC
address for the Virtual Service IP. Click “OK” to activate the change.

Advanced TCP/IP Settings K E3 |

P settings |ous | wins | options |

—IP addresses

IP address | Subnek mask
192,165,1.50 205,255,255.0
add. .. | Edit... Remoye |

—Defaul gateways;

Gakeway | ekric

add... | Edit... Femoye

—1 &ubomatic metric

Interface metric; 254

(a4 I Zancel

Click on “OK” and close to complete the task.

Configuring a VIP on the loopback interface on Windows Server 2000
Start->Settings->Control Panel->Add/Remove Hardware

Add/troubleshoot a device->Next

Add a new device->Next

No, select from list->Next

Network Adapters->Next

Select "Microsoft" as Manufacturer->select "MS Loopback Adapter”->Next->Finish

To configure the just-created Loopback Adapter:

Start->Settings->Control Panel->Network and Dial up Connections

Right click on new adapter selecting properties

Only "Internet Protocol™ needs to be selected (i.e., remove selection of "Client for MS Networks" and "File
and Printer sharing™)
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TCP/IP Properties->enter IP address of virtual server (the loopback adapter gets the same address as in the
LoadMaster VS IP)

Do not enter a default gateway

Advanced->Set Interface Metric to 254 (this step is important so that the loopback adapter is prevented from
responding to ARP requests)

OK and save all changes.

Configuring a VIP on the loopback interface on Windows Server 2003
Start->Settings->Control Panel->Add Hardware
In the Welcome window, click Next.

In the “Is the hardware connected?” Window, select Yes, | have already connected the hardware, and click
Next.

In the “The following hardware is already installed on your computer window” dialog, in the list of installed
hardware, select Add a new hardware device, and click Next.

In the “The wizard can help you install other hardware window” dialog, select Install the hardware that |
manually select from a list, and click Next.

From the list of hardware types, select the type of hardware Network adapters, and click Next.
In the Select Network Adapter window, make the following selections:

Manufacturer: Select Microsoft.

Network Adapter: Select Microsoft Loopback Adapter.

Click Next.

In the “The wizard is ready to install your hardware window” dialog, click Next.

In the “Completing the Add Hardware Wizard” dialog, click Finish.

Restart your computer.

To configure the just-created Loopback Adapter:

Right-click My Network Places on the desktop and choose Properties. This displays the Network
Connections Control Panel.

Right-click the connection that was just created. This is usually named "Local Area Connection 2". Choose
Properties.

On the General tab, select Internet Protocol (TCP/IP), and click Properties.
In the Properties dialog box, click Use the following IP address and do the following:

IP Address: Enter IP address of virtual server (the loopback adapter gets the same address as in the
LoadMaster VS IP)

Do not enter a default gateway
OK and save all changes.
Restart the computer.

Configuring a VIP on the loopback interface on Windows Server 2008 R2

For Windows, it's typically best to use the loopback address. However, to use the loopback address, you'll
need to add the loopback adapter. This is added through the Device Manager. The screen shots below are
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shown for Windows 7 and in the text it will reflect Windows 7. However where a difference occurs between
Windows XP, that will be added in parenthesis.

To reach the device manager in Windows XP.
On the desktop, right click My Computer, select the Hardware tab and click the Device Manager button.

To reach the device manager in Windows 7.
Go to Start, click Control Panel —make sure you have small icons selected- and click Device Manager.

You will be shown a window as below.

File  Action Mjew Help

&= = E HFE

Fl-e2 kemp-test

mﬁ Batteries

-1 Computer

o Disk drives

-Ba Display adapters

- DYDICD-ROM drives

2 Flappy disk drives

e Floppy drive controllers

g IDE ATA/ATAPT controllers

I Keyboards

}E!, Mice and other pointing devices
Bl Maonitors

l‘-'_" mebwork adapters
b Y Intel(R) PROJ1000 MT Metwork Connection
5 Parks {COM & LPT)

i &)

Processars
-4 Storage conkrollers
- System devices

Select Network Adapters in the window, click on the menu item Action and select Legacy Hardware
(Add Hardware). The window below will show.
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nddvardware

Welcome to the Add Hardware Wizard

Thiz wizard helps vou ingtall driver saftware to suppaort alder
devices that do not support Plug-and-Play and which are not
automatically recognized by Windows.

You ghould only uze thiz wizard if you are an advanced user
ar vou have been directed here by technical suppart.

& If your hardware came with an installation CD,
it iz recommended that you click Cancel to
close thiz wizard and usze the manufacturer's
CD to inztall thiz hardware.

To continue, chick Mest.

< Back I MHest » I Cancel

Click Next and on the next screen select the radio button that states; Install the hardware that I manually
select from a list (Advanced). Click Next and you should see the screen below.

nddmardmare

From the list below, select the type of hardware you are installing

If wou do not see the harduare categony you want, click Show 811 Devices,

Caornimon hardware bypes:

ElMermory technology driver ;I
= Maoderns
" Multi-port serial adapters
L s [etaork adapters
EPCHCIA adapters J
"2 Ports (COM & LPT)
e Printers
@ SBP2IEEE 1394 Dewices
15D host adapters LI
¢ Back I Mewut » I Cancel |

Scroll down the list of devices and select Network Adapters.

Copyright © 2002 - 2012 KEMP Technologies, Inc. All Rights Reserved.

Page 144 / 155



KEMP Technologies LoadMaster Installation & Configuration Guide — Release 6.0-28a

Scroll down the left-hand pane and select Microsoft, then scroll down the right-hand pane and select
Microsoft Loopback Adapter.

nddvardware

Select Network Adapter
YWhich nebwaork, adapter do wou want o install?

Click the Metwork &dapter that matches wour hardware, then click O, If you hawve an

&. installation disk for this feature, click Hawe Disk,

Manufacturer I Metwaork Adapter: I;I
Dialogic Corporation CalMicrosoft IP-HTTPS Platfarm Adapter

Iritel FalMicrosoft ISATAP Adapter

Intel Corporation Bt icrosoft Loopback Adapter

Microsoft CalMicrosaft Teredo Tunneling Adapter e

e Microsoft Virtual Machine Bus Metwork &danter ﬂ
Hawe Disk...

;] This driver is digitally signed.

Tell me why driver sighning is important

¢ Back I Mext = I Cancel |

Click Next and you will be ready to install the Loopback Adapter. Click Next again.

The wizard is ready to install your hardware

Harduware to install:

| W -
= Microsoft Loopback Adapter

To start installing wour new hardware, click Mext,

Cancel |

< Back
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You will see a screen that shows the adapter was successfully installed. Click Finish and go back to the
Device Manager screen, which should look like the screen below where you now have and additional

network adapter, the Loopback.

File Action Wiew Help
= [ E B NS

El-g2 kemp-kest

i )

é Batteries
1M Camputer
= Disk drives
l;, Display adapters
ey DVYDYCD-ROM drives
: = Floppy disk drives
H-== Floppy drive controllers
g IDE ATAJATAPT controllers
£ Kevboards
E!, Mice and aother pointing devices
- B Monitors
- &Y Mebwork adapters
l_-'l" IntelfR) PRO 1000 MT Mebwork Connection
l_-'l" Microsoft Loopback. Adapter
T3 Parts (COM & LPT)
- Processors
45 Storage controllers
[+-yM| System devices

Locate the new Loopback adapter in Network Connections from the Control Panel. Confirm the network

configuration.

A good idea is to rename the adapters so they are readily distinguishable, for example rename the new

adapter to “loopback” and the real network adapter to “network”.

ﬁ Metwork Connections =] B3

G( ;Jv |£-' = Mebwork an... = Mebwork Conneckions - - l‘i’]l Search Netwoark Conmections Eﬂ
J File Edit ‘Wiew Tools Advanced Help
Organize *  Disable this network device  Diagnose this connection  Rename this connection » 52+ [

Local Area Connection £ e Local Area Connection 2
Loopbac —~r Unidentified network,
iﬁ Intel(R) 1000 MT Metwark, 5" Microsoft Loopback adapter
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Configure the loopback adapter with the Virtual Service IP.

Y Make sure the “network” adapter is the actual network adapter that will send and receive traffic.

On the Windows command line run:

netsh interface ipv4 set interface "net" weakhostreceive=enabled
netsh interface ipv4 set interface "loopback" weakhostreceive=enabled
netsh interface ipv4 set interface "loopback” weakhostsend=enabled
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Appendix G: Headers Added by LoadMaster When ‘Clientz
Certificates and Add Headers’ Option is Selected

When the Client Certificates and add Headers option is selected in the Client Certificates drop-down while
enabling SSL Acceleration, a number of headers are added. The following list describes the headers that are
added to the https request by LoadMaster.

SSL_CLIENT_A_KEY="rsaEncryption"
SSL_CLIENT_A_SIG="md5WithRSAEncryption"
SSL_CLIENT_I_DN="/C=US/ST=Administrator/L=Limerick, Ireland/O=Kemp
Technologies/OU=Mary Rosse House/CN=MMC CA"
SSL_CLIENT_I_DN_C="Us"

SSL_CLIENT_I_DN_CN="MMC CA"

SSL_CLIENT_I_DN_L=" Limerick, Ireland "

SSL_CLIENT_I_DN_O=" Kemp Technologies "

SSL_CLIENT_I DN_OU=" Mary Rosse House "
SSL_CLIENT_I_DN_ST="Administrator"

SSL_CLIENT_M_SERIAL="05"

SSL_CLIENT_M_VERSION="3"

SSL_CLIENT_S DN="/C=US/O= Kemp Technologies /OU= Mary Rosse House
/ST=Administrator/L= Limerick, Ireland /0.9.2342.19200300.100.1.1=jar/CN=Kemp
Sales/Email=sales@kemptechnologies.com”

SSL_CLIENT_S _DN_C="US"

SSL_CLIENT_S_DN_CN="Kemp Sales"
SSL_CLIENT_S_DN_Email="sales@kemptechnologies.com"

SSL_CLIENT_S DN_L="Limerick, Ireland "

SSL_CLIENT_S DN_0O="Kemp Technologies "
SSL_CLIENT_S_DN_OU="Mary Rosse House "
SSL_CLIENT_S_DN_ST="Administrator"
SSL_CLIENT_VERIFY="SUCCESS"

SSL_CLIENT_V_END="Jan 16 14:30:35 2005 GMT"
SSL_CLIENT_V_START="Jan 18 14:30:35 2000 GMT"

SSL_SERVER_A_KEY="rsaEncryption"
SSL_SERVER_A_SIG="md5WithRSAEncryption"

SSL_SERVER_| DN="/C=US/ST=Administrator/L=Limerick, Ireland/O=Kemp
Technologies/OU=Mary Rosse House/CN=MMC CA"
SSL_SERVER_I_DN_C="USs"

SSL_SERVER_I_DN_CN="MMC CA"

SSL_SERVER | DN_L=" Limerick, Ireland "

SSL_SERVER_|_DN_O=" Kemp Technologies "

SSL_SERVER_I_DN_OU=" Mary Rosse House "

SSL_SERVER_|I DN_ST="Administrator"

SSL_SERVER_M_SERIAL="05"

SSL_SERVER_M_VERSION="3"

SSL_SERVER_S DN="/C=US/O= Kemp Technologies /OU= Mary Rosse House
/ST=Administrator/L= Limerick, Ireland /0.9.2342.19200300.100.1.1=jar/CN=Kemp
Sales/Email=sales@kemptechnologies.com”

SSL_SERVER_S _DN_C="US"

SSL_SERVER_S DN_CN="Kemp Sales"

SSL_SERVER_S DN_Email="sales@kemptechnologies.com"
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SSL_SERVER_S DN_L="Limerick, Ireland "
SSL_SERVER_S_DN_0O="Kemp Technologies "
SSL_SERVER_S DN_OU="Mary Rosse House "
SSL_SERVER_S DN_ST="Administrator"
SSL_SERVER_VERIFY="SUCCESS"
SSL_SERVER_V_END="Jan 16 14:30:35 2005 GMT"
SSL_SERVER_V_START="Jan 18 14:30:35 2000 GMT"
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Appendix H: API for Agent Based Adaptive Balancing

For adaptive scheduling the LoadMaster periodically checks the system load on all the servers in the farm.
Each server machine has to provide a file that contains a numeric value in the range between 0 and 102
representing the actual load on this server (0 = idle, 99 = overload, 101 = server down, 102 =
administratively disabled). The LoadMaster retrieves this file by an HTTP GET operation. It is the servers’
job to provide the actual load in the ASCII file. There are no prerequisites, though, how the servers evaluate
this information.

There are some conditions that must hold:
e An ASCII file must exist with a number between 0 and 99 in the first line.
e The file must be accessible to an HTTP GET from the LoadMaster.
e The URL must be the same on all servers.

e The URL must match the entry "URL for adaptive scheduling” as set in the "Check Parameters*
under the Rules & Checking panel.

The following is an example script to determine and present the load information on a
LINUX server:

get load() |
awk '/“cpu0/ {printf "$d %d %d %d\n",32,53,34,35}"
‘;procfstat = Jtmp/cpuload
read USR S¥YS IOWAIT IDLE =< /tmp/cpulcad
\ # echo SUSE 358YS5 SIOWAIT SIDLE

INTV=5
DOCUMENTROOT=/usr/local /httpd/htdocs/
LOADFILE="S$DOCUMENTROOT/load"

main () {
while true; do
USR1=8USR
S¥S81=558YS
IOWAIT1=SIO0OWAIT
IDLE1=SIDLE

get load
SUM=5 {( SUSR+58YS+SI0OWAIT+SIDLE ) )
PUSR= } USR-USngf INTV
PSYS= 85YS-8Y31) /SINTV
PIOWAIT=5(( (IOWAIT-IOWAIT1)/SINTV ))
PIDLE=5{ ( [IDLE-IDLE1§f$INTV 1
echo "S(( 100-PIDLE })" = SLOADFILE
sleep SINTV
done
get load
main

Here is an example of a C program to determine and present the load information on a MS Windows NT or
2000 server:
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ginclude <windows. hx
finclude <gtdio.hx
#include cconio. h

&

w

fdefine CEPU 0 1] Srprocegsor O
#define INTERWAL MS 1000 Srthres geconds ag interval®

fteounter path for Windows NT 4.0 and 2000%/
#define DOUNTER BATH NT  TEXT("\\‘\\%s8'\Erozegsor (3d}\\%% Prozessorzelt

w

HOUERY hguery

F

W
TCHRR £ name [MAX COMEUTERNAME LEN
TCHRR ocounter path
DWORD cCLXType;
DHORD glzie=MAX QOOHP
HCOUMTER hounter;
PDH STATUS pdhStatusg;
LilGetCo

fprintf{gtder
axl

pdhsStatus = PdhOpenQuery {d, ¢
1f (pdhStatus ! =N

1§ '}G-{-.‘l‘.fh'—.r.‘ill.'l‘.".l () & QXFF) == 5}

pdhStatugs=PdhAddCounter {niue
1f (pdhStatus ! =NQ
exit|
'?':]1 led
fp=fopen {OOHT
t{lfp

fprintf (gtderr, "ERROR: Couldn't open counter fileil'n®};

£X1

}

ndhStatus=FdhCol lectQueryDat
1f [pdhStatus | =N0
exit [1};
pdhStatus =
2, HQ'I]II'.:.IF!EI"J'.‘!I'_UF! [hlounter, FDH FMT DOUEBLE, &chLrType, &efmb

1f (hQuery!=INVALID HAHNDLE VALDE

This example code is a program that obtains the CPU load counter from Windows 2000. It uses the

Performance Data Helper (PDH) API, and must be linked to the pdh.lib.
The PDH Dynamic Link Library (DLL) pdh.dll must also be installed on the system.
Modify the counter paths for Windows 2000 dependent on the installed language.
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Glossary

Access Code:  An Access Code will be generated during the initial setup of the LoadMaster. You must
contact your KEMP Technologies representative for your 30-day evaluation license or your full purchased
license key.

AFE: Application Front End, a combination of features which are caching, compression and intrusion
prevention.

Balancer: A network device or logic that distributes inbound connections with a common source
address across a farm of server machines.

Farm Side: The LoadMaster network interface to which the server farm is connected.

Flat-based: The VIPs and the Real Servers are defined on the same subnet.

HA:  Highly Available or High Availability (used interchangeably)
ICMP: Internet Control Message Protocol

IMAP: Internet Message Access Protocol

IPS: Intrusion Prevention System

MAT: MAC Address Translation

MIB: Management Information Base: A database of object definitions (also known as OIDs). Contains the
details necessary for an SNMP manager to monitor the objects defined.

NAT: Network Address Translation

NAT-based:  The request destination IP is modified by the LoadMaster to one of the Real Server IP
addresses. Reply traffic from the Real Server must be routed through the LoadMaster so that the reply
source IP can be changed to the VIP.

Network Side: The LoadMaster network interface over which requests to the server farm are typically
made.

One-armed:  Only one Ethernet interface is used for inbound and outbound traffic. (Used interchangeably
with Flat-based.)

POP3: Post Office Protocol (email client protocol)
RS:  Real Server: Physical server machines which make up a server farm.
Service: A Service is an application that is connected to the network.

Shared IP: In a LoadMaster HA configuration, the shared (floating) IP address is the “guaranteed
available” address for a specific interface (e.g., eth0, ethl).

SCP:  Secure copy command of SSH

SNMP: Simple Network Management Protocol: A network protocol used to manage TCP/IP
networks. This protocol provides functions that enable you to access the data object whose definitions are
given by in the MIB.

S-NAT: Network Address Translation for a source IP address.

SSH:  Secure Shell Protocol

Two-armed:  The VIP is defined on a different subnet than the Real Servers.
UTC: Universal Time Coordinated (aka GMT).

VIP:  Virtual IP Address: The IP address of a service defined on the LoadMaster.
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VS:  Virtual Service: An entry on the LoadMaster over which a service being hosted in the server farm
can be reached.
WUI:  Web User Interface: Used to perform LoadMaster administration via a web browser.
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