
Technical Overview of the 
Zenarmor Dashboard
From Installation to more advanced features



Installing the Zenarmor Repository 



Zenarmor Plugin Installation  



Zenarmor Plugins Successfully Installed 



Zenarmor Support for Other OS

Zenarmor can also be run on multiple 
Linux/Unix based OS, other than 
OPNsense, and supports Layer 2 
bridge mode for Secure Web 
Gateway (SWG) deployments in the 
cloud or on-prem. 



Initial Configuration Wizard – STEP 1

Accept the terms and click Agree



Initial Configuration Wizard – STEP 2

Select the database of your choice and install

1.

2.



Initial Configuration Wizard – STEP 3

First, Select your deployment mode, then apply protection on the 
interface and set the security zone.

1.

2.



Initial Configuration Wizard – STEP 4

First, Select your subscription type, then click Next

2.
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Initial Configuration Wizard – STEP 5

The Installation is completed In less than 5 minutes



Exploring the Dashboard – Main overview

The Installation Completed In less than 5 minutes



Reporting Dashboard – 60+ Visual Reports

The Installation Completed In less than 5 minutes



Live Sessions View – Real-Time Traffic 



Activity Explorer – Grouped view by source



Policies Configuration View

You can define multiple policies targeting the traffic type or user 
group of your choice, all with their own granular controls 



Policies Configuration View – Matching Traffic

Per policy matching for traffic type by IP, MAC 
Address and Users/Groups with the ability to 

schedule the policy at your choice.



Policies Configuration View – Security

Default policy providing Essential and Advanced 
Security Categories



Policies Configuration View – App Controls

Granular App Controls allow you to block apps by 
type with many categories to choose from



Policies Configuration View – App Controls

Drilled down view of individual apps you can block, 
in this example, from the Games category



Policies Configuration View – Web Controls

Web Controls – Block by common categories with 
the ability to add custom blocked websites 

Enforced Safe Search can be applied to policies 
directly



Policies Configuration View – Exclusions

Maintain your exclusions whitelist



Zenarmor Settings Menu

All Zenarmor settings can be found under this menu 
and provides a convenient way to manage your 

firewall



Zenarmor Settings Menu – Data Management 

Stream reporting data via
syslog to your SIEM of

choice or connect directly 
to a remote Elasticsearch 

instance



Zenarmor Settings Menu – Scheduled Reports

Setup scheduled reports 
to be emailed to you 
when you need them.



Zenarmor Settings Menu – AD Integration

AD Integration to assign AD users 
and groups to your Zenarmor 

policies.



Zenconsole Vs OPNsense Zenarmor Dashboards 
Zenconsole Cloud Management 
Dashboard is best for managing 

multiple Zenarmor deployments from 
a single “pane of glass.”

OPNsense Zenarmor Dashboard, identical 
to Zenconsole, no matter how you choose 

to manage Zenarmor, you will have a  
consistent user experience throughout.



Are you ready to try 
Zenarmor?
Sign up for a 15-day Business trial today! 

https://dash.zenarmor.com/register/free-edition?utm_source=blog&utm_medium=web&utm_campaign=blog-cta
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