ie sich vor

Alex Berndt

Systems Engineer
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Haufigkeit von Ransomware-Vorfallen

Von wie vielen Ransomware-Angriffen war Ihre Organisation in den letzten 12 Monaten betroffen? (n = 1.932)

85%

der Organisationen waren
mindestens einmal von
Ransomware betroffen.

27%

22%
Die Anzahl derer, die von vier
oder mehr Angriffen betroffen 18%
waren (17%), war groRer als A,
derer, die von uberhaupt nicht
attackiert wurden ( ). 11%

49% 0

der Organisationen waren
von zwei oder drei Angriffen

1%

betroffen.
Keine 1x 2X 3X 4x 5x

Quelle: Data Protection Trends Report 2023
https://vee.am/DPR23

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Mehr als 5x
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Ransomware is the worst kind of disaster

~

85~ 16~ 1in4

of organizations experienced of organizations were Organizations paid the
at least 1 ransomware attack able to recover without ransom and never got their
in the past year” paying the ransom™ data back**

VeeAM



Recovery from ransomware is not easy

How long did
recovery take?

It takes on average
three weeks to
recover (per attack) —
after triage

How long did the entire remediation/recovery take before the organization at large
would say the event was “over”?*

30%

16%

5%
4%

VeeAM






Abwehr von Ransomware

A

—

Mehrstufiger Es gibt keinen
Schutz Konigsweg

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. VeeAM



Cyberresilienzbereiche

Immutable

Verschlisselt
3-2-1-1-0

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. VeeAM



Durchgangige Immutability

Veeam Cloud Connect

——  Performance Tier

o
o

DAS NAS

gooo <

Deduplizierungs-
Appliance

Hardened
Repository

S3 Object Storage

)y N

Durchgangige (a)
Immutability

Richtlinienbasiert
Transparent
Platzsparend
Unabhangig

Ohne Zusatzkosten

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

\ 4

Scale-out Backup
Repository™

VeeAM VeeAM
READY READY (2

q Object with
Cbisch {éb Immutability

— Archive Tier —

\ 4

VeeAM
READY
g& Repository
Capacity Tier
S3-kompatibel
Amazon S3

IBM Object

Amazon S3
Glacier

Storage .
. Microsoft Azure
Blob Storage

Google
Cloud Platform

[
»

Microsoft Azure
Archive Blob
Storage

VeeAM



NIST-

konformes

Cybersicherheits-
Framework

+
VeeAM

Q Identifikation —{9 schutz ——(1) Erkennung — ilé Reaktion —(9 xﬁfs‘iiﬂlmg )

Tracking und Auditing DatalLabs — Patch- Veeam® DataLabs™ Unveranderlicher Sofortige
von Anderungen Manf_ige_me_nt'Fore”s'k API fir die Speicher Wiederherstellungen
Intelligente Kontinuierliche Datenintegration Wive B
: er Cloud-
Diagnosefunktionen Datensicherung (CDP) Speicher
Veeam Disaster Recovery .
Orchestrator Verschliisselung
h
Sichere Wiederherstellung und Schutz
(CENERES ) Snapshot- =
: =]
Mehrstufige Orchestrierung
Wiederherstellung Moderne

i

(Staged Restore) Datensicherung

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Ransomware Erkennung

Seit Uber 5 Jahren verfligt Veeam ONE (ber eine Logik, mit der Ransomware-Aktivitaten auf Produktions-Workloads erkannt werden kdnnen.

=] Hyper-v

B3 Host Machine remoting system failure Predefined Virtual Infrastructure

B3 virtual Machine [ Missing latest duster configuration data Predefined virtual Infrastructure

W7 Cluster Network communication failure Predefined Enabled Virtual Infrastructure
R CSY [: No disk space to run this VM Predefined Enabled Virtual Infrastructure

% Local storage | Not encugh memory to start a VM Predefined Enabled Virtual Infrastructure
& Any Object

Wi Backup & Replication

Possible ransomware activity Predefined Enabled Virtual Infrastructure

¥ Enterprise Manager
w Backup Server

Alarm details

= Knowledge
& Repository

B3 Proxy Veeam ONE detected suspicious activity on this VM

W WAN Accelerator Cause

%/ Tape Server This Virtual Machine had high write rate on datastore along with high CPU Usage which can be caused by ransomware activity
% Cloud Repository

8. Cloud Gateway

Resolution

. Check if files on VM are encrypted by ransomware. Run up-to-date secunty software, prevent ransomware propagation, ask for qualified assistance if neede
0 Internal backup in a case the files cannot be repaired. If VM was not affected by ransomware, raise the alarm thresholds

VeeAM



Sichere Workload-Tests

RegelmaBiges Testen aller gesicherten Workloads und
DR-Szenarien

Sind die Backups virenfrei?

- Uberpriifung mit aktuellen Virenscanner-Definitionen

Never change a running system!

- RegelmaBiges Einspielen von Patches und Updates ‘ <

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. -




Uberpriifung der Backups

Proxy Appliance

m‘ m. m. m m m m v/ H_eartbeat
\/ Ping
EHHHE EHEH network Lk
network

Production
vSwitch

. 4
oooooo —
L

Production Storage

| -
Backup Repository

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Sicherer Zugang

* Verhinderung von unberechtigtem Zugriff

« Aktivieren Sie MFA

» Aktivieren Sie die automatische Abmeldung
bei Inaktivitat

* Verwenden Sie rollenbasierte
Zugriffskontrollen (RBAC)

» Protokollierung und Meldung <& 5
jedes Zugriffs Ny

Security

%ﬁl Veearn . . ray eeal or
L=RN] BaCkUp & Repllcat|0n 12 Veeam Backup and Replication

1 The user will be required to reconfigure MFA upon the next legon. Proceed?

v| Require two-factor authentication for interactive logon

Enable auto logoff after min of inactivity

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. VeeAM



Vorbereitet sein: die Datenschutz-Postleitzahl

- VeeAM N

3d 20 144 18 0%
Verschiedene Kopien Verschiedene Medien Offsite-Kopie Offline, air-gapped Keine Fehler nach
oder immutable Uberpriifung der
Backups auf
Wiederherstellbarkeit

VeeAM




Offline, iImmutable & air-gapped

Likely the single most-effective resiliency technique is to have some form of offline storage
tape, removable disk, etc. as an ultra-resilient copy.

Tape media

Completely offline when not being written to or read from and
WORM

Replicated VMs

Powered off and, in most situations, can be a different
authentication framework (ex: vSphere and Hyper-V hosts are on a
different domain)

Primary storage snapshots

Can be used as recovery techniques and usually have a different
authentication framework

Veeam Cloud Connect backups
+Insider Protection

Not connected directly to the backup infrastructure and use
a different authentication mechanism along with different API

Rotating hard drives (rotating media)

Offline when not being written to or read from (similar to tape)

Immutable backups

Backups in AWS S3 and some S3-Compatible storage
can keep backup data immutable

Hardened Linux Repository

Linux immutable flag on Veeam backups

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.




Hardened Linux Repository — Uberblick

Remuoving backup

Warum?

Mame: Backup Deletion Job Status: Warning
Vor Malware geschiitzte Repositories it LB gt et [35103050 TEE
Bei richtiger Konfiguration:
. Message Duration
SCh utz Vor I nternen Bed rOh U ngen Starting backup deletion job

[TBD] Preparing entities for deletion
[TBD] Building deletion tasks
[TBD] Processed 1 of 1 entities (1

! [BJ-hard1-7d-per-vm] Backup deleted with warning

! [TBD] Failed to delete immutable storages. Count: 4,

Wa S? 1. [TED] Backup can be deleted after 09.11.2020 11:22
n

hard1-per-vm-chains-7days: 0 deleted, 0 skipped, 1 warned, 0 failed
! lob finished with warning at 29.10.2020 11:33:13

Backups sind nicht |6schbar

——————————————————— .
P - ..
Wie: ~—{-i-p - . /HK-Nano.vm-5636D2020-06-18T142332_7FC7.vbk
B e . /HK-Nano . vm-5636D2020-06-24T145659 5C3E.vib
Verwendung des ,,immutable”- B S R -/ .veeam.0.lock
) ] I — — — — —— —— ——————————= . /BJ-immutable.vbm
Datelsy5temattr|buts unter Linux root@multistorage: /mnt/nfs/backups/BJ-immutable# [

VeeAM



Use of Storage Snapshots for better RTO and RPO

During backup, data transport and consistency processing reduce performance
of applications.

Leverage storage snapshots between the backup for even better Recovery Time
and Recovery Point Objectives.

8PM 9PM 10PM 11PM 12PM 1AM 3PM 4PM 5PM 6PM 7PM 8PM

Backup Backup
Sna Sna Sna Sna Sna Sna Sna Sna Sna Sna
P p p p p p p p p p B onap
H BN
© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.







Instant Recovery fur alle Workloads

File-level
recovery
(Windows)

V2V conversion
to vSphere/
Hyper-V

File-level
recovery
(Multi-0S)

Failover to
areplica VM

General
N options

R

Veeam

Explorers
Active Directory Exchange

Save data

Restore
folder/
item/mailbox

Export
to PST file

OneDrive

save library/
document

Send library/
document

save folder/
document

Restore
library/list/
document/site

Copy data
to same/
different user

Restore folder/

Rl document

Restore to
specific time/
transaction

Restaref
export
DB schema

Restore the el
R o point-in-time

state

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Multi-vMm
Instant
Recovery

Replicate
VM from
abackup

Secure Data
Restore Integration AP|

Instant
first-class disk
recovery

Restore from
areplicaVm

Instant
DB recovery

Save
filefas ZIP

Restore team/
channel/tab/
post/file

Restore to
aspecific
point in time

Restore from
Oracle RMAN
backup

Export

point-in-time as MDF/BAK

state

vCloud
Director

Instant VM
Recovery into

Full restore

intovApp/ Linked Clone

VMs to vCD

vCloud vApp
restore

vApp/vSphere vSphere

Application-

level restore

Exporta po;:n pac
asa virtu,
disk conversion

Network
Shares

Full VM to
infrastructure

Restore entire
file share

</ > Extra

Restore via Extract
PowerShell utility

Restore files
and folders

File restore
audit

Restore under
user context

VeeAM

Restore to
Azure VM/
AWSEC2

Instant share
publishing

Partial/full
site failover

Recovery scenarios with
Veeam Backup & Replication v11

Restore from
object storage

tﬂl Backup Enterprise Manager

T-click Virtual Launch
VM/file restore =  disk restore failover plan

Restore

Explorer for Storage
Snapshots

Guest files
(Windows/
Multi-0S)

Instant
VM/disk
Recovery

Restore via
RESTful API

SQL/Oracle
DB restore

Exchange SQL/Oracle
item restore DB restore



Datenmobilitat

Backups, Wiederherstellung und Migration auf,
von oder innerhalb jeglicher Umgebungen mit
einem vollstandig Ubertragbaren Datenformat

Modernisieren Sie Ihren Speicher durch
Datenverschiebung, um das richtige Maf3
an Verfligbarkeit zu den geringsten
Kosten zu erreichen

Sorgen Sie fur Datenflexibilitat, um Daten
jederzeit dorthin verschieben zu kénnen,
wo Sie sie brauchen — ohne Gebuhren
und Uber verschiedene Clouds hinweg.

Gewahrleistung der Business Continuity
unabhangig vom Speicherort

Wiederherstellung
an den DR-Standort

[\
B
v
.vib fv?b
v
—
—
--
Veeam-
Repository
Veeam Backup
Wiederherstellung & Replication
nach AWS oder Azure Community
Edition
V o
<
aws A
H—O0 B A

VeeAM



Secure Restore

1. Wiederherstellungspunkt
auswahlen

Veeam
Backup & Replication™

—
—
=i "
Backup- Mount Server
Repository

2. Backup-Dateien direkt als

Laufwerk einhangen

Antivirensoftware mit

aktuellen Definitionen

installiert

3. Antivirus-Check

\4

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

_W.

u @ Symantec

ESET NOD32 Symantec Protection
Smart Security Engine

Microsoft Windows
Defender

Oder jede andere Antivirensoftware mit CMD-
Unterstutzung

4a. Keine Infektion gefunden;
Wiederherstellung fortsetzen

4b. Infektion gefunden;
Wiederherstellung fortsetzen,
aber Netzwerk trennen

4c. Infektion gefunden;
Wiederherstellung
stoppen

VeeAM



Instant Recovery , at Scale”

Komprimierte/deduplizierte
Backup-Dateien
@
& &3S *
o1 PN IS
Physische
. . Workload et
S |
—

Instant
Multi-VM-Recovery

\ 4

Instant
Disk-Recovery

e — N
Cloud- VBR-Repository
. . . Instanzen P <3\ ‘ Instant
~/ DB-Recovery
N\
File 192 101k uuk
010
Shares 101 W1 Wi

Instant
NAS-Recovery

O,

Komprimierte NAS-Backup-
Dateien

o)

N4

o o
Bim mg TH | a
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Einfach nur veranderte Dateien
wiederherstellen

E.'Q File Tools HK-DCO1 as of less than a day ago (10:55 Donnerstag 16.02.2023) - Backup Browser - M X

Windows File Explorer auf
Dateiebene im Vergleich zur . | B
Produktion

Mame ype Jate ltem State
SRECYCLEBIN testd-:nc-pn:-stiti'u'e_files 05.08.2020 08,20 a Unchange |
.u - - b.ackupdata il (e | testdoc-postitive.doc JOCFi 26,0 KB 0 .202013 08,2020 Unchangel
Gea n d e rte O bJ e kte a n Ze I g e n I} u m d?rl | testdoc-postitive.docm I( i 11,8KE 05.08.2020 13 .08.2020 Unchangel
cuz testdoc-postitive.dc i 11,6 KB 05.08.2020 13 08,2020 08: Unchangell
t i I I h I ¥ It D t 1 SIE | testdoc-postitive.dotm i 11,8KB 08,2020 .08.2020 10:10 Unchangell
p 0 e n Z I e Ve rSC u Sse e a e I e n [SRLEISIdala | testdoc-postitive.dotx IC 8 KB 08,2020 ,08.2020 10:10 Unchang: |

Z u id e ntifi Z i e re n ciedittcad testdoc-postitive.htm HTM File A KB 08.2020 08.2020 10: Unchangefl
Eicel fi] testdoc-postitive.mht MHT File KB 08.2020 08.2020 10: Unchange]l

negative

testdoc-postitive.odt ODT File 44 KB ,08.2020 08.2020 10: Unchangel
testdoc-postitive. pdf PDF File KB .08.2020 04.08.2020 11:48 Unchangel
testdoc-postitive. rtf RTF File KB 08,2020 020 10: Unchangefl
testdoc-postitivexn XML File 43,0 KB 05.03.2020 0 020 10: Unchangel
testdoc-postitivex| XPS File 1852 KB 05.08.2020 8 05.08.2020 10:10 Unchangel
testdoc-postitive-strict-open- File 11,7 KE 05.08.2020 13:08 05.08.2020 10:12 Unchangefl

OpenOffice Presentation
OpenOffice Spreadsheet
OpenOffice Text
Powerpoint
Word
RESTORED-dir1 testdoc-postitive-word-2( XKML File 221KB 05.08.2020 31.05.2022 11 orcrarged
System Volume Information

15 ohjects

VeeAM



Veeam Explorer™ for Microsoft Active Directory

E- Haome

A (4

Restare Export Compare with | Show Changed  Use LDAP
Container * Container Production Ohjects Only Filter

Restore LgCarnpare Search Ferme Coniimey
Compare Active Directory objects with production
Compares ohjects state from backup with original Active Directory objects AL Y

Marme Type
4 =% Active Directory Restare Export Compare with  Show Changed | Use LDAR
computer-Display displaySpecifie{ Container Container~ | Production Objects Cnly Filter

contact-Display displaySpecifie Restore Compare Search

container-Display displaySpecifie Active Directary Databases Search 401

Active Directory Databases

Ce

4 iz dirn.docal

b 5| Users and Computers

Group Policy Objects
» & Integrated DNS
4 17 Configuration Partition

default-Display displayspecifie o

darmainDME-Display displayspecifie = . . D Hame Type fremn State Deseription
4 = Active Directory

darnainPolicy-Display displaySpecifie

D35-UI-Default-Settings dallzettings

foreignsecurityPrincipal-Display displayspecifie

4 DisplaySpecifiers cormputer-Display dizplaySpecifier
40
404
405
406
407
408
409
408
40C

_— 0
‘ :“: d!lmL:SD:rasland Computers D contact-Display displayzpecifier
Graup Paolicy Ohjects
» 5o Integrated DNS
4 ¥ Configuration Partition
4 DisplaySpecifiers
401
404
403
406
407
408
409
408
40C
400

group-Display displaySpecifie
inetOrgPerson-Display displaySpecifie
IntellirmirrorGroup-Display displayzpecifie
IntellirmirrarSCP-Display displayspecifie
interSiteTransportContainer-Display displaySpecifie
interSiteTransport-Display dizplaySpecifie
licensingSite Settings-Display displayspecifie
localPalicy-Display displaySpecifie
lostandFound-Display displaySpecifie
13 COM-Partition-Disolay displavioecifie

[
O
O
[
O
O
O
[
O
O
[
O
O
O
[
O
O
&

Load completed




Automatisierung, Test und
Dokumentation von DR



Typische DR-Probleme

— UNDOKUMENTIERT

« Komplexitat

UNGETESTET « Sehr hoher Zeit-/Ressourcenaufwand
0

« Fehleranfallig

@ UNZUVERLASSIG

VeeAM



Veeam Disaster Recovery Orchestrator

L DYNAMISCHE
- DOKUMENTE

o Automatisiert

UNGETESTET + Anpassbar
« Nachvollziehbar (,,Audit Trail”)

@ UNZUVERLASSIG

VeeAM



Veeam Disaster Recovery Orchestrator

AUTOMATISIERTE - Detaillierte Reports
S TESTS

« Keine Beeintrachtigung der produktiven
Systeme

@ UNZUVERLASSIG

VeeAM



Veeam Disaster Recovery Orchestrator

« \Verifiziert

_ v

« Optimiert

@ ZUVERLASSIGE WIE-
DERHERSTELLUNG

VeeAM



Wiederherstellungsprozess

Was passiert, wenn eine Katastrophe eintritt?

Disaster Basis-
funktionalitat

& ) ©

voller Betrieb

: . wichtigste
eingeschrankt Dienste
normaler Betrieb V. y ' ' normaler Betrieb ‘
\ Reaktions- iederherstellungs- v Zeit
Letztes Backup zeit zeit (RTO) Backup oder
oder Replikation > > | < > Replikation wieder
Datenverlust (RPO) Ausfallzeit aufnehmen

P P
< » <«

\ 4

VeeAM



Replica Example

Main Site
AD/DNS ‘ E
vCenter E [0« — |
Backup
Repository
(Replication
Metadata)
A
Source VMs

I £ (0
B

(o—] N
v

Veeam Proxy

i

Backup
Repository

El

Veeam
Recovery
Orchestrator

Encrypted
Network

v

ojojo

N B %Z
v
Veeam Proxy

2

Backup
Repository

Secondary Site

N7l AD/DNS
[ON
SQL DB a
Veeam
Backup and vCenter  [7]
Replication
server
Replica VMs

I 7
QRN == =Q




V6 New Features

Cloud DR

Recover any backup as
an Azure VM

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective

Agent DR

Recover Veeam Agent
backups as VMs

owners.

Clean DR

Scan for ransomware

during recovery




Clean DR

1. Select multiple
restore point(s)

' Orchestrator Agent

[« — |
Veeam

er v :Symantec.
Veea m Recove ry Cl indows ESET NOD32 Smart Symantec Protection
Pr— Orchestrator server

Security Engine

- Plus any other anti-virus software with CMD support

Backup & Replication

——
— =
ol ="
Backup
repository

\ 4

Mount Server

2. Mount disks
directly from backup
file to mount server

Anti-virus software
installed with latest
definitions

3. Anti-virus check

4a. No infections found;
continue restore

- m
K o

\ 4

£ 3 3
(]

\4

4b. Infection found;
proceed to next
available restore point

A
m 4c. Infection found;
stop restoreor = 00— ——— - MO
complete restore and

connect VM to a
quarantine network

VeeAM



Veeam Recovery Orchestrator

Dynamic Documentation Zero-Impact-Testing
Automatically updated reports for DatalLab tests increase confidence,
checks, tests and executions help simulating disaster recovery without

correct issues with DR readiness impacting production systems

. 3 Compliance 1-Click Recovery At Scale

A\ - RTO and RPO reporting Recover single apps or an entire
. 4 help meet compliance site with one click, secured by
standards and SLA targets role-based access control

Supported platforms and applications:

D B vl o B (% = o

Azure, vSphere Agents: Apps: Storage: Custom scripting
Windows & Linux Exchange, SQL, SharePoint NetApp, HPE, Lenovo

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. VeeAM
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Veeam Data Platform Packages

Platform Backup and Monitoring Recovery Ransomware

Editions Recovery and Analytics Orchestration Warranty (add-on)

Premium @ @ @ @ Also Available:

« Veeam Backup
& Replication

Advanced S S Community Edition

Foundation @

Essentials @ @

Supporting product Veeam Backup Veeam Veeam Recovery
components & Replication ONE Orchestrator

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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